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COMBATING  DOMESTIC  TERRORISM 


WEDNESDAY,  MAY  3,  1995 

House  of  Representatives, 

Subcommittee  on  Crime, 
Committee  on  the  Judiciary, 

Washington,  DC. 
The  subcommittee  met,  pursuant  to  notice,  at  9:06  a.m.,  in  room 
2141,  Rayburn  House  Office  Building,  Hon.  Bill  McCollum  (chair- 
man of  the  subcommittee)  presiding. 

Present:  Representatives  Bill  McCollum,  Steven  Schiff,  Stephen 
E.  Buyer,  Howard  Coble,  Fred  Heineman,  Ed  Bryant  of  Tennessee, 
Steve  Chabot,  Bob  Barr,  Charles  E.  Schumer,  Robert  C.  Scott,  Zoe 
Lofgren,  Sheila  Jackson  Lee,  and  Melvin  L.  Watt. 
Also  present:  Representative  Henry  J.  Hyde. 
Staff  present:  Paul  J.  McNully,  chief  counsel;  Glenn  R.  Schmitt, 
counsel;  Daniel  J.  Bryant,  assistant  counsel;  Aerin  D.  Dunkle,  re- 
search assistant,  and  Tom  Diaz,  minority  counsel. 

OPENING  STATEMENT  OF  CHAIRMAN  McCOLLUM 

Mr.  McCollum.  This  meeting  of  the  Subcommittee  on  Crime  will 
come  to  order. 

Today's  hearing  is  going  to  have  to  conclude  by  12:30  for  reasons 
of  the  retreats  of  both  the  Republicans  and  the  Democrats  this 
weekend,  and,  consequently,  we  have  three  panels  that  we  have  to 
move  through  rather  expeaitiously.  I'm  going  to  keep  a  very  short 
statement.  I'm  going  to  yield  to  my  ranking  Democrat,  Mr.  Schu- 
mer, and  we  hope  that  we  don't  have  any  other  opening  state- 
ments. I'm  going  to  ask  all  witnesses  to  summarize  their  testimony, 
and  let  us  move  to  what  is  an  extremely  important  hearing  at  this 
point. 

Let  me  begin  by  saying  that  less  than  one  month  ago  in  this  very 
room  the  members  of  this  subcommittee  participated  in  a  full  Judi- 
ciary Committee  hearing  on  the  issue  of  terrorism.  We  discussed 
the  real  potential  of  terrorism  in  the  United  States  and  the  dev- 
astating consequences  of  such  crime.  We  didn't  know  then  that  in 
a  matter  of  days  a  peaceful  and  pleasant  city  in  the  heart  of  Amer- 
ica would  be  forever  scarred  by  ruthless  acts  of  violence  that  we 
call  terrorism. 

The  number  of  lives  claimed  by  the  car  bomb  in  Oklahoma  City 
is  so  large  it  overwhelms  us:  over  140  deaths,  with  still  many  miss- 
ing, many  never  to  be  truly  accounted  for  because  of  the  force  of 
the  blast.  The  extent  of  the  suffering  and  the  loss  is  incomprehen- 
sible. 

(1) 


In  the  wake  of  this  tragedy,  there  are  those  who  would  express 
skepticism  about  congressional  hearings  and  legislation  involving 
terrorism.  They  would  dismiss  such  efforts  as  just  politicians  play- 
ing to  the  public  sense  of  fear  and  vulnerability.  Let  me  be  very 
clear  to  those  who  hold  such  a  view:  government  has  an  absolute 
duty  to  protect  its  citizens  from  terrorism  and  all  other  forms  of 
violent  crime.  This  chairman  will  not  rest  until  he's  assured  that 
everything  within  our  power  is  done  to  avoid  the  destruction  we 
have  witnessed  in  the  past  few  weeks  from  ever  happening  again. 
We  will  not  be  able  to  stop  all  senseless  acts  of  violence,  no  matter 
what  we  do,  but  I  know  for  a  fact  that  the  dedicated  men  and 
women  of  law  enforcement  have,  indeed,  thwarted  acts  of  terrorism 
in  the  past,  and  through  the  encouragement  and  assistance  of  this 
Congress,  they  will  be  able  to  prevent  even  more  devastation  in  the 
future. 

That  brings  me  to  another  point  that  I've  been  looking  forward 
to  making.  In  my  view,  and  that  of  many  of  my  colleagues,  the  FBI 
and  Federal  law  enforcement  in  general,  where  appropriate,  must 
pursue  vigorously  every  opportunity  to  prevent  terrorist  activities 
in  this  country.  Senior  officials  must  press  hard  to  get  the  author- 
ity they  need  to  accomplish  this  goal.  To  be  specific,  again,  this 
chairman  without  hesitation  supports  the  use  of  lawful  tools,  in- 
cluding infiltration,  to  combat  potential  acts  of  terror  by  militia  or- 
ganizations or  any  other  group  that  appears  capable  of  violence  like 
that  committed  in  Oklahoma. 

Current  investigative  guidelines  must  be  interpreted  in  this 
light.  Moreover,  it  must  be  communicated  down  the  line  to  agents 
in  the  field  that  the  people's  elected  representatives  stand  behind 
their  efforts.  These  men  and  women  cannot  be  in  the  position  of 
worrying  about  second-guessing  and  Monday  morning  quarterback- 
ing  by  this  Congress  or  by  their  superiors.  They  must  aggressively 
use  all  legal  means  to  accomplish  their  mission,  and  that's  the  key: 
all  legal  means.  The  steadfast  support  of  this  subcommittee  is  de- 
fined by  the  rule  of  law,  the  strict  adherence  to  law  enforcement 
by  the  Constitution  and  all  relevant  statutes.  All  of  us  in  govern- 
ment have  a  moral  duty  to  follow  the  laws  of  the  land  as  we  seek 
to  insure  that  the  public  also  obeys  the  law. 

To  that  end,  this  subcommittee  must  take  seriously  its  oversight 
responsibility.  We  must  not  allow  the  backing  of  our  Federal  law 
enforcement  officers  to  become  an  inducement  for  unlawful  activity. 
Is  this  a  delicate  balance?  Of  course  it  is,  but  it  is  the  substance 
of  our  responsibilities. 

In  this  vein,  let  me  say  that  I  intend  to  go  forward  with  hearings 
on  alleged  abuses  of  Federal  law  enforcement  powers  as  soon  as 
practicable.  Included  will  be  one  or  more  hearings  on  the  events  in 
Waco,  TX,  in  1993.  In  this  regard,  I'll  soon  be  sending  to  the  De- 
partment of  Justice  and  Treasury  requests  for  information  on  mat- 
ters pertaining  to  the  Waco  incident.  I  submitted  some  of  these  re- 
quests in  the  last  Congress,  but  did  not  receive  adequate  response, 
perhaps  because  of  ongoing  criminal  prosecutions  and  other  litiga- 
tion. I  hope  at  this  point  in  time  that  those  matters  are  cleared  up 
so  that  we  can  have  the  data  we  need  to  proceed  with  these  hear- 
ings. As  soon  as  the  subcommittee  obtains  from  the  administration 
the  information  it  needs  and  completes  its  review  of  such  informa- 


tion,  we  will  schedule  hearings  for  this  summer  or  sooner  to  take 
place  at  the  earliest  possible  date  on  the  Waco  matter. 

But  today  our  focus  is  not  on  oversight,  but  on  determining 
whether  law  enforcement  has  the  authority  at  the  Federal  level  it 
needs  to  protect  the  public  from  the  senseless  and  despicable  crime 
that  occurred  last  month.  We  will  hear  from  our  Nation's  leading 
law  enforcement  officials,  past  and  present. 

Again,  we  have  a  difficult  job  involving  the  balancing  of  vital  in- 
terests. On  the  one  hand,  we  must  be  careful  to  guard  the  heritage 
of  treasured  liberties  with  which  Americans  have  been  blessed.  On 
the  other  hand,  law  enforcement  must  have  adequate  investigative 
and  prosecutorial  tools  at  its  disposal  or  we  will  witness  a  repeat 
of  Oklahoma  City. 

For  example,  I'm  very  concerned  that  the  FBI  by  unable  to  gain 
evidence  through  electronic  surveillance  because  of  sophisticated 
encryption  technology  used  by  terrorist  organizations.  This  is  one 
of  many  problems  that  must  be  addressed.  I  understand  that.  We 
have  heard  from  you.  Director  Freeh,  and  we  understand  what 
you've  said  technically  on  things  in  the  past,  and  we're  looking  for- 
ward to  hearing  again  today  from  you. 

I  look  forward  to  all  of  the  testimony  before  this  committee  today 
of  you,  Ms.  Gorelick,  and  the  other  witnesses  as  well,  and  we  will 
attempt,  when  that  is  accomplished,  in  this  Judiciary  Committee 
which  Chairman  Hyde,  who  has  joined  us  this  morning,  chairs — 
Mr.  Conyers  is  our  ranking  minority  member.  Mr.  Schumer  is  my 
ranking  minority  member,  and  all  the  other  members  are  going  to 
be  participating  in  the  very  near  future  to  draft  a  proper  and  ap- 
propriate balanced  counterterrorism  bill. 

I  now  yield  to  my  ranking  minority  member,  Mr.  Schumer  of 
New  York. 

Mr.  Schumer.  Thank  you,  Mr.  Chairman. 

First,  I  want  to  commend  your  leadership  in  promptly  convening 
this  hearing.  America  has  no  business  more  urgent  than  ridding  it- 
self of  the  ugly  scourge  of  terrorism,.  You  and  I  have  worked  to- 
gether for  years  on  fighting  terrorism,  and  I  respect  your  leader- 
ship in  that  fight.  I  look  forward  to  working  with  you  as  we  thor- 
oughly examine  the  roots  of  terrorism. 

I  want  to  emphasize  the  words  "thoroughly  examine"  because  do- 
mestic terrorism  is  not  just  a  single  horrible  event  like  the  bombing 
at  Oklahoma  City.  It  is  not  just  the  cowardly,  evil  people,  whoever 
thev  may  be,  who  planned  and  carried  out  that  heartless  atrocity, 
and  it  is  not  just  the  vicious  criminal  acts  they  committed.  Terror- 
ism is  a  frightening  political  illness.  It  is  an  angry  eruption  of  ha- 
tred, intolerance,  and  extremism. 

The  bombing  in  Oklahoma  City  made  clear  that  this  illness  is, 
unfortunately,  in  America  a  fact  of  life,  and  it  will  infect  our  society 
and  could  destroy  our  culture  if  we  do  not  act.  We  must  first  under- 
stand domestic  terrorism,  and  then  we  must  ruthlessly  cut  it  out 
of  our  body  politic.  This  hearing  is  a  good  start.  It  will  help  us  un- 
derstand the  sickness  of  domestic  terrorism,  but  it  is  only  a  start. 
We  must  do  more. 

We  must  understand  much  better  the  culture  in  which  the  illness 
of  terrorism  has  thrived,  the  culture  of  militant  paranoia  that  we 
have  come  to  know  as  the  militia  movement.  Some  of  these  militias 


may  be  operating  perfectly  within  the  law;  some  very  well  may  not 
be.  We  don't  know,  but  we  ought  to  find  out  because  it's  not  just 
that  some  militias  may  be  good  and  some  militias  may  be  bad. 
What  I  find  troubling  is  the  very  concept  of  a  band  of  private  citi- 
zens organizing  themselves,  arming  themselves  with  weapons  of 
war,  and  then  laying  plans  to  go  to  war  against  the  Government 
of  all  the  people. 

Just  who  do  these  people  think  they  are?  They're  certainly  not 
the  well-organized  militia  of  the  Constitution.  Those  were  open, 
above-board  State  militias  more  like  today's  National  Guard  than 
the  bands  of  secretive  sandlot  soldiers  who  today  claim  the  name 
of  militia. 

And  just  why  should  not  the  rest  of  us,  the  vast  majority  of  the 
American  people.  Democrat  and  Republican,  conservative  and  lib- 
eral, those  of  us  who  don't  plan  to  take  up  arms  against  our  own 
homeland,  why  should  we  not  speak  out  against  the  paranoid 
virulence  that  these  militias  spew? 

So  I  ask  you  today,  Mr.  Chairman,  particularly  in  light  of  the 
fact  that  you  announced  you're  having  hearings  on  Waco,  to  con- 
vene additional  hearings  to  comprehensively  and  thoroughly  ex- 
plore the  so-called  militias.  It  seems  to  me  most  Americans  would 
think  the  militias  and  their  fellow  travelers  represent  a  greater 
threat,  or  potential  greater  threat,  to  them  than  the  ATF,  the  FBI, 
and  others,  even  if  mistakes  were  made  in  those  agencies. 

So  let's  invite  these  self-righteous  people  and  their  self-appointed 
generals  up  here.  Let  them  lay  out  their  views,  their  plans,  and 
their  organizations  to  the  American  people  in  the  full  light  of  day. 
I  hope  you  will  do  that. 

In  the  meantime,  I  have  a  message  to  the  extremists  who  popu- 
late the  militia  movement  and  their  cheerleaders  on  the  radical 
fringe  of  the  pro-gun  crowd:  America  and  this  Congress  will  not  be 
bullied.  America  and  this  Congress  will  not  be  intimidated.  We  will 
not  be  frightened  into  rash  action  by  the  violent  terrorism  that 
your  vituperative  words  have  helped  breed.  We  will  instead,  hope- 
fully in  a  bipartisan  way,  be  careful,  rational,  and  balanced  in  what 
we  do.  We  will  do  all  that's  necessary  and  no  more  than  is  nec- 
essary to  stop  terrorist  violence,  and  at  the  end  of  the  day  we  will 
have  preserved  the  rights  of  all  Americans,  all  the  rights  of  all 
Americans,  not  just  the  imaginary  rights  proclaimed  by  a  few  para- 
military paranoids. 

Thank  you,  Mr.  Chairman. 

Mr.  McCoLLUM.  You're  quite  welcome. 

The  gentleman  from  Illinois,  my  good  committee  chairman,  Mr. 
Hyde. 

Mr.  Hyde.  I  thank  you,  Mr.  Chairman.  Thank  you  very  much, 
Mr.  Chairman. 

On  April  6  the  full  Judiciary  Committee  held  a  hearing  on  terror- 
ism. At  that  time  our  focus  was  on  the  international  aspects  of  the 
terrorist  threat.  Among  the  items  discussed  was  the  administra- 
tion's omnibus  counterterrorism  bill.  Many  have  criticized  portions 
of  that  bill  as  being  violative  of  cherished  constitutional  protec- 
tions. Some  even  question  the  need  for  additional  legislation  to 
combat  the  statistically-declining  terrorist  threat.  There  were  ques- 


tions  raised  about  our  own  vulnerability  in  this  hearing  room  to 
terrorist  attack. 

The  pain  of  Oklahoma  City  should  quite  those  voices  of  doubt. 
That  bombing  has  reached  the  heart  and  the  soul  of  America.  Al- 
most immediately  hundreds  of  rescue  workers  from  across  the 
country  voluntarily  flocked  to  that  city  to  provide  many  unselfish 
hands  in  rescue  efforts.  Hundreds  of  Americans  gathered  quietly 
near  the  Murrah  Building  trying  to  do  their  part,  however  they 
might,  through  prayers,  deeds,  or  both.  Americans  throughout  this 
land  are  expressing  their  sorrow  and  solidarity  with  the  people  of 
Oklahoma  City  in  ways  that  are  at  once  profound  and  meaningful. 

Many  have  sought  to  find  an  explanation  for  the  cause  of  that 
awful  act  of  cowardice,  but  there's  really  only  one  explanation  for 
it:  diabolical  individuals  intent  on  damaging  society  by  hurting 
hundreds  of  innocent  lives. 

The  administration  has  now  proposed  additional  measures  to 
combat  terrorism.  We  hear  that  law  enforcement  needs  sweeping 
new  investigative  authority  and  needs  $1.5  billion  of  additionEii 
funding  for  this  purpose.  We  hear  of  some  of  our  citizens  who 
would  be  willing  to  forfeit  their  constitutionally-protected  freedoms 
if  it  would  help  avoid  any  further  evil  such  as  that  perpetrated  in 
the  Murrah  Building.  Sacrificing  freedoms  is  not  the  answer.  Bat- 
tles are  fought  to  secure  freedoms,  not  to  relinquish  them. 

The  Judiciary  Committee  will  consider  comprehensive  legislation 
which  I  will  introduce  that  is  directed  at  combating  terrorism  from 
whatever  source.  Lest  our  people  be  concerned,  strengthening  our 
law  enforcement  capabilities  in  this  regard  does  not  require  a  re- 
striction of  our  civil  liberties  and  constitutional  protections.  We're 
quite  capable  of  striking  the  delicate  and  necessary  balance  be- 
tween our  constitutional  guarantees  and  the  Grovernment's  need  to 
secure  the  safety  of  its  citizenry.  The  legislation  will  not  work  a 
forfeiture  of  our  citizens'  cherished  liberties.  It  will  honor  the  vic- 
tims of  Oklahoma  City  and  will  attempt  to  diminish  the  possibility 
of  repeated  terrorist  attacks  in  the  future. 

That  legislation  will  include  concepts  from  the  administration's 
omnibus  counterterrorism  bill  and  from  its  recent  additional  pro- 
posals, but  it  will  also  take  further  steps  in  areas  where  terrorism 
can  be  more  effectively  confronted.  My  proposal  may  include  some 
of  the  following  additional  provisions,  depending  upon  the  knowl- 
edge we  gain  from  today's  hearing  and  based  on  what  we've 
learned  from  the  committee's  April  6  hearing  and  the  bombing  in 
Oklahoma: 

Prohibiting  the  murder  and  assault  of  all  current  and  former 
Federal  employees  and  providing  the  death  penalty  as  punishment 
for  such  crimes. 

Requiring  the  placement  of  inert  substances  into  various  chemi- 
cal compounds  that  can  be  converted  to  explosive  uses. 

Requiring  the  placement  of  taggants  in  explosive  devices  and 
compounds  to  provide  easier  detection  and  tracing. 

Creating  a  terrorism  reward  fund  for  information  leading  to  the 
arrest  and  conviction  of  individuals  or  groups  engaged  in  crimes  in- 
volving both  domestic  and  international  terrorism. 

Restricting  the  use,  purchase,  sale,  and  transfer  of  toxic  sub- 
stances and  gases. 


Denying  political  asylum  or  refugee  status  to  alien  terrorists. 

Providing  expedited  exclusion  in  asylum  proceedings  for  alien 
terrorists,  and  returning  common  sense  to  the  immigration  law  by 
precluding  the  issuance  of  a  travel  visa  to  a  member  of  a  known 
terrorist  organization. 

Finally,  despite  the  awful  tragedy  in  Oklahoma  City,  that  catas- 
trophe provides  us  with  an  opportunity  to  recognize  the  real  spirit 
of  America  and  the  underlying  greatness  of  this  Nation.  Exhibited 
in  the  aftermath  was  the  frienafship  and  fraternity  of  our  citizens 
which,  sad  to  say,  is  only  typically  publicized  in  situations  of  na- 
tional crisis.  We  need  to  remind  ourselves  that  such  acts  of  per- 
sonal and  national  virtue  and  heroism  occur  daily  in  this  country 
as  Americans  fulfill  their  obligations  of  citizenship  through  vol- 
unteerism,  sacrifice,  and  charity.  We  should  be  refreshed  by  the  be- 
nevolence of  our  fellow  citizens  whose  acts  of  mercy  are  undertaken 
with  spontaneous  dedication  and  profound  grace  whenever  misfor- 
tune strikes.  When  calamity  hits,  we  see  that  this  Nation  is  com- 
prised of  truly  caring  people  whose  generosity  is  boundless.  We 
should  be  heartened  by  that  response  and  trust  in  what  Lincoln 
called  "the  better  angels  of  our  nature."  In  doing  so,  we  can  defeat 
the  efforts  being  made  to  define  ourselves  by  the  ravings  and  ac- 
tions of  the  few  evildoers  in  our  midst. 

And  since  the  Waco  event  has  been  mentioned  by  some  of  the 
members  thus  far,  I  would  point  out  that  we  did,  as  we  all  know, 
have  a  hearing,  1  day's  hearing,  in  the  previous  Congress.  That 
was  April  28,  1993,  and  we  just  found  the  transcript.  It  was  never 
printed.  We  are  having  it  printed.  So  we  may  have  that  as  a  ref- 
erence point  and  a  background  for  any  further  hearings  on  this 
subject. 

I  thank  you,  Mr.  Chairman. 

Mr.  McCoLLUM.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  Conyers  was  going  to  make  a  statement,  and  I  don't  see  him 
present  here.  His  statement  will  certainly  be  put  into  the  record, 
as  will  the  statements  of  any  of  the  other  members  of  this  commit- 
tee, but  I  would  very  much  like  to  proceed  at  this  point  with  our 
witnesses  because  of  the  time  constraints  involved. 

And  I'd  like  to  welcome  our  first  panel  this  morning  today.  Our 
first  witness  is  Ms.  Jamie  Gorelick,  Deputy  Attorney  General  of  the 
United  States.  The  Deputy  Attorney  General,  as  most  of  us  on  this 
subcommittee  know,  is  the  second  ranking  official  at  the  Depart- 
ment of  Justice  and  the  chief  operating  officer. 

Prior  to  her  appointment  in  March  1994,  Ms.  Gorelick  served  as 
the  Greneral  Counsel  of  the  Department  of  Defense.  There  she  was 
the  chief  legal  officer  responsible  for  advising  the  Secretary  and 
Deputy  Secretary  on  a  wide  range  of  matters,  including  inter- 
national and  intelligence  issues  and  investigations. 

Ms.  Gorelick  has  also  spent  2  years  as  Assistant  to  the  Secretary 
and  counselor  to  the  Deputy  Secretary  of  Energy.  In  addition  to  her 
distinguished  career  in  public  service,  Ms.  (jorelick  also  is  an  expe- 
rienced litigator,  having  spent  18  years  in  private  practice  with  the 
Washington,  DC,  law  firm  of  Miller,  Cassidy,  LaRocho  &  Lumin. 

Our  second  witness  who  has  joined  Ms.  Gorelick  at  the  table  is 
Louis  Freeh,  Director  of  the  Federal  Bureau  of  Investigation.  Prior 
to  his  nomination  in  1993  by  President  Clinton,  the  Director  was 


a  U.S.  district  court  judge  in  the  Southern  District  of  New  York, 
where  he  had  been  appointed  by  former  President  George  Bush  in 
1991. 

Director  Freeh  spent  the  first  6  years  of  his  career  serving  as  an 
FBI  agent.  In  1981,  he  became  a  Federal  prosecutor  in  New  York 
City  and  eventually  became  an  associate  U.S.  attorney.  He's  been 
recognized  on  several  occasions  for  his  exemplary  accomplishments, 
which  include  investigations  and  prosecutions  related  to  organized 
crime,  drugs,  terrorism,  and  fraud. 

As  I  introduce  both  of  you  today,  I  cannot  help  but  comment.  Di- 
rector Freeh,  that  all  of  us  are  very  aware  of  what  the  men  and 
women  of  the  FBI  have  done  in  this  Oklahoma  City  investigation. 
In  the  public  eye  and  in  our  eye  it's  been  an  exemplary  job.  I  know 
it's  not  completed,  and  you  won't  rest  until  it  is,  but  what  has  un- 
folded and  the  manner  in  which  it  has  been  conducted  and  the  way 
the  FBI  has  handled  this  has  been  remarkably  good,  positive,  and 
I  want  to  compliment  them  publicly  and  you  publicly  for  that. 

Ms.  Grorelick,  in  the  order  of  seniority  here,  I'll  recognize  you 
first. 

STATEMENT  OF  JAMIE  S.  GORELICK,  DEPUTY  ATTORNEY 
GENERAL,  DEPARTMENT  OF  JUSTICE 

Ms.  GORELICK.  Thank  you.  Chairman  McCollum,  and  for  that 
kind  introduction  as  well.  To  you  and  to  Congressman  Schumer 
and  to  members  of  the  subcommittee  and  the  full  committee,  I  ap- 
preciate the  opportunity  to  be  here  today. 

As  you,  Mr.  chairman,  have  noted,  it  was  less  than  a  month  ago 
that  I  appeared  before  the  full  committee  to  discuss  the  President's 
terrorism  legislation,  and  just  13  days  later  we  experience  the  ter- 
rible event  in  Oklahoma  City,  which  demonstrates,  if  any  dem- 
onstration were  needed,  the  urgent  need  to  reassess  the  adequacy 
of  our  legal  tools  and  our  resources  to  combat  terrorism.  And  I  ap- 
preciate on  behalf  of  the  Attorney  General  and  the  administration 
your  consideration  of  this  bill  and  the  President's  additional  pro- 
posals to  deal  with  domestic  terrorism,  and  we  urge  you,  as  we 
have  done  before,  to  move  swiftly  on  this  issue. 

The  bombing  on  April  19  really  does  challenge  all  of  us  to  prove 
that  we  have  the  will  and  the  power  to  fulfill  that  very  fundamen- 
tal responsibility  set  out  in  the  very  first  sentence  of  the  Constitu- 
tion, and  that  is  to  ensure  domestic  tranquillity,  and  at  the  same 
time,  though,  we  are  mindful  of,  our  duty  to  uphold  the  Constitu- 
tion's guarantees  of  personal  freedom  in  the  Bill  of  Rights.  And  as 
Chairman  Hyde  said,  we  can  and  must  do  both,  and  I  firmly  be- 
lieve that  that  is  more  than  possible. 

We  in  Federal  law  enforcement  have  responded,  as  you  Chair- 
man McCollum  have  noted,  to  the  Oklahoma  City  bombing  with  ev- 
erything that  we  have.  I  believe  that  what  we  have  seen  in  that 
effort  is  a  model  of  dedication,  of  cooperation  and  efficiency.  Imme- 
diately the  FBI  placed  into  operation  its  Strategic  Information  and 
Operation  Center,  the  SIOC,  and  the  Center  has  in  it  all  of  the 
other  relevant  Federal  agencies  whose  resources  are  really  essen- 
tial to  a  fully  coordinated  approach.  And  we  have  the  BATF  there, 
the  Marshals  Service,  the  DEA,  the  Secret  Service,  and  the  State 
Department's  Bureau  of  Diplomatic  Security. 
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We  have  drawn  on  the  experience  garnered  in  the  investigation 
of  the  attack  on  the  World  Trade  Center  2  years  ago.  The  special 
agent  who  coordinated  the  on-scene  investigation  in  that  case  is  su- 
pervising the  Oklahoma  City  crime  scene. 

The  Attorney  General  has  assigned  Department  of  Justice  attor- 
neys from  the  Criminal  Division  to  the  SIOC  to  provide  legal  as- 
sistance and  guidance,  and  you,  Chairman  McCollum,  have  noted 
the  importance  of  the  rule  of  law  as  we  pursue  even  the  most  chal- 
lenging investigation.  The  role  of  our  lawyers  and  legal  counsel 
working  collaboratively  with  the  FBI  in  this  investigation  has  been, 
I  think,  superlative. 

We  have  U.S.  attorneys'  offices  in  Oklahoma,  Kansas,  and  Michi- 
gan and  several  other  States  all  working  collectively  and  coordi- 
nated by  my  office.  We  have  our  very  best  people  at  work  on  this 
case. 

Because  of  the  history  of  the  legislation  here,  I  think  it's  impor- 
tant to  put  the  bombing  of  the  Murrah  Federal  Building  in  Okla- 
homa City  in  perspective.  It  is  only  the  most  recent  example  of  a 
disturbing  and  escalating  trend  of  terrorist  attacks  both  inside  the 
United  States  and  outside.  They  include  the  Pan  Am  Flight  103 
bombing,  the  World  Trade  Center  bombing,  and  the  recent  nerve 
gas  attack  in  the  subway  system  of  Tokyo.  We  have  convicted  two 
would-be  terrorists  in  Minnesota  who  made  ricin,  a  deadly  biologi- 
cal agent,  with  intent  to  use  it  as  a  weapon;  the  two  recent  mur- 
ders of  American  civilian  employees  assigned  to  the  consulate  in 
Karachi,  Pakistan.  Those  are  just  a  few  of  the  most  prominent  ex- 
amples of  the  threat  that  we  face. 

To  meet  this  threat,  the  President  presented  to  Congress  and  the 
Nation  a  comprehensive  and  carefully  considered  program  to  com- 
bat both  domestic  and  international  terrorism.  This  program  in- 
cludes two  pieces  of  legislation  to  enhance  our  investigative  capa- 
bilities, our  prosecutive  capabilities,  and  the  punishment  of  terror- 
ist activities.  They  are  the  Omnibus  Counterterrorist  Act  of  1995 
and  the  Antiterrorism  Amendments  of  1995,  which  are  being  trans- 
mitted to  Congress  today. 

I'd  like  to  outline  very  briefly,  and  mindful,  Mr.  Chairman,  of  the 
time  constraints  that  you're  facing  today,  the  high  points  and  criti- 
cal points  in  our  view  of  the  legislation. 

First,  we  need  to  provide  a  thousand  new  agents,  prosecutors 
and  other  Federal  enforcement  and  support  personnel  to  inves- 
tigate, deter,  and  prosecute  terrorist  activity.  We  very  much  need 
a  Domestic  Counterterrorism  Center  under  the  direction  of  the 
FBI,  one  that  will  bring  together  all  of  the  resources  of  the  Federal 
Government  in  one  place  to  serve  as  a  collection  and  dissemination 
point,  as  well  as  to  provide  analytical  support.  And  it  will  be  avail- 
able to  all  law  enforcement,  including  Federal,  State,  and  local 
agencies  that  deal  with  domestic  and  international  terrorism.  We 
must  not  forget  our  partners  at  State  and  local  law  enforcement 
here. 

We  should  provide  clear  Federal  criminal  jurisdiction  for  any 
international  terrorist  attack  that  might  occur  in  the  United  States 
and  Federal  criminal  jurisdiction  over  terrorists  who  use  the  Unit- 
ed States  as  a  platform  from  which  to  plan  terrorist  attacks  over- 
seas. As  Chairman  Hyde  said,  we  have  to  provide  a  workable  mech- 


anism  to  deport  alien  terrorists  expeditiously  without  risking  dis- 
closures of  national  security  information.  In  this  regard,  I  want  to 
make  clear  that  it  is  not  our  intent  to  foreclose  appropriate  judicial 
review  of  the  designation  of  a  group  as  a  terrorist  organization 
under  either  the  alien  removal  or  fundraising  provisions  of  H.R. 
896.  That  is  an  issue  that  has  received  a  great  deal  of  attention, 
and  I  think  there's  misunderstanding  with  respect  to  our  intentions 
in  the  legislation  that  we  sent  up. 

We  should  ease  access  to  financial  and  credit  reports  in  any  ter- 
rorism case  because,  while  banking  records  themselves  can  be  ob- 
tained under  current  law  under  appropriate  legal  procedures,  the 
credit  records,  which  lead  you  to  the  banking  records,  are  not  ac- 
cessible. And  under  Congressman  Bereuter's  bill,  which  is  incor- 
porated in  the  administration's  initiative,  it  would  allow  us  to  use 
the  same  process.  We  think  that  is  wholly  appropriate. 

We  should  have  the  same  legal  standard  in  national  security 
cases  that  we  currently  have  in  the  routine  criminal  case  to  obtain 
pen  registers  and  to  trap  and  trace  telephone  traffic.  That  does  not 
involve  overhearing  the  conversation,  but  only  discloses  which  Calls 
are  being  made.  The  national  security  letter  process  which  is  cur- 
rently used  for  obtaining  certain  categories  of  information  on  ter- 
rorists should  be  available  to  obtain  records  from  hotels,  motels, 
and  common  carriers. 

And,  clearly,  we  must  fund  the  digital  telephony  bill  which  Con- 
gress passed  last  session,  which  will  allow  us  to  maintain  our  abil- 
ity to  maintain  electronic  surveillances  where  they  are  court-au- 
thorized. We  need  a  counterterrorist  and  counterintelligence  fund 
to  pay  for  the  extraordinary  logistical  and  other  expenses  that  arise 
in  terrorist  crises.  As  we're  seeing  now,  we  have  an  extraordinary 
expenditure  of  funds  on  an  event  like  the  one  in  Oklahoma  City. 

And  we  also  very  much  want  to  include  taggants  in  standard  ex- 
plosive device  raw  materials,  which  will  permit  us  to  trace  the  ma- 
terials post-explosion.  We  want  to  make  sure  that  there  are  means 
of  tagging  explosives  for  the  purposes  of  identification  and  detec- 
tion. 

I  believe  that  we  should  be  able  to  permit  our  use  of  the  military 
in  very  limited  circumstances  to  help  us  where  they  have  the  sole 
expertise  in  the  handling  of  biological  and  chemical  weapons.  No 
one  wants  the  military  involved  in  law  enforcement,  not  law  en- 
forcement and  not  the  military,  but  where  they  have  the  expertise, 
as  they  do  with  respect  to  nuclear,  chemical,  and  biological  weap- 
ons, we  need  limited  help  from  them.  We  have  also  proposed  en- 
hancements to  the  penalties  that  may  be  imposed,  and  we  can  pur- 
sue those  further  in  the  course  of  your  questions. 

I  want  to  stress  two  important  points,  though.  The  President,  the 
Attorney  Greneral,  this  entire  administration  wants  to  work  with 
Congress  in  a  bipartisan  manner  to  meet  the  challenges  of  terror- 
ism. This  is  an  American  problem.  It  calls  on  all  of  us  to  set  aside 
political  considerations  to  achieve  a  response  that  is  both  effective 
and  comprehensive. 

And,  second,  we  are  committed  to  standing  up  to  terrorism  with- 
out sacrificing  our  precious  constitutional  rights.  As  I  said  when 
Director  Freeh  and  I  testified  before  the  Senate,  the  choice  between 
civil  liberties  and  a  safe  society  is  a  false  choice.  We  need  not,  and 
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we  will  not,  trade  off  the  guarantees  of  the  Bill  of  Rights  to  uphold 
our  duty  to  ensure  domestic  tranquillity. 

I  thank  you  for  the  opportunity  to  appear  before  you  today,  and 
I  look  forward  to  working  with  you  and  the  Congress  on  this  most 
important  issue.  Thank  you. 

[The  prepared  statement  of  Ms.  Grorelick  follows:] 

Prepared  Statement  of  Jamie  S.  Gk)RELicK,  Deputy  Attorney  General, 
Department  of  Justice 

Chairman  McColIum,  Congressman  Schumer,  and  members  of  the  Subcommittee: 
It  was  less  than  a  month  ago,  on  April  6,  that  I  appeared  before  the  Committee  on 
the  Judiciary  to  discuss  the  President's  "Omnibus  Counterterrorism  Act  of  1995." 
Just  13  days  later,  the  terrible  event  in  Oklahoma  City  demonstrated  vividly  the 
urgent  need  to  reassess  the  adequacy  of  the  legal  tools  and  resources  available  to 
combat  terrorism.  I  am  here  once  again  on  behalf  of  the  Attorney  General  and  the 
Administration  to  urge  you  to  move  swiflly  on  this  issue. 

The  terrorist  bombing  of  April  19  challenges  all  of  us  to  prove  that  we  have  the 
will  and  the  power  to  mlfill  a  fundamental  responsibility  set  out  for  us  in  the  first 
sentence  of  our  Constitution:  to  "insure  domestic  tranquility."  At  the  same  time,  we 
are  mindful  of  our  duty  to  uphold  the  Constitution's  guarantees  of  personal  freedom 
in  the  Bill  of  Rights.  We  can  and  must  do  both. 

The  Federal  law  enforcement  communitj^s  response  to  the  Oklahoma  City  bomb- 
ing has  been  a  model  of  dedication,  cooperation,  and  efficiency.  Immediately  after 
the  bombing,  the  FBI  placed  into  operation  its  Strategic  Information  and  Operations 
Center  (SIOC).  This  Operations  Center  has  representatives  of  all  of  the  other  fed- 
eral agencies  whose  resources  are  essential  to  a  fully  coordinated  effort,  including 
the  Bureau  of  Alcohol,  Tobacco  and  Firearms,  the  U.S.  Marshals  Service,  the  Drug 
Enforcement  Administration,  the  U.S.  Secret  Service,  and  the  State  Department's 
Bureau  of  Diplomatic  Security. 

The  FBI  is  drawing  upon  the  experience  garnered  in  the  investigation  into  the 
attack  on  the  World  Trade  Center  two  years  ago.  The  Special  Agent  who  coordinated 
the  on-the-scene  investigation  in  that  case  will  supervise  the  Oklahoma  City  crime 
scene.  His  experience  will  be  crucial  as  this  case  is  aggressively  pursued. 

The  Attorney  General  has  assigned  Department  of  Justice  attorneys  from  the 
Criminal  Division  to  the  SIOC  to  provide  legal  assistance  and  guidance.  We  have 
prosecution  teams  including  lawyers  from  the  Criminal  Division  and  the  U.S.  Attor- 
ney offices  in  Oklahoma,  Kansas  and  Michigan  as  well  as  in  several  other  states, 
all  coordinated  by  my  office.  We  have  our  very  best  people  at  work  on  this  case. 

I  think  it  is  important  to  put  the  bombing  of  the  Murrah  Federal  Building  in 
Oklahoma  City  in  perspective:  This  is  only  the  most  recent  in  a  disturbing  and  esca- 
lating trend  of  terrorist  attacks,  inside  and  outside  the  United  States.  These  events 
include  the  bombing  of  Pan  Am  Flight  103;  the  World  Trade  Center  bombing;  the 
recent  nerve  gas  attack  in  the  subway  system  in  Tokyo;  two  would-be  terrorists  in 
Minnesota  who  made  ricin,  a  deadly  biological  agent,  with  intent  to  use  it  as  a 
weapon;  and  the  recent  murders  of  two  American  civilian  employees  assigned  to  the 
U.S.  consulate  in  Karachi,  Pakistan. 

To  meet  this  threat,  President  Clinton  has  presented  to  the  Congress  and  the  na- 
tion a  comprehensive  and  carefully  considered  program  to  combat  domestic  and 
international  terrorism.  This  program  includes  two  pieces  of  legislation  to  enhance 
our  investigation,  prosecution,  and  punishment  of  terrorist  activity;  the  "Omnibus 
Counterterrorism  Act  of  1995,"  introduced  in  the  House  as  H.R.  896,  and  the  "Anti- 
terrorism Amendments  Act  of  1995,"  which  is  being  transmitted  to  the  Congress 
today.  Here  are  some  of  the  steps  we  need  to  take  as  part  of  this  effort:  We  need 
to  provide  for  an  additional  1,000  new  agents,  prosecutors,  and  other  federal  law 
enforcement  and  support  personnel  to  investigate,  deter,  and  prosecute  terrorist  ac- 
tivity. The  five-year  cost  for  these  investments  is  approximately  $1.25  billion,  in- 
cluding funding  for  digital  telephony  in  the  out  years. 

We  need  to  create  a  Domestic  Counterterrorism  Center,  under  the  direction 
of  the  Federal  Bureau  of  Investigation,  that  will  establish  a  single  point  of  con- 
tact for  intelligence  relating  to  terrorism.  It  will  serve  as  a  collection  and  dis- 
semination point  as  well  as  provide  analytical  support.  It  will  be  available  to 
all  law  enforcement  agencies — federal,  state,  and  local — and  to  agencies  that 
deal  with  international  terrorism. 

We  should  provide  clear  Federal  criminal  jurisdiction  for  any  international 
terrorist  attack  that  might  occur  in  the  Unitecf  States. 
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We  should  provide  Federal  criminal  jurisdiction  over  terrorists  who  use  the 
United  States  as  the  place  from  which  to  plan  terrorist  attacks  overseas. 

We  should  provide  a  workable  mechanism  to  deport  alien  terrorists  expedi- 
tiously without  risking  the  disclosure  of  national  security  information  or  tech- 
niques. In  this  regard,  I  want  to  make  clear  that  it  is  not  our  intent  to  foreclose 
appropriate  judicial  review  of  the  designation  of  a  group  as  a  terrorist  organiza- 
tion under  either  the  alien  removal  or  fundraising  provisions  of  H.R.  896.  Ac- 
cordingly, we  will  recommend  deletion  of  the  assertions  in  that  bill  that  the 
President's  designations  are  unreviewable  or  conclusive. 

We  should  ease  access  to  financial  and  credit  reports  in  antiterrorism  cases. 
While  banking  records  can  be  obtained  under  current  law  through  appropriate 
legal  procedures,  credit  records — which  show  where  suspected  terrorists  do  their 
banking — are  not  currently  accessible  through  those  very  same  legal  procedures. 
Congressman  Doug  Bereuter's  bill,  which  is  incorporated  in  the  Administra- 
tion's anti  terrorism  initiative,  would  allow  us  to  use  the  same  process  to  obtain 
records  from  credit  firms  as  is  currently  available  to  obtain  bank  records. 

Similarly,  we  should  have  the  same  legal  standard  in  national  security  cases 
that  we  currently  use  in  routine  criminal  cases  for  obtaining  permission  to  track 
telephone  traffic  with  "pen  registers"  and  "trap  and  trace"  devices. 

The  national  security  letter  process,  which  is  currently  used  for  obtaining  cer- 
tain categories  of  information  in  terrorism  investigations,  should  be  available  to 
obtain  records  critical  to  such  investigations  from  hotels,  motels,  common  car- 
riers, and  storage  and  vehicle  rental  facilities. 

We  should  fund  the  "digital  telephony"  bill  passed  by  Congress  last  session. 
This  technology  will  assure  court-authorized  law  enforcement  access  to  elec- 
tronic surveillance  of  digitized  communications. 

We  need  an  FBI  counterterrorist  and  counterintelligence  fund  to  pay  for  ex- 
traordinary logistical  and  other  expenses  arising  from  terrorism  crises. 

We  should  require,  within  1  year,  the  inclusion  of  taggants — microscopic  par- 
ticles— in  standard  explosive  device  raw  materials  which  will  permit  tracing  of 
the  materials  post  explosion. 

We  should  require  the  BATF  to  study  and  report  on:  1)  effective  means  of  tag- 
ging explosives  for  purposes  of  identification  and  detection,  2)  whether  certain 
common  chemicals  used  to  manufacture  explosives  can  be  rendered  inert,  and 
3)  whether  controls  can  be  imposed  on  certain  precursor  chemicals  used  to  man- 
ufacture explosives. 

We  should  permit  the  military  to  provide  technical  assistance  when  chemical 
or  biological  weapons  are  concerned,  just  as  the  military  can  assist  in  such  ef- 
forts involving  nuclear  weapons. 

We  should,  within  constitutional  limitations,  expand,  in  a  number  of  ways, 
the  authority  of  law  enforcement  to  fight  terrorism  through  electronic  surveil- 
lance. Examples  of  such  increased  authority  include  expansion  of  the  list  of  felo- 
nies which  could  be  used  as  the  basis  for  a  surveillance  order,  and  authority 
to  obtain  multiple-point  wiretaps  where  it  is  impractical  to  specify  the  number 
of  the  phone  to  be  tapped  (such  as  when  a  suspect  uses  a  series  of  cellular 
phones). 

We  should  criminalize  the  use  of  chemical  weapons  in  solid  and  liquid  form, 
just  as  they  are  currently  criminalized  for  use  in  gaseous  form. 

We  should  make  it  illegal  to  possess  explosives  knowing  that  they  are  stolen. 

The  current  maximum  penalty  of  ten  years  imprisonment  for  anyone  who 
transfers  a  firearm  or  explosive  materials,  knowing  that  it  will  be  used  to  com- 
mit a  crime  of  violence,  should  be  changed  to  a  penalty  of  a  minimum  of  ten 
years;  and 

The  enhanced  penalties  for  terrorist  attacks  against  some  Federal  employees 
should  be  extenaed  to  protect  all  current  and  former  Federal  employees,  and 
their  families,  when  the  crime  is  committed  because  of  the  official  duties  of  the 
Federal  employee. 
Mr.  Chairman,  I  want  to  stress  two  important  points  in  closing.  First,  the  Presi- 
dent, the  Attorney  General,  and  the  entire  Administration  want  to  work  with  the 
Congress  in  a  bipartisan  manner  to  meet  the  challenge  of  terrorism.  This  is  an 
American  problem,  and  it  calls  on  all  of  us  to  set  aside  political  considerations  to 
achieve  a  response  that  is  effective  and  comprehensive. 

Second,  this  Administration  is  committed  to  standing  up  to  terrorism  without  sac- 
rificing our  precious  constitutional  rights.  The  choice  between  civil  liberties  and  a 
safe  society  is  a  false  choice.  We  need  not — and  we  will  not — trade  off  the  guaran- 
tees of  the  Bill  of  Rights  in  order  to  uphold  our  duty  to  "insure  domestic  tran- 
quility." 
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Once  again,  I  thank  you  for  the  opportunity  to  appear  before  you  today,  and  I  look 
forward  to  working  with  you  and  the  Congress  on  this  most  important  of  issues. 

Mr.  McCoLLUM.  Thank  you  very  much,  Ms.  Gorelick. 
Director  Freeh,  please  proceed  with  your  testimony. 

STATEMENT  OF  LOUIS  J.  FREEH,  DIRECTOR,  FEDERAL 
BUREAU  OF  INVESTIGATION 

Mr.  Freeh.  Good  morning,  Mr.  Chairman,  Mr.  Hyde,  Mr.  Con- 
yers 

Mr.  McCoLLUM.  You  need  to  turn  on  your  mike,  Mr.  Director. 

Mr.  Freeh.  Yes,  thank  you. 

Good  morning.  With  the  chairman's  permission,  I  will  submit  my 
written  statement  for  the  record  and  just  give  a  very  brief  overview 
of  the  points  that  I  make  therein. 

First  of  all,  let  me  compliment  you,  Mr.  Chairman,  Mr.  Hyde, 
Mr.  Conyers,  for  promptly  convening  this  hearing  and,  more  spe- 
cifically, for  taking  up  this  issue  a  month  ago  at  a  very,  very  quick 
pace,  at  a  time  when  the  pressures  were  not  as  intense,  but  cer- 
tainly the  dangers  were  as  real  as  they  are  right  now. 

First  of  all,  our  hearts  and  our  prayers  go  out  again  to  the  vic- 
tims of  the  recent  attack  in  Oklahoma,  the  families,  the  friends, 
the  wounded.  Having  been  out  there  myself,  I  can  report  to  you 
what  you  already  know,  and  that  is  that  you  ought  to  be  extremely 
proud  of  the  people  of  Oklahoma.  You  ought  to  be  extremely  proud 
of  the  victims. 

You  also  ought  to  take  some  pride  in  the  law  enforcement  people 
who  have  been  working  around  the  clock,  hundreds  and  hundreds 
of  them  around  the  country.  We  have  firemen  from  California  out 
there;  we  have  police  from  New  York  City.  Nobody  is  keeping  time. 
Nobody  is  working  shifts.  Everything  is  being  done  on  every  level, 
and  for  the  people  in  the  trenches  and  the  people  on  the  streets, 
the  support  which  the  Congress  has  shown,  the  leadership  of  the 
Attorney  General,  the  leadership  of  the  President  throughout  these 
critical  weeks  have  been  really  extraordinary,  and  I  want  to  just 
publicly  thank  everybody  involved  for  that. 

The  testimony  that  we  gave  a  month  ago  focused  for  the  most 
part  on  international  terrorism,  but  I  did  say  that  the  face  and  the 
hand  of  terrorism  was  changing,  and  although  statistically  we 
might  take  comfort  from  a  declining  number  of  attacks,  both  inter- 
nationally and  around  the  country  with  respect  to  Americans,  the 
frequency  of  those  attacks,  the  casualties  have  escalated  very  dra- 
matically. And  if  you  take  the  World  Trade  Tower  as  a  particular 
incident,  the  potential  for  destruction  is  grave  and  immediate, 
which  is  why  I  think  that  the  action  that  the  President  has  taken 
and  the  action  which  this  Congress  is  taking  with  respect  to  the 
matters  being  raised  is  critical. 

If  you  look  at  all  of  the  matters  being  proposed  in  terms  of  legis- 
lation or  financing,  for  the  most  part  the  Federal  Bureau  of  Inves- 
tigation and  the  enforcement  agencies  are  not  seeking  new  powers. 
They're  not  even  seeking  new  authority  in  most  cases.  They're  basi- 
cally seeking  resources,  people,  and  tools  with  which  to  carry  out 
the  authority  which  they  already  have,  and  I  think  that's  impor- 
tant to  note. 
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The  proposals  in  the  omnibus  antiterrorism  legislation,  as  well 
as  the  proposals  now  in  the  Congress,  address  some  very  basic 
vacuums  with  respect  to  the  resources  and  abilities  that  enforce- 
ment authorities  have  to  do  two  things.  One  is  to  prevent  terror- 
ism, which  is  the  primary  objective,  and,  secondly,  to  investigate 
vigorously  when  those  attacks  cannot  be  prevented. 

There  is  not  now,  as  we  testified  a  month  ago,  a  statute  which 
gives  the  Federal  Government,  and  in  particular  the  FBI,  authority 
to  investigate  circumstances  which  I  think  everybody  in  this  room 
and  everybody  in  America  would  agree  are  terrorist.  One  example 
which  we  gave  last  month  was  a  scenario  where  within  a  single 
State  a  terrorist  organization  entered  into  a  campaign  of  assas- 
sinating members  of  the  public.  That  scenario  would  not  now  be 
covered  by  Federal  criminal  law.  The  FBI  would  have  no  jurisdic- 
tion to  investigate  that,  even  if  that  action  was  committed  on  a 
very  broad  scale.  And  there  are  many,  many  other  examples  again 
which  would  really  not  allow  the  FBI  to  investigate  or  take  iuris- 
diction,  and  those  are  matters  which  are  addressed  in  the  bill  and 
I  don't  need  to  dwell  on  them  right  now. 

With  respect  to  the  authorities  that  we  have,  as  we  testified  in 
the  Senate  last  week,  the  FBI  is  very  comfortable  with  the  Attor- 
ney General  guidelines.  I  feel  very  confident  that  interpreted 
broadly,  and  certainly  within  the  Constitution,  those  guidelines 
give  me  and  my  agents  the  authority  we  need  to  investigate  and 
prevent  in  many  cases  what  would  be  clear  violations  of  criminal 
law  and  clear  terrorist  activity  within  the  United  States. 

As  the  Deputy  Attorney  General  has  pointed  out,  the  FBI  is  very 
comfortable  with  the  Constitution,  with  the  statutes,  with  the  jury 
process,  with  your  oversight.  We  are  not  here  seeking  new  powers. 
We  are  not  here  seeking  new  authorities  in  most  cases.  We  are 
seeking  the  resources  and  the  tools  with  which  to  use  the  authority 
which  we  already  have. 

Some  of  those  things  were  mentioned  by  the  Deputy  Attorney 
General.  Let  me  just  mention  them  again.  A  critical  need  for  a  sin- 
gle counterterrorism  center  run  by  the  FBI,  supported  by  other 
agencies,  where  we  can  centrally  draw  all  of  the  raw  material  and 
intelligence  which  we  need  to  assess  threats  and  take  quick  action 
to  prevent  threats  from  occurring. 

We  need  prohibitions  on  terrorist  fundraising.  We  discussed  that 
at  the  last  hearing.  I  don't  need  to  repeat  that. 

We  need  the  authority  to  trace  money,  explosives,  nuclear  mate- 
rials, and  terrorists.  Pen  registers  and  trap-and-trace  devices  are 
necessary  in  counterterrorism,  as  well  as  counterintelligence  cases. 
The  threshold  ought  to  be  the  same  in  a  criminal  case  as  in  a  ter- 
rorism case. 

It's  critical  that  investigators  have  increased  access,  short  of  a 
full-blown  grand  iury  investigation,  to  hotel,  motel,  and  common 
carrier  records.  Tnere's  also  a  continuing  need  to  recruit  sources, 
informants,  agents  from  a  broad  cross  section  of  society  both  here 
and  around  the  world  in  order  to  do  our  job  properly. 

We  must  have  forensic  capabilities  consistent  with  new  tech- 
nologies as  we  enter  the  21st  century.  We  must  have  the  ability  to 
communicate  rapidly  by  radio  and  other  forms,  and  by  other  forms 
of  wireless  communication,  over  a  common  wireless  interoperable 
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network,  and  there  must  be  a  spectrum  available  for  State  and 
local  police  to  do  their  job  as  well  as  public  safety  authorities. 
There  must  be  funding  for  logistical  support  in  counterterrorism 
operations  and  activities.  We  are  not  equipped  by  way  of  funding 
to  deal  with  the  expenses  of  an  incident  like  this  unless  there  is 
a  fund  already  present  from  which  we  can  draw  quickly. 

Encryption  capabilities  available  to  criminals  and  terrorists  both 
now  and  in  days  to  come  must  be  dealt  with  promptly.  We  will  not 
have  an  eflFective  counterterrorism  strategy  if  we  do  not  solve  the 
problem  of  encryption.  It's  not  a  problem  unique,  by  the  way,  to 
terrorists;  it's  one  which  addresses  itself  to  drug  dealers  and  cartels 
and  I  think  criminals  at  large. 

There  are  now  no  legally  available  means  in  some  dangerously 
few  cases  to  exclude  and  remove  alien  terrorists  from  the  United 
States.  Again,  that's  an  issue  that  this  committee  has  already 
taken  up. 

These  are  tools.  These  are  not  new  authorities.  These  are  tools 
with  which  to  use  our  current  statutory  authority,  all  in  my  view 
well  within  the  Constitution,  and  the  addition  of  those  resources — 
people  and  technologies — will  give  us  the  ability  to  deal  with  these 
cases  as  well  as  prepare  for  and  prevent  other  incidents  such  as 
the  one  we've  seen  recently. 

Thank  you. 

[The  prepared  statement  of  Mr.  Freeh  follows:] 
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Prepared  Statement  of  Louis  J.  Freeh,  Director,  Federal  Bureau  of 

Investigation 

mr.  chairman  and  members  of  the  subcommittee. 

i  appear  today  sharing  the  grief  and  immense  sadness 

that  all  AMERICANS  FEEL  IN  THE  WAKE  OF  THE  BOMBING  OF  THE  MURRAH 
FEDERAL  BUILDING  IN  OKLAHOMA  CITY  TWO  WEEKS  AGO  TODAY  —  A 
HORRIBLE  EVENT  THAT  TOOK  THE  LIVES  OF  INNOCENT  MEN,  WOMEN,  AND 
CHILDREN. 

MY  HEART  GOES  OUT  TO  THE  FAMILIES  AND  FRIENDS  WHO  LOST 
LOVED  ONES  IN  THE  BOMBING  AND  ITS  DEVASTATION.   I  PRAY  TO  GOD 
THAT  THE  SURVIVORS  HAVE  A  SPEEDY  RECOVERY.   SINCE  THE  BOMBING,  MY 
FOCUS  AND  THAT  OF  COUNTLESS  LAW  ENFORCEMENT  OFFICIALS  ACROSS  THE 
NATION  HAVE  BEEN  ON  FINDING  THE  EVIDENCE  THAT  WILL  IDENTIFY  THOSE 
RESPONSIBLE  AND  LEAD  TO  THEIR  CONVICTION. 

MY  SINCERE  THANKS  AND  APPRECIATION  GO  TO  EVERYONE 
INVOLVED  IN  THIS  MATTER  —  ALL  OF  THE  RESCUERS,  LAW  ENFORCEMENT 
PERSONNEL,  AND  THE  AMERICAN  PEOPLE. 

I  AM  PROUD  TO  BE  THE  DIRECTOR  OF  THE  FEDERAL  BUREAU  OF 
INVESTIGATION.   I  HAVE  SEEN  FIRSTHAND  —  AT  FBI  HEADQUARTERS,  IN 
OKLAHOMA,  AND  KANSAS  —  THE  TIRELESS  EFFORTS  THAT  ARE  BEING  MADE 
TO  RESOLVE  THIS  CASE  AND  BRING  THE  PERPETRATORS  OF  THIS  HORROR  TO 
JUSTICE.   AT  A  TIME  OF  SUCH  ADVERSITY,  I  AM  PLEASED  TO  ASSURE 
CONGRESS  AND  THE  AMERICAN  PEOPLE  THAT  LAW  ENFORCEMENT  IS 
INVESTIGATING  THIS  CASE  IN  A  MOST  ADMIRABLE  AND  COOPERATIVE 
FASHION.   YOU  CAN  BE  VERY  PROUD  OF  YOUR  FBI. 
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I  HAVE  SPOKEN  WITH  PRESIDENT  CLINTON  DURING  THIS 
CRISIS.   THE  ATTORNEY  GENERAL  AND  I  HAVE  BEEN  IN  VIRTUALLY 
CONSTANT  COMMUNICATION.   YOU  SHOULD  KNOW  THAT  BOTH  OF  THEM  HAVE 
BEEN  EXTREMELY  SUPPORTIVE  OF  OUR  EFFORTS  AND  I  THANK  THEM  BOTH. 
I  WISH  TO  ALSO  THANK  THE  PRESIDENT  FOR  THE  QUICK  AND  DECISIVE 
ACTION  WHICH  HE  HAS  TAKEN  DURING  THE  PAST  SEVERAL  DAYS  ABOUT 
TERRORISM  INVESTIGATIONS  AND  FOR  HIS  STRONG  SUPPORT  FOR  FULL 
FUNDING  FOR  DIGITAL  TELEPHONY. 

THE  ASSISTANCE  OF  LITERALLY  THOUSANDS  OF  PEOPLE  HAS 
BEEN  INSTRUMENTAL  TO  OUR  INVESTIGATIVE  EFFORTS.   MANY  OF  THEM 
HAVE  PROVIDED  INFORMATION  BY  WAY  OF  THE  TOLL-FREE  NUMBER  THE 
FBI  ESTABLISHED:   1- (800) -905-1514 .   AS  OF  YESTERDAY,  WE  HAVE 
RECEIVED  OVER  14,000  CALLS  TO  THIS  TELEPHONE  NUMBER  FROM  ALL  50 
STATES,  PUERTO  RICO,  AND  EVERY  PROVINCE  OF  CANADA. 

WHEN  I  TESTIFIED  ABOUT  TERRORISM  LAST  MONTH  BEFORE  THE 
FULL  HOUSE  JUDICIARY  COMMITTEE,  I  STATED  THAT  THE  THREAT  OF 
TERRORISM  IS  VERY  REAL,  IS  A  DEADLY  MENACE  THAT  SEEMS  ABLE  TO 
STRIKE  NEARLY  ANYWHERE  IN  THE  WORLD.  AND  THAT  IT  KNOWS  NO 
BOUNDARIES. 

AS  AMERICA  IS  COVERED  IN  BLOOD  IN  OKLAHOMA  CITY,  IT 
IS  APPROPRIATE  TO  PAUSE  A  MOMENT  AND  RECALL  SOME  OF  THE 
IMMENSE  SUFFERING  WHICH  AMERICANS  HAVE  ENDURED  AT  THE  HANDS 
OF  TERRORISTS: 

*  IN  APRIL,  1983.  THE  UNITED  STATES  EMBASSY  IN  BEIRUT, 
LEBANON  WAS  BOMBED,  RESULTING  IN  16  DEATHS  AND  OVER  100  INJURED. 
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*  A  SUICIDE  TRUCK-DRIVER  BOMBED  THE  UNITED  STATES 
MARINES  BARRACKS  IN  BEIRUT  IN  OCTOBER,  1983,  RESULTING  IN  241 
DEATHS. 

*  IN  JUNE,  1985,  TWA  FLIGHT  847  WAS  HIJACKED.   U.S. 
NAVY  DIVER  ROBERT  STETHEM  WAS  BRUTALLY  MURDERED  BY  THE  HIJACKERS 
AND  HIS  BODY  WAS  DUMPED  ON  THE  AIRPORT  TARMAC  IN  BEIRUT. 

*  MARINE  LIEUTENANT  COLONEL  WILLIAM  HIGGINS,  PART  OP 
THE  UNITED  NATIONS  PEACEKEEPING  FORCE  IN  LEBANON,  WAS  KIDNAPPED 
IN  FEBRUARY,  1988.   HE  WAS  SUBSEQUENTLY  MURDERED. 

*  PAN  AM  FLIGHT  103  WAS  BLOWN  UP  OVER  LOCKERBIE. 
SCOTLAND  IN  DECEMBER.  1988.   AS  A  RESULT,  270  PEOPLE  WERE  KILLED. 

*  IN  FEBRUARY,  1993,  TERRORISTS  EXPLODED  A  BOMB  BENEATH 
NEW  YORK  CITY'S  WORLD  TRADE  CENTER,  RESULTING  IN  SIX  DEATHS  AND 
HUNDREDS  INJURED. 

*  JUST  LAST  MONTH  WE  WITNESSED  THE  KILLING  OF  AMERICAN 
DIPLOMATIC  PERSONNEL  IN  KARACHI,  PAKISTAN. 

*  TERRORISM  HAS  NOW  EXPLODED  INTO  MIDDLE  AMERICA. 
OTHER  TERRORIST  INCIDENTS  SHOULD  ALSO  BE  RECALLED.   THE 

HORROR  AT  THE  19  72  SUMMER  OLYMPICS  IN  MUNICH.   THE  TERROR  PLOTTED 
IN  THE  PHILIPPINES  IN  JANUARY  OF  THIS  YEAR  AGAINST  U.S.  AIR 
CARRIERS  SERVICING  THE  FAR  EAST  REGION.   WE  MUST  BE  MINDFUL  THAT 
ONE  OF  THOSE  CHARGED  IN  THAT  PLOT  —  RAMZI  AHMED  YOUSEF  —  WAS 
ALSO  CHARGED  WITH  THE  BOMBING  OF  THE  WORLD  TRADE  CENTER.   LAST 
MONTH,  THE  WORLD  WITNESSED  A  TERRORIST  ATTACK  IN  TOKYO'S  SUBWAY 
SYSTEM. 


18 


IN  MY  TESTIMONY  LAST  MONTH,  I  STATED  THAT  "THE  PACE  AND 
THE  HAND  OF  TERRORISM  ARE  CHANGING  DRAMATICALLY..."   THE  MOST 
PROMINENT  INTERNATIONAL  TERRORIST  THREAT  HAS  BEEN  THE  EMERGENCE 
OF  INTERNATIONAL  EXTREMIST  GROUPS  THAT  USE  CRIME  AND  VIOLENCE  TO 
FURTHER  THEIR  POLITICAL..  SOCIAL,  AND  ECONOMIC  OBJECTIVES. 

AS  THE  BOMBING  IN  OKLAHOMA  CITY  MAKES  CLEAR,  HOWEVER, 
AMERICANS  WITH  SUCH  AIMS  MUST  ALSO  BE  CONSIDERED  IN  OUR  PROFILE 
OF  A  TERRORIST.   WE  CANNOT  PROTECT  OUR  COUNTRY,  OUR  WAY  OF  LIFE, 
OUR  GOVERNMENT  AND  THE  DEMOCRATIC  PROCESSES  THAT  ENSURE  OUR 
FREEDOMS  AND  LIBERTIES  IF  WE  FAIL  TO  TAKE  SERIOUSLY  THE  THREAT  OF 
TERRORISM  FROM  ALL  SOURCES  —  FOREIGN  AND  DOMESTIC.   THERE  IS  NO 
REAL  DIFFERENCE  BETWEEN  ATTACKS  PLANNED  OR  PERPETRATED  AGAINST 
U.S.  CITIZENS  HERE  OR  ABROAD.   OUR  LAW  ENFORCEMENT  RESPONSE  MUST 
BE  THE  SAME,  REGARDLESS  OF  WHETHER  THE  PLAN  OR  ATTACK  is' 
ORGANIZED  AND  DEPLOYED  BY  AN  AMERICAN  OR  A  CITIZEN  OF  ANOTHER 
COUNTRY,  WHETHER  THE  FUNDS  SUPPORTING  THE  ATTACK  ARE  RAISED 
LOCALLY  OR  PROVIDED  BY  FOREIGN  GOVERNMENTS. 

HOWEVER,  THE  CURRENT  SCOPE  OF  FEDERAL  CRIMINAL  LAWS 
DOES  NOT  REACH  SOME  VERY  POSSIBLE  AND  TRULY  FRIGHTENING  TERRORIST 
ACTIVITY.   SUCH  ACTIVITY  COULD  EASILY  BE  THE  BASIS  OP  A  CAMPAIGN 
TO  AFFECT  THE  OPERATION  OF  THE  UNITED  STATES  GOVERNMENT  AND 
DESTROY  THE  SAFETY  AND  CONFIDENCE  OF  THE  AMERICAN  PUBLIC. 

FOR  EXAMPLE,  IF,  ACTING  WITHIN  A  SINGLE  STATE,  A 
TERRORIST  ORGANIZATION  ENTERED  INTO  A  CAMPAIGN  OF  ASSASSINATION, 
KILLING  NON-FEDERAL  OFFICIALS,  LEADERS  OF  PRIVATE  INTEREST  GROUPS 
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AND  MEMBERS  OF  THE  GENERAL  PUBLIC,  THIS  ACTIVITY  COULD  FALL 
ENTIRELY  OUTSIDE  OF  FEDERAL  CRIMINAL  JURISDICTION. 

SIMILARLY,  IF  A  TERRORIST  ORGANIZATION  PUT  UP  POSTERS 
THREATENING  TO  KILL  OR  INJURE  NON-FEDERAL  OFFICIALS,  LEADERS  OF 
PRIVATE  INTEREST  GROUPS  AND  MEMBERS  OF  THE  GENERAL  PUBLIC,  THE 
FBI  WOULD  BE  HARD  PRESSED  TO  ARTICULATE  A  LEGAL  BASIS  FOR 
INVESTIGATING  THIS  ACTIVITY. 

PERHAPS  MOST  FRIGHTENINGLY ,  IF  A  TERRORIST  OR  TERRORIST 
ORGANIZATION  ACTING  WITHIN  A  SINGLE  STATE  CONSTRUCTED  BOMBS  OR 
INCENDIARY  DEVICES  WITH  INGREDIENTS  THAT  DID  NOT  CROSS  STATE 
LINES  AND  PROCEEDED  TO  BOMB  OR  BURN  NON -GOVERNMENT  OWNED 
ABANDONED  BUILDINGS,  OR  MANY  PRIVATE  RESIDENCES,  THE  FBI  PROBABLY 
COULD  NOT  INVESTIGATE. 

FEDERAL  JURISDICTION  FOR  THE  TERRORIST  ATTACK  IN 
OKLAHOMA  CITY  IS  PLAINLY  BASED  ON  TITLE  18,  UNITED  STATES  CODE, 
SECTION  844(F).   THAT  LAW  PROHIBITS  THE  DESTRUCTION,  BY  MEANS  OF 
FIRE  OR  AN  EXPLOSION,  OF  ANY  BUILDING  IN  WHOLE  OR  IN  PART  OWNED, 
POSSESSED,  OR  USED  BY  THE  UNITED  STATES  OR  ANY  DEPARTMENT  OR 
AGENCY  THEREOF.   BECAUSE  DEATH  RESULTED,  THE  DEATH  PENALTY 
APPLIES. 

THE  EXAMPLES  I  MENTIONED  BEFORE,  HOWEVER,  ILLUSTRATE 
THE  SERIOUS  GAPS  IN  THE  FEDERAL  CRIMINAL  LAWS  PRESENTLY  USED  TO 
COMBAT  TERRORISM.   THERE  IS  A  NEED,  THEREFORE,  FOR  A 
COMPREHENSIVE  FEDERAL  LAW  AGAINST  ACTS  OF  TERRORISM  COMMITTED  IN 
THE  UNITED  STATES. 
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WITH  THE  TRAGEDY  IN  OKLAHOMA  CITY,  WE  MUST  INTENSIFY 
OUR  FOCUS  ON  THE  THREAT  TO  AMERICA  FROM  WITHIN  —  BY  INDIVIDUALS 
AND  DOMESTIC  GROUPS  WHICH  MAY  HAVE  NO  FOREIGN  CONNECTIONS. 

TERRORISM  IS  BEST  PREVENTED  BY  ACQUIRING,  THROUGH  LEGAL 
AND  CONSTITUTIONAL  MEANS,  INTELLIGENCE  INFORMATION  RELATING  TO 
GROUPS  AND  INDIVIDUALS  WHOSE  VIOLENT  INTENTIONS  THREATEN  THE 
PUBLIC  OR  OUR  NATION'S  INTERESTS. 

SINCE  THE  1970 "S,  THE  FBI  HAS  OPERATED  IN  ACCORDANCE 
WITH  THE  GUIDELINES  ISSUED  BY  ATTORNEYS  GENERAL.   THOSE 
GUIDELINES  WERE  ISSUED  IN  RESPONSE  TO  PRIOR  PERFORMANCE  BY  THE 
FBI.   SINCE  THEN,  INTEXXIGENCE  GATHERING  AND  INVESTIGATIVE 
AUTHORITIES  HAVE  DEPENDED,  IN  LARGE  PART,  ON  WHETHER  THOSE  WHO 
ENGAGE  IN  TERRORISM  ARE  IDENTIFIED  AS  A  DOMESTIC  GROUP  OR  AN 
INTERNATIONAL  GROUP. 

A  DOMESTIC  TERRORISM  INVESTIGATION  MAY  BE  INITIATED 
ONLY  WHEN  THE  "FACTS  OR  CIRCUMSTANCES  REASONABLY  INDICATE  THAT 
TWO  OR  MORE  PERSONS  ARE  ENGAGED  IN  AN  ENTERPRISE  FOR  THE  PURPOSE 
OF  FURTHERING  POLITICAL  OR  SOCIAL  GOALS,  WHOLLY  OR  IN  PART, 
THROUGH  ACTIVITIES  THAT  INVOLVE  FORCE  OR  VIOLENCE  AND  A 
VIOLATION  OF  THE  CRIMINAL  LAWS  OF  THE  UNITED  STATES."   AS  YOU 
KNOW,  THE  SPECIFIC  REQUIREMENTS  FOR  INTERNATIONAL  TERRORISM 
INVESTIGATIONS  ARE  CLASSIFIED. 

THERE  IS  A  BROAD  RANGE  OF  THREATS  CONFRONTING  THE 
UNITED  STATES.   MANY  ARE  EXTERNAL.   SOME,  AS  WE  HAVE  ALWAYS 
KNOWN,  ARE  INTERNAL.   WE  MUST  BE  AS  CONCERNED  ABOUT  AN  INDIVIDUAL 
OR  A  GROUP  OF  AMERICANS  PLANNING  TO  BOMB  AN  OFFICE  BUILDING  AS  WE 
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ARE  OF  AN  INDIVIDUAL  OR  GROUP  OF  FOREIGNERS  PLANNING  TO  DO  THE 
SAME  THING. 

UNFORTUNATELY,  THERE  ARE  INDIVIDUALS  AND  SEVERAL  GROUPS 
IN  THE  UNITED  STATES  THAT  ARE  ARMING  THEMSELVES  FOR  POTENTIAL 
CONFLICTS  WITH  LAW  ENFORCEMENT  OR  GATHERING  WEAPONS  TO  FURTHER  A 
SOCIAL  OR  POLITICAL  CAUSE.   I  AM  GREATLY  CONCERNED  ABOUT 
TERRORIST  ATTACKS  HERE  ON  AMERICAN  SOIL.   THE  ATTACKS  ARE  NOT 
ONLY  AGAINST  ONE  OR  TWO  INDIVIDUALS  —  THE  EFFORT,  AS  IN  OKLAHOMA 
CITY,  WILL  BE  TO  MURDER  AS  MANY  AS  POSSIBLE  THROUGH  A  SINGLE 
BLOW. 

I  DO  NOT  SUPPORT  BROAD  AND  UNDEFINED  INTELLIGENCE 
COLLECTION  EFFORTS  —  BUT  LAW  ENFORCEMENT  HAS  TO  KNOW  SOMETHING 
ABOUT  THOSE  INDIVIDUALS  AND  GROUPS  ADVOCATING  DEADLY  VIOLENCE  IN 
THE  FURTHERA>ICE  OF  THEIR  CAUSES.   THE  FIRST  RULE  OF  SELF-DEFENSE 
IS  TO  KNOW  THE  ENEMY  WHO  INTENDS  TO  DESTROY  YOU. 

INTELLIGENCE  SERVES  A  VERY  USEFUL  PURPOSE  AND  HELPS  TO 
PROTECT  THE  AMERICAN  PEOPLE.   IT  SHOULD  NOT  BE  CONSIDERED  A 
"DIRTY  WORD. " 

I  DO  NOT  WANT  MY  REMARKS  TO  BE  INTERPRETED  AS 
ADVOCATING  INVESTIGATIVE  ACTIVITY  AGAINST  GROUPS  EXERCISING  THEIR 
LEGITIMATE  CONSTITUTIONAL  RIGHTS  OR  TARGETING  PEOPLE  WHO  DISAGREE 
WITH  OUR  GOVERNMENT.   THE  FBI  IS  ENTIRELY  COMFORTABLE  WITH  THE 
CONSTITUTION,  DUE  PROCESS  RIGHTS,  CONGRESSIONAL  OVERSIGHT,  LEGAL 
PROCESS,  AND  THE  AMERICAN  JURY  SYSTEM.   THEY  EACH  PROTECT  THE 
AMERICAN  PEOPLE  AND  THE  FBI. 
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LAW  ENFORCEMENT  IS  NOT  INTERESTED  IN  INVESTIGATING 
LAWFXrti  ACTIVITY.   LAW  ENFORCEMENT  IS  NOT  CONCERNED  WITH  A  GROOl 
SIMPLY  BECAUSE  OF  ITS  IDEOLOGY  OR  POLITICAL  PHILOSOPHY.   THE  FJ 
IS  —  WE  DO  NOT  NEED  THE  BUSINESS.   THE  FBI  HAS  LOTS  OF  IMPORTANT 
WORK  TO  DO  IN  PROTECTING  PEOPLE  AND  THE  UNITED  STATES. 

THE  FBI  CANNOT  AND  SHOULD  NOT,  HOWEVER,  TOLERATE  AND 
IGNORE  ANY  INDIVIDUALS  OR  GROUPS  WHICH  ADVOCATE  VIOLENCE  —  WHICH 
WOULD  KILL  INNOCENT  AMERICANS,  WHICH  WOULD  KILL  "AMERICA'S  KIDS." 
THEY  ARE  NOT  JUST  ENEMIES  OF  THE  UNITED  STATES,  THEY  ARE  ENEMIES 
OF  MANKIND. 

I  APPRECIATE  THE  OPPORTUNITY  TO  BE  HEARD  TODAY.   I 
WELCOME  AN  HONEST  AND  DECISIVE  DISCUSSION  OF  THE  PROBLEMS  AND  THE 
SOLUTIONS.   I  STRESS  THAT  I  AM  APPEARING  TODAY  IN  ORDER  TO 
DESCRIBE  THE  TERRORISM  PROBLEM  THE  FBI  FACES  AND  WHAT  WE  NEED  TO 
FIGHT  IT.   IF  THE  THREATS  TO  US  AND  OUR  CHILDREN  ARE  SUCH  THAT 
CONGRESS  WANTS  NOW  TO  REQUIRE  THAT  CHANGES  BE  MADE,  THEN  THE 
CONGRESS  —  ACTING  ON  BEHALF  OF  THE  AMERICAN  PEOPLE  —  SHOULD  NOT 
HESITATE  TO  DO  SO. 

I  CAN  ASSURE  YOU,  HOWEVER,  THAT  IF  CONGRESS  CONFERS 
ADDITIONAL  AUTHORITIES  UPON  THE  FBI,  THEY  WILL  BE  APPLIED 
SCRUPULOUSLY.   MOST  IMPORTANTLY,  THEY  WILL  BE  APPLIED 
CONSTITUTIONALLY,  IN  THE  BROAD  DAYLIGHT  OF  THE  PEOPLES' 
OVERSIGHT. 

THE  FBI  HEEDS  TO  MEET  THE  CHALLENGES  OF  TERRORISM.   FOR 
EXAMPLE: 
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*  AS  I  TESTIFIED  BEFORE,  THERE  IS  NO  COMPREHENSIVE 
FEDERAL  ANTI -TERRORISM  LAW. 

*  THERE  IS  A  NEED  FOR  A  SINGLE  COUNTERTERRORISM  CENTER 
TO  BE  RUK  BY  THE  FBI  AND  SUPPORTED  BY  OTHER  AGENCIES.   TO  DATE, 
THE  UNITED  STATES  GOVERNMENT  HAS  NEVER  HAD  SUCH  A  CONCENTRATED 
ABILITY  AND  FOCUS. 

*  THERE  IS  NO  PROHIBITION  ON  TERRORIST  FUND-RAISING  — 
THE  LIFEBLOOD  OF  ANY  TERRORIST  ORGANIZATION. 

*  LAW  ENFORCEMENT  MUST  BE  ABLE  TO  TRACE  MONEY, 
EXPLOSIVES,  NUCLEAR  MATERIALS,  AND  TERRORISTS. 

*  THE  USE  OF  PEN  REGISTERS  AND  TRAP  AND  TRACE  DEVICES 
IN  COUNTERTERRORISM  AND  COUNTERINTELLIGENCE  INVESTIGATIONS  MUST 
BE  EASED. 

*  IT  IS  ABSOLUTELY  CRITICAL  FOR  INVESTIGATORS  TO  HAVE 
INCREASED  ACCESS  —  SHORT  OF  A  FULL-BLOWN  GRAND  JURY 
INVESTIGATION  —  TO  HOTEL,  MOTEL,  AND  COMMON  CARRIER  RECORDS  FOR 
COUNTERTE3«ORISM  AND  COUNTERINTELLIGENCE  INVESTIGATIONS. 

*  THE  FBI  STRICTLY  OBEYS  THE  LAW.   AS  WE  HEARD  THE 
CONGRESS  AND  SUCCESSIVE  PRESIDENTS  AND  ATTORNEYS  GENERAL  TELL  US, 
IT  IS  CLEAR  THAT  WE  WERE  TOLD  TO  INVESTIGATE.  DOMESTIC  TERRORISTS 
DIFFERENTLY  FROM  FOREIGN  TERRORISTS.   IF  THAT  IS  NOT  WHAT  THE 
AMERICAN  PEOPLE  SPEAKING  THSOUGH  ITS  CONGRESS  AND  PRESIDENT  NOW 
WANT,  THEN  TELL  US  AND  THE  FBI  WILL  OBEY. 

*  IN  ORDER  TO  CONDUCT  EFFECTIVE  COUNTERTERRORISM 
INVESTIGATIONS,  THERE  IS  A  CONTINUING  NEED  TO  RECRUIT  SOURCES, 
INFORMANTS,  AGENTS,  AND  SUPPORT  EMPLOYEES  FROM  A  BROAD  CROSS- 
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SECTION  OF  SOCIETY  —  HERE  AND  ABROAD.   THAT  TYPE  OF  RECRUITMENT 
EFFORT,  HOWEVER,  COSTS  MONEY. 

*  AS  WE  ENTER  THE  2 1ST  CENTURY,  THE  FBI  MUST  HAVE 
FORENSIC  CAPABILITIES  ON  THE  STREET  AND  IN  THE  LABORATORY  THAT 
ARE  ON  THE  "CUTTING  EDGE"  OF  TECHNOLOGY. 

*  LAW  ENFORCEMENT  MUST  HAVE  THE  ABILITY  TO  COMMUNICATE 
RAPIDLY  BY  RADIO  AND  OTHER  FORMS  OF  WIRET-.ESS  COMMUNICATIONS. 
LOCAL,  STATE,  AND  FEDERAL  LAW  ENFORCEMENT  OFFICERS  AND  AGENCIES 
MUST  BE  ABLE  TO  TALK  AMONG  THEMSELVES,  SO  THAT  A  STATE  TROOPER  ON 
AMERICA'S  HIGHWAYS  —  LIKE  OKLAHOMA  —  HAS  THE  FULL  BENEFIT  OF 
LAW  ENFORCEMENT'S  KNOWLEDGE  AS  HE  APPROACHES  A  CAR  WITH  A  SUSPECT 
IN  IT. 

*  THERE  MUST  BE  FUNDING  FOR  LOGISTICAL  SUPPORT  IN 
COUNTERTERRORISM  OPERATIONS  AND  ACTIVITIES.   THE  FBI  CURRENTLY 
RELIES  ON  THE  DEPARTMENT  OF  DEFENSE  FOR  THIS  SUPPORT.   ALTHOUGH 
THE  DEPARTMENT  OF  DEFENSE  HAS  BEEN  EXTREMELY  COOPERATIVE,  THE  FBI 
HAS  BEEN  REQUIRED  TO  REIMBURSE  IT  FOR  SUPPORT. 

*  ENCRYPTION  CAPABILITIES  AVAILABLE  TO  CRIMINALS  AND 
TERRORISTS  ENDANGER  THE  FUTURE  USEFULNESS  OF  COURT-AUTHORIZED 
WIRETAPS.   WE  MUST  CONTINUE  WORKING  TO  ADDRESS  THIS  PROBLEM. 

*  THERE  ARE  NO  LEGALLY  AVAILABLE  MEANS  TO  EXCLUDE  AND 
REMOVE  ALIEN  TERRORISTS  WITHOUT  COMPROMISING  VITAL  NATIONAL 
SECURITY  INFORMATION, 

*  REWARDS  SHOULD  BE  INCREASED  FOR  THOSE  WHO  PROVIDE 
INFORMATION  LEADING  TO  THE  ARREST  AND  CONVICTION  OF  PERSONS  WHO 
COMMIT  ACTS  OF  TERRORISM. 

10 
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IN  CONNECTION  WITH  THE  BOMBING  OF  THE  FEDERAL  BUILDING 
IN  OKLAHOMA  CITY,  WE  HAVE  THUS  FAR  HAD  SOME  EXCELLENT 
INVESTIGATIVE  RESULTS.   I  WILL  NOT  BE  ABLE  TO  PROVIDE  MUCH 
INFORMATION  TO  THE  COMMITTEE  ABOUT  THIS  INVESTIGATION,  BECAUSE  IT 
IS  ONGOING  AND  I  DO  NOT  WISH  TO  JEOPARDIZE  THE  INVESTIGATION  OR 
THE  PROSECUTIVE  EFFORTS  THAT  WILL  ENSUE. 

I  URGE  ANYONE  WITH  INFORMATION  ABOUT  THIS  TRAGEDY  TO 
COME  FORWARD.   OUR  SUCCESS  DEPENDS,  IN  LARGE  PART,  ON  YOUR  HELP. 

TO  EVERYONE,  I  PROMISE  TO  PURSUE  THIS  MATTER  WITH  ALL 
AVAILABLE  RESOURCES. 
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Mr.  McCoLLUM.  Thank  you  very  much,  Mr.  Director. 

Mr.  Conyers  has  just  come  in,  I  believe.  Is  he  still  here?  Do  you 
wish  to  make  your  opening  statement?  I  submitted  it  for  the 
record.  I  don't  want  to  take  more  time  than  I  have  to,  but  if  you 
wish,  you  are  the  ranking  minority  member  and  you  certainly  have 
the  right. 

Mr.  Conyers.  Thank  you  very  much.  I  really  appreciate  that, 
Mr.  McCollum. 

And  I  want  to  welcome  our  guests  here  today. 

The  first  thing  that  I  want  to  do  is  indicate  that  I  am  probably 
very  nervous  about  us  proceeding  in  the  environment  that  we're  in; 
namely,  that  we're  grieving  over  the  Oklahoma  City  bombing. 
We've  sworn  to  take  action,  and  we  have  moved  rather  expedi- 
tiously, but,  you  know,  at  the  same  time  I  may  be  the  only  member 
here  that  was  around  when  we  were  worried  about  what  J.  Edgar 
Hoover  and  the  FBI  was  doing  in  the  spying  on  the  NAACP  and 
other  civil  rights  activities.  That  wasn't  that  long  ago.  We  then 
went  through  that  period  of  Americans  being  harassed  during  the 
Vietnam  War.  And  so  what  I'm  concerned  about  is  that  we  would 
allow  Federal  investigators  to  target  Americans  of  particular  politi- 
cal beliefs,  and  that  takes  us  back  to  the  bad  old  days.  And  we're 
here  today  not  with  a  bill,  but  with  a  draft  and  with  a  statement 
of  what  we're  going  to  do.  So  it's  very  hard  for  us  to  really  talk 
about  where  we're  going,  but  I  just  want  to  throw  a  note  of  caution 
in  on  where  we're  going. 

The  business  of  investigating  political  groups  by  the  FBI  is  very 
strong  in  my  memory,  and  so  I  worry  about  the  problems  that  were 
raised  at  the  last  hearing  because  donating  money  and  trying  to 
figure  out  whether  the  group  is  peaceful,  political,  or  has  been 
named  by  a  President  is  not  the  direction  that  I'm  very  anxious  to 
go  in. 

I  can't  help  but  remember  that  if  we  had  the  kind  of  law  that 
I  heard  about  at  the  last  hearing,  making  a  contribution  to  the  Af- 
rican National  Congress,  the  ANC,  would  have  resulted  in  possible 
prosecution  because  they  were  deemed  terrorists  because  there 
were  groups  carrying  out  sporadic  guerrilla  actions,  and  a  $10  con- 
tribution could  have  suggested  that  a  person  may  have  committed 
a  crime.  With  the  IRA — we  have  the  same  problem  with  which 
groups  would  be  contributable  and  which  ones  would  not. 

So  I  don't  want  to  open  a  path  for  FBI  abuse  that  I  hope  has 
been  closed.  We're  not  that  far  out  of  that  era,  ladies  and  gentle- 
men, and  I'm  very  concerned  about  it. 

The  Federal  Government  reported  a  substantial  increase  in  do- 
mestic bombing  incidents  over  the  last  decade.  From  1983  to  1993, 
the  number  of  bombings  has  tripled,  and,  yet,  the  last  known  re- 
quest for  surveillance  in  bombing,  arson,  or  firearms  occurred  in  a 
1988  case.  You  put  all  that  together  and  we  could  be  operating 
very,  very  excitedly  about  the  problems  that  have  happened  and 
the  horror  that  is  Oklahoma  City,  if  we  move  too  rapidly  in  ex- 
panding the  powers  or  the  resources.  And  I  think  Director  Freeh 
has  put  that  into  some  kind  of  perspective  because  we've  got  to  sep- 
arate that  out.  If  you  want  more  powers,  let's  list  them.  If  you  want 
more  resources,  let's  list  those.  But  when  we  come  in  here  with  a 
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draft  of  a  bill  copied  on  Republican  models  that  I  hope  are  some 
good,  then  I  think  we're  moving  in  a  very  dangerous  direction. 

And  I  thank  the  chairman. 

Mr.  McCoLLUM.  Thank  you,  Mr.  Conyers. 

I'm  going  to  be  very  restrictive,  as  I  have  to  be,  on  the  questions 
today,  even  though  we  want  to  particularly  ask  this  panel  the  ques- 
tions necessary  for  our  legislative  endeavors,  but  I  want  to  yield 
myself  5  minutes  and  I'm  going  to  try  to  get  us  through  this  panel 
by  as  close  to  10:30  as  possible  because  we  have  three  panels,  and 
it  roughly  allows  us  an  hour  to  each  panel  plus  the  opening  state- 
ments. 

Dr.  Freeh,  I,  first  of  all,  want  to  ask  you  a  question  related  to 
the  regulations,  to  the  guidelines  that  you  have  and  that  were  in- 
volved in  the  Oklahoma  City  time  frame  and  that  you  have  to  work 
with  today.  It  looks  like  from  the  commentators  that  most  concur 
with  the  statements  I've  been  hearing  today  and  read  about  what 
you  said  in  the  Senate,  and  that  is  that  we  don't  really  need  to 
change  the  guidelines  themselves,  but  we  are  concerned  about  the 
interpretation  of  those  guidelines. 

In  the  past  few  years,  the  last  few  months,  or  whatever,  to  your 
knowledge — I  cover  that  because  I'm  not  sure  of  the  time  frame — 
has  the  Bureau  attempted  to  obtain  from  the  Department  of  Jus- 
tice a  broader  interpretation  of  these  guidelines  with  regard  to  do- 
mestic surveillance  and  domestic  organizations  that  might  be  con- 
ducting acts  of  violence  or  terrorism? 

Mr.  Freeh.  Yes,  sir.  In  November  the  Attorney  Greneral  and  I 
discussed  the  necessity  of  reviewing  with  an  objective  of  changing 
the  interpretation  of  the  guidelines  to  give  us  not  broader  author- 
ity, but  more  confidence  to  use  the  authority  already  articulated  in 
the  guidelines.  She  asked  me  to  make  some  recommendations  to 
her.  I  did  that  in  the  fall,  and  we  are  at  the  point  now  where  we 
agree  on  an  interpretation  of  the  existing  guidelines  which  give  us 
a  lot  more  confidence  to  conduct  and  begin  investigations,  where  in 
the  past  we  were  clearly  not  encouraged  and,  indeed,  in  some  ways 
persuaded  not  to  conduct  some  of  these  investigations  because  of 
the  consent  of  all  the  Government  agencies  involved,  including  the 
Congress,  that  we  should  not  be  doing  those  things. 

Mr.  McCoLLUM.  Well,  you  made  this  request  of  her  and  made 
suggestions  before  the  Oklahoma  City  bombing.  Were  those  re- 
quests approved  and  did  you  have  the  broader  interpretation  in 
place  prior  to  the  Oklahoma  City  bombing? 

Mr.  Freeh.  We  have  been  working  with  the  Criminal  Division 
for  the  past  few  months  in  hammering  out  what  the  response  is 
and  what  the  interpretative  letter  should  be  coming  back  from  the 
Attorney  General,  and  we've  completed  that  in  the  last  several 
days. 

Mr.  McCoLLUM.  But  you  did  not  have  it  then  in  place  prior  to 
the  Oklahoma  City  bombing.  So  you  still  were  operating  at  that 
time,  and  prior  to  that  time,  under  the  more  restrictive  concerns 
that  you've  expressed;  that  is,  more  restrictive  interpretations;  is 
that  not  correct? 

Mr.  Freeh.  That's  correct,  but,  in  fairness,  a  lot  of  those  restric- 
tions were  self-imposed  by  the  prior  Directors  on  the  agents  be- 
cause  of  a   feeling  that   we   could   not   interpret   the   guidelines 
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proactively,  and  the  result  was  we  interpreted  them  even  internally 
very  defensively. 

Mr.  McCoLLUM.  Well,  didn't  that  mean,  though,  that  even  under 
your  jurisdiction  and  this  administration  up  through  Oklahoma 
City,  there  were  restraints  that  were  placed  in  terms  of  being  able 
to  go  out  and  actually — the  comfort  level  of  going  out  and  actually 
infiltrating,  say,  a  militia  group  that  might  have  been  involved  in 
expressing  open  violent  thoughts  and  deed  without  actually  going 
forward  with  some  act?  Wasn't  that  a  concern?  I've  heard  you  ex- 
press that,  and  it  doesn't  seem  to  me  that  that  was — that  that's 
healthy  for  the  future,  but  I  want  to  make  sure  that's  what  we're 
talking  about. 

Mr.  Freeh.  I  think  we've  mutually  changed  and  consented  to  a 
change  in  that  interpretation.  We're  going  to  be  better  able  to  con- 
duct these  cases  more  aggressively  in  the  future,  and  I  think  the 
product  of  those  discussions  will  give  us  the  abilities  that  we  need. 

Mr.  McCoLLUM.  Well,  I  just  want  you  to  know  that  this  chair- 
man of  this  committee  believes  you  need  to  go  do  that  with  those 
broader  interpretations.  We  don't  want  any  militia  groups  or  other 
organizations  that  advocate  violence  in  this  country  not  to  be 
looked  into,  not  to  have  you  place  some  intelligence  operations  in 
place  to  gain  whatever  information  you  need  to  have.  I  know 
there's  the  fine  line  of  where,  but  when  they  advocate  violence, 
when  it's  more  than  simply  somebody  going  out  and  shooting  at  tin 
cans  out  there  on  the  weekend  as  a  group,  when  it's  actually  talk 
about  going  forward  and  doing  something  that  would  cause  a  vio- 
lent act,  it's  somewhat  like  threatening  the  life  of  the  President,  it 
seems  to  me.  It  means  that  maybe  they  haven't  committed  a  crime 
quite  like  you  have  when  you  just  make  a  simple  threat,  but  they 
certainly  warrant  your  investigation. 

Now  let  me  ask  you — I  have  heard  that  the  FCC's  reallocation 
of  the  radio  spectrum  bands  has  seriously  impacted  the  commu- 
nications ability  of  the  public  safety  agencies.  In  light  of  your  day- 
to-day  work,  do  you  have  any  views  on  this  problem.  Director 
Freeh? 

Mr.  Freeh.  It's  a  problem  that  needs  to  be  solved.  I  hope  it  is 
getting  solved.  I've  raised  this  question.  The  Deputy  Attorney  Gen- 
eral has  raised  the  question  within  the  administration.  We've  made 
proposals  to  the  White  House  with  respect  to  this.  It's  a  very  sim- 
ple problem.  Although  there's  a  great  need  and  a  benefit,  I'm  sure, 
of  selling  spectrum,  public  spectrum,  to  private  industry,  there  has 
to  be  a  reservation  of  spectrum  for  Federal,  State,  and  local  police, 
as  well  as  public  safety  agencies.  If  we  sell  all  the  spectrum  and 
don't  make  any  financial  or  operational  provision  for  the  police  and 
public  safety  people  to  communicate,  somebody's  going  to  be  paying 
a  $10  billion  bill  5  years  from  now,  and  I  think  those  are  grave  is- 
sues that  need  to  be  solved. 

Mr.  McCoLLUM.  Ms.  Gorelick,  I'm  not  going  to  take  a  lot  of  time, 
but  I  want  to  ask  a  general  question.  You  have  stated  in  your  testi- 
mony and  have  said  before  the  Senate  that  there  are  a  number  of 
things  that  you  want  to  see  that  we  do  in  the  law  to  change  things 
that  have  been  with  respect  to  foreign  counterintelligence,  like  the 
Fair  Credit  Reporting  Act  changes  you  mentioned,  such  as  the 
hotel-motel  operator  making  information  available,  to  allow  that. 
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Do  you  wish  these  changes  you've  Hsted  today  in  your  testimony 
to  apply  equally  to  foreign  counterintelligence  operations  and  the 
efforts  of  our  Government  in  regard  to  these,  as  well  as  to  domes- 
tic, or  is  this — do  you  see  a  distinction  between  the  two  in  your  re- 
quest? 

Ms.  GrORELlCK.  The  request  that  we've  made  with  respect  to  our 
foreign  counterintelligence  investigations  are  made  because  we  do 
not  have  authority  in  the  foreign  counterintelligence  and  foreign 
terrorism  area  that  we  currently  have  with  respect  to  domestic.  So 
we  are  seeking  to  bring  our  national  security  powers  up  to  the  do- 
mestic criminal  level.  We  have,  with  respect  to  those,  the  authori- 
ties that  we  need. 

Mr.  McCoLLUM.  Do  you  have  the  authority  you  need  under  the 
Fair  Credit  Reporting  Act  to  get  lead  information,  and  you  have  the 
authority  you  need  to  be  able  to  get  hotel-motel  operators  and  com- 
mon carriers  to  provide  records  to  you  on  all  the  domestic  side? 

Ms.  GORELICK.  That  is  correct.  We  are  asking  only  for  the  au- 
thority, the  additional  authority,  we  need. 

If  I  might,  Mr.  Chairman,  just  with  respect  to  the  issue  of  the 
guidelines,  I  want  to  be  very  clear  because  there's  been  some  misin- 
formation in  the  press  about  the  guidelines.  When  Director  Freeh 
raised  the  issue  of  how  the  guidelines  were  being  interpreted  in  the 
field  with  the  Attorney  General  in  the  fall,  she  was  foursquare  be- 
hind his  effort  to  seek  clarification  of  the  guidelines  to  make  sure 
that  the  agents  in  the  field  know  the  full  measure  of  their  current 
authority.  This  process  has  taken  a  couple  of  months  because  we 
have  a  20-year  history  of  a  very  restrained  interpretation  of  the 
current  guidelines.  And  given  the  first  amendment  implications  of 
the  guidelines  and  given  the  history  of  the  guidelines,  we  have 
been  very  careful  in  making  sure  that  as  we  construe  them,  we 
construe  them  accurately  and  appropriately.  But  make  no  mistake 
about  it,  there  was  no  constraint  by  this  Attorney  General  or  this 
Justice  Department  of  the  FBI.  We  are  absolutely  together  on  this, 
that  we  need  to  have  a  more  broad  and  appropriate  interpretation 
of  the  current  guidelines  on  the  power  of  the  Bureau. 

Mr.  McCoLLUM.  I  understand  what  you're  saying,  and  I  comment 
both  you  and  the  Attorney  General  and  Director  Freeh  for  this,  but 
at  the  same  point  is  still  one  that  I  thought  needed  to  be  made, 
and  that  is  that,  as  of  the  Oklahoma  City  bombing,  that  new  inter- 
pretation had  not  been  put  in  place,  and,  consequently,  the  hands 
of  the  some  of  the  agents  may  have  been  more  restricted  at  that 
point  in  time  than  you  desire  or  desired  even  then. 

Mr.  Schumer. 

Mr.  Schumer.  Thank  you,  Mr.  Chairman.  I  have  three  areas  of 
questions.  I'll  try  to  be  brief  in  my  questions  and  help  you  be  brief 
in  the  answers. 

First,  I  would  direct  this  to  Ms.  Gorelick.  It  seems  to  me  in  a  lot 
of  these  areas,  where  you  have  the  history  that  you  and  Ranking 
Minority  Member  Conyers  mentioned,  but  at  the  same  time  you 
have  the  need  to  not  just  be  paralyzed  because  of  that  history,  that 
what  you've  done  in  certain  parts  of  the  counterterrorism  bill  such 
as  the  deportation,  asking  for  third-party  review,  whether  it  be  an 
article  III  judge  or  some  source  either  outside  the  FBI  or  Justice 
Department,  makes  some  sense.  It  might  make  sense  in  deciding 
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what  is  a  terrorist  organization  rather  than  running  into  just  the 
idea  that  this  President  doesn't  Hke  this  organization;  this  Presi- 
dent doesn't  Hke  another  organization.  It  might  make  sense  in 
some  of  these  other  areas. 

And  the  question  I  guess  I  have  for  both  of  you  is:  we've  had  a 
third-party  review  in  a  very  fundamental  area,  wiretaps,  for  a  long 
period  of  time.  From  either  the  law  enforcement  point  of  view  or 
from  the  citizen's  point  of  view  in  terms  of  the  right  to  privacy  and 
against  intrusiveness,  has  this  worked  well  and  don't  you  see  it  as 
a  model  that  we  might  use  as  we  craft  legislation  that  would  allow 
us  to  do  things  we  now  feel  we  have  to  do  without  having  a  lot  of 
the  excesses  that  occurred  when  some  GS-19  could  make  a  deter- 
mination let's  do  this  or  let's  do  that,  or  whatever,  because  he  or 
she  didn't  like  the  smell  of  the  organization  or  the  individual? 

Ms.  GORELICK.  I  think  all  of  us  in  the  Department  of  Justice  feel 
that  the  system  for  obtaining  wiretaps,  for  example,  where  we 
must  present  an  application  showing  probable  cause  to  a  court  and 
satisfy  the  court  is  wholly  appropriate  and  works  extremely  well. 

Mr.  ScHUMER.  Does  it  work 

Ms.  GrORELlCK.  We  are  comfortable,  completely  comfortable,  with 
the  other  branches  of  government  knowing  about  and  seeing  what 
we  do  and  playing  their  appropriate  role. 

Mr.  ScHUMER.  Has  it  been  a  restraint  on  law  enforcement  on 
your  agents  and  operatives,  Mr.  Director  Freeh? 

Mr.  Freeh.  Not  at  all,  Mr.  Schumer,  and,  as  Mr.  Conyers  pointed 
out,  there  really  have  been  an  extremely  limited  number  of  applica- 
tions. Of  the  946  which  you  mentioned,  the  majority  of  those  were 
done  by  State  and  local  authorities.  The  Federal  Government  only 
did  a  small  portion  of  those. 

Mr.  Schumer.  Wouldn't  it  be — I  ask  both  of  you,  and  just  a  quick 
answer — wouldn't  this  model  be  a  model  that  we  could  use  to  try 
and  find  some  common  middle  ground  here  that  satisfies  our  objec- 
tives in  fighting  this  terrorism  but  avoids  the  danger  of  the  abuses 
that  we  have  seen  in  the  past? 

Ms.  GORELICK.  Mr.  Schumer,  in  the  legislation  that  we  have  pro- 
posed we  have  put  in  place  judicial  review  at  every  place  that  we 
think  it  is  appropriate.  And,  as  I've  said,  I  think  there  should  be 
available  judicial  review  of  the  designation  of  an  organization. 

Mr.  Schumer.  You  did,  and  I  think  that's  important.  That's  a 
change  that  I  would  think  is  commendable  and,  in  fact,  have  spo- 
ken out  for  before. 

The  second  area  is  for  Director  Freeh.  Has  there  been  a  problem 
with  thefts  of  explosives  fi-om  military  facilities?  The  bombs  at 
Oklahoma  City  were  a  home — it  seems  to  be,  at  least  from  the 
news  reports — I  don't  know;  you  probably  know  more  than  me, 
hopefully — that  that  was  sort  of  a  home  brew  thing.  But  I've  also 
heard  reports  that  at  military  facilities  explosives  are  not  guarded 
enough  and  have  been  stolen. 

Have  you  been  looking  into  that?  Can  you  give  us  some  com- 
mentary? Do  you  have  any  current  information  on  the  amount  of 
the  thefts? 

Mr.  Freeh.  I  don't  have  any  with  me  now,  sir.  I'll  certainly  get 
that  for  you. 

[The  information  follows:] 
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The  FBI  has  received  very  little  information  indicating  that  military  explosives 
are  being  obtained  by  terrorists  or  other  criminals.  When  such  information  is  re- 
ceived it  is  aggressively  investigated  in  conjunction  with  appropriate  military  au- 
thorities. While  the  theft,  of  military  explosives  has  not  been  a  significant  problem, 
any  further  discussion  of  current  information  on  this  topic  would  tend  to  identify 
a  pending  investigation  which  the  FBI  is  pursuing. 

Mr.  Freeh.  We  investigate  those  cases  together  with  the  mihtary 
authorities.  There's  been  no  great  escalation  of  those  thefts  in  re- 
cent times.  They've  occurred  actually  for  the  last  200  years  from 
quartermasters  all  around  the  country.  But,  as  you  point  out,  the 
source  of  explosives  are  not  limited  to  that  type  of  ordnance. 

Mr.  SCHUMER.  OK.  If  you  could  get  me  some  details  in  writing 
on  that 

Mr.  Freeh.  Sure. 

Mr.  ScHUMER.  And  I  have  one  final  question,  and  that  is  to  Di- 
rector Freeh,  although  Deputy  Attorney  General  Grorelick  is  wel- 
come to  chime  in. 

Just  some  specifics  on  resources,  and  I  think  you're  right;  the  No. 
1  problem,  as  I  have  followed  this  area  for  the  last  4  or  5  years, 
has  been  lack  of  resources.  Could  you  just  give  us  an  idea  of  how 
many  people  are  in  the  counterterrorism  or  how  many  were  in  the 
counterterrorism  unit  in  1990,  how  many  in  1992,  how  many  in 
1994?  If  you  can't  give  us  specific  numbers,  can  you  give  us  ratios, 
so  we  understand  the  X,  3X,  l-to-3X  kind  of  thing.  So  we  get  an 
idea  of  the  numbers. 

And,  second,  the  present  division  between  how  much  of  that  is 
devoted  to  international  terrorism  and  how  much  to  domestic,  and 
do  you  expect  that  to  change? 

Mr.  Freeh.  The  actual  numbers,  which  I'll  provide  to  you  sepa- 
rately, are  classified  both  for  domestic  and  international  terrorism. 
Several  hundred  people,  the  majority  of  those — actually,  a  very 
large  majority — are  devoted  to  international  terrorism  as  opposed 
to  domestic.  That  is  changing;  that  will  change.  Certainly,  under 
the  President's  proposal,  for  131  new  counterterrorism  agents  and 
656  support  personnel,  including  technicians  and  engineers,  that 
would  be  the  substantial  infusion  of  resources  that  would,  in  my 
view,  make  that  program  much  more  viable  and  effective. 

Mr.  ScHUMER.  Has  the  number  gone  up  before  this  from,  let's 
say,  1990  to  now? 

Mr.  Freeh.  Yes,  sir,  it  has. 

Mr.  ScHUMER.  Significant?  Doubled?  Tripled? 

Mr.  Freeh.  It's  at  least  gone  up  around  50  percent. 

Mr.  ScHUMER.  Thank  you.  Thank  you,  Mr.  Chairman. 

Mr.  McCoLLUM.  Mr.  Hyde. 

Mr.  Hyde.  Thank  you,  Mr.  Chairman. 

Ms.  Gorelick,  I  preface  my  question  by  saying  that  every  day  I 
make  statements  that  later  on  on  mature  consideration  I  wish  I 
hadn't  made,  and  I  suggest — I  ask  you  if  you  didn't,  or  if  your  De- 
partment didn't,  do  that  in  sending  us  the  section-by-section  analy- 
sis of  the  bill  originally  sent  up,  where  it  says  section  2332(b)  is 
not  aimed  at  purely  domestic  terrorism  or  against  normal  street 
crime  as  current  law,  both  Federal  and  State,  appears  to  ade- 
quately address  these  areas.  In  view  of  the  request  for  additional 
wiretap  authority  and  for  a  murder  statute  for  all  Federal  employ- 
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ees  and  encryption,  there  were  a  few  loose  ends  that  weren't  pro- 
vided for. 

Ms.  GrORELlCK.  As  Director  Freeh  said,  we  are  largely  not  asking 
for  new  authorities.  We  are  asking  for  authorities,  procedures 
which  will  make  our  current  authorities  work.  The  antiterrorism 
bill,  as  you  know,  that  we  sent  up  in  April  was  directed  at  the 
international  arena. 

Mr.  Hyde.  Well,  I'm  sure  it  was,  and  it  said  that  you  weren't 
asking  about  domestic  because  the  present  laws  were  adequate, 
but 

Ms.  GoRELiCK.  Please  know  that> 


Mr.  Hyde.  It  is  a  mere  quibble,  believe  me,  as  I  prefaced  it  by 
saying  I  do  that  all  the  time.  It's  just  comforting  to  know  other  peo- 
ple do,  too. 

Let  me  ask  Director  Freeh — Director,  you  have  made  a  statement 
which  is  imminently  true,  but  doesn't  help  us  with  the  problem  of 
the  guidelines.  The  guidelines  can  authorize  a  lot  of  things,  but  if 
they  re  narrowly  interpreted — and  I  understand  why  they  were 
narrowly  interpreted — it's  less  risky  if  you  don't  do  something  and 
you  concentrate  on  narcotics  rather  than  "subversion,"  but  how  can 
we,  as  a  Congress,  be  satisfied  that  now  we're  moving  to  a  more 
enlightened  interpretation?  Is  that  enough?  In  other  words,  should 
we  not  statutorily  give  you  a  little  more  security  in  terms  of  inves- 
tigating things  that  were  a  little  chancy  before,  as  long  as  they 
were  coming  from,  let  us  say,  the  left? 

Mr.  Freeh.  My  own  view  of  it,  sir,  is  that  we  would  not  be  any 
more  comfortable  with  that  being  in  a  statute,  as  opposed  to  clear, 
agreed-upon  direction  from  the  Attorney  Greneral  with  the  ap- 
proval, certainly  not  the  objection,  of  Congress. 

The  interpretation  that  we  have  agreed  upon  would  allow  us  to 
begin  an  investigation  with  respect  to  a  domestic  terrorism  group. 
If  that  group  advocates  violence  or  force  with  respect  to  achieving 
any  political  or  social  objectives,  they  have  the  apparent  ability  to 
carry  that  out,  whether  that  be  paramilitary  training,  AK-47's, 
whatever,  and  that  result  might  violate  Federal  law,  not  an  immi- 
nent violation,  but  might  violate  Federal  law.  That  interpretation, 
which  has  never  been  given  to  these  guidelines  before  but  is  clearly 
within  the  language  of  those  guidelines,  will  give  me  and  the 
agents  who  are  responsible  for  carrying  out  that  mandate  full  con- 
fidence and  full  authority  to  conduct  those  investigations.  My  own 
view  is  that  we  would  not  necessarily  need  that  in  the  statute. 
Also,  putting  it  in  the  statute  has  some  other  legal  implications,  in- 
cluding personal  liability  implications  which  I  think  need  some 
careful  analysis. 

Mr.  Hyde.  Well,  I've  read  complaints  from  former  FBI  agents 
that  they  couldn't  keep  newspaper  clippings  on  individuals  who 
were  making,  let  us  say,  provocative  statements.  If  you  want  to 
know  something  about  a  public  figure,  if  you  have  access  to  a  news- 
paper morgue,  look  through  all  the  clippings,  you  can  learn  a  great 
deal  about  their  positions,  at  least  publicly-expressed  positions  over 
the  years.  Are  you  able  to — are  you  able  to  keep  clippings  on  people 
who  say  provocative  things? 

Mr.  Freeh.  In  the  absence  of  a  preliminary  investigation  being 
opened,  we  are  not  permitted  under  the  Privacy  Act  to  collect  and 
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maintain  publicly-available  sources,  but  the  answer  to  that  is  to 
open  up  a  preliminary  investigation  which  we  can  do  quite  easily 
with  the  right  factual  predication,  and  within  the  ambit  of  that 
preliminary  investigation  we  can  certainly  collect  and  maintain 
publicly-available  information. 

Ms.  GoRELICK.  If  I  might  comment  in  that  regard.  The  constraint 
there,  Chairman  Hyde,  is  not  the  guidelines,  but  the  Privacy  Act. 
The  Privacy  Act  prohibits  the  maintenance  of  a  file  on  a  person  in 
the  absence  of  a  legitimate  law  enforcement  interest.  If  there  is  a 
legitimate  law  enforcement  interest,  we  can  maintain  the  file.  The 
guidelines  themselves  say  that  they  are  not  intended  to  prohibit 
the  FBI  from  collecting  and  maintaining  publicly-available  informa- 
tion consistent  with  the  Privacy  Act. 

Mr.  Hyde.  Well,  it  just  seems  that  the  Government  is  cobbled 
where  private  sources  are  not  in  terms  of  not  getting  information 
that  may  lead  to  a  determination  that  an  inquiry  should  be  made 
or  an  investigation.  So  we  do  kind  of  lock  the  barn  door  after  the 
horse  is  gone,  but,  on  the  other  hand,  the  reaction  to  keeping  files 
on  people  that  you  might  not  like  or  political  enemies  has  a  real 
danger,  too.  So  that's  where  we  have  to  need  your  help  to  draw 
those  lines. 

Thank  you  very  much.  Thank  you. 

Mr.  McCoLLUM.  Thank  you,  Mr.  Hyde. 

Mr,  Conyers. 

Mr.  Conyers.  Thank  you,  Mr.  Chairman. 

Well,  it's  a  confusing  morning,  Director  Freeh,  because  we  can 
read  that  the  militia  in  Dekar,  MI,  has  said  that  they've  got  to  de- 
clare war  on  the  Government,  for  whatever  reasons  that  they  may 
have.  They  hold  a  public  rally.  They're  not  clandestine  at  all,  and 
you're  telling  me  that  the  Privacy  Act  precludes  you  from  taking 
note  of  an  organization  inside  the  United  States  threatening  to 
overthrow  the  Government  and  tells  us  further  that  they've  got  the 
weapons,  frequently  illegal  weapons,  stashed — and  you're  telling 
me  that  unless  an  investigation  is  started,  you  can't  take  public  no- 
tice of  that? 

Mr.  Freeh.  That's  the  Privacy  Act  that  the  Congress  passed. 

Mr.  Conyers.  I  don't  believe  that.  I  will  research  it,  but  I  cannot 
accept  the  fact  that  the  FBI  cannot  know  about  these  things  that 
are  going  on. 

The  second  question:  What  could  have  happened  differently  in 
the  Oklahoma  City  bombing  had  we  had  any  of  the  laws  that  you 
have  proposed  with  Ms.  Gorelick  in  this  hearing  and  the  hearing 
before? 

Mr.  Freeh.  I  really  can't  comment  on  that.  That's  an  ongoing 
case,  the  facts  of  which  I  don't  really  completely  understand  at  this 
time  myself. 

Mr.  Conyers.  OK.  What  about  the  fact  that  the  provisions  that 
I  understand  are  being  advocated  here  by  the  Department  of  Jus- 
tice, would  allow  anyone  suspected  of  a  Federal  crime  to  be  subject 
to  electronic  eavesdropping,  going  wav  beyond  the  terrorists,  which 
you  can't  even  read  in  the  paper,  who  are  telling  us  that  they've 
got  to  fight  the  Government? 

Ms.  C^RELICK.  Let  me  say  this:  first,  most  serious  Federal  felo- 
nies are  currently  predicates  for  wiretaps.  It  does  not  go — our  pro- 
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posal  does  not  advance  that  enormously,  but  it  would  bring  in  some 
predicates  that  we  do  not  now  have.  For  example,  a  tax  protestor, 
whom  we  would  be  using — as  to  whom  we  would  be  using  as  a 
predicate  offense,  a  tax  offense,  a  tax  protestor  who  may  be  a 

Mr.  CONYERS.  Could  you  consider  him  a  terrorist  perhaps? 

Ms.  GORELICK.  We  wouldn't — we  would  not  necessarily  know  at 
the — before  we  have  the  wiretap. 

Mr.  CoNYERS.  Boy,  that's  comforting  to  the  American  people  who 
protest  taxes  on  a  regular  basis,  and  some  say  they  won't  pay  their 
taxes.  But,  you  know,  I  make  a  big  distinction  between  those  kind 
of  folks  and  the  people  that  bring  us  to  this  hearing.  I  make  a  big 
distinction, 

And  I  grant  you  that  for  drugs  and  gambling  we  do  have  a  lot 
of  electronic  eavesdropping  already  approved,  but  what  I'm  con- 
cerned about  is  spreading  the  net.  And  it's  a  legitimate  concern.  I 
mean,  this  is  1995.  I  can  remember  when  the  NAACP  was  a  sus- 
pect organization  with  a  high  priority  code  inside  of  the  FBI  be- 
cause somebody  thought  that  they  might  be  up  to  something  in  the 
struggle  for  human  rights  and  civil  rights  for  all  Americans.  This 
is  a  concern  to  me,  and  I'm  not  sure  how  we're  going  to  get  at  the 
terrorists  more  ably  by  the  kinds  of  provisions  that  are  in  your  bill. 

You  know,  Grordon  Liddy  advocated  publicly  using  the  President 
and  the  First  Lady  as  images  for  target  practices.  He  advocated 
how  and  where  to  shoot  Federal  agents.  And  I  haven't  heard  a 
word  from  anybody.  Ice  Cube,  on  the  other  hand,  a  rap  group,  their 
records  are  seized  because  they  advocate  defense — I  think  they 
were  supposed  to  have  alleged  terrorizing  or  taking  defensive  ac- 
tion. So  you  see  much  distinction  between  those  two  cases? 

Mr.  Freeh.  I  don't  think  it's  appropriate  for  me  to  comment  on 
that. 

Mr.  CoNYERS.  Well,  what  happened  to  this  rap  group  has  already 
happened,  and  what  Gordon  Liddy  said  is  to  me  pouring  fuel  on  a 
fire  that's  extremely  incendiary.  It's  like  the  proposal  that's  been 
temporarily  shelved  to  repeal  the  assault  weapons  ban.  Do  you  see 
any  problems  there  in  terms  of  encouraging  terrorists?  Not  appro- 
priate to  comment  on? 

Mr.  Freeh.  No,  sir,  not  for  me. 

Mr.  CoNYERS.  OK.  Well,  then,  just  what  is  it  that  we're  talking 
about?  We  don't  have  a  bill.  We've  got  a  draft.  You  were  up  here 
14  days  ago  with  external  terrorists.  Now  we  have — we  find  out 
that  they  are  two  ordinary  white  guys  in  America  that  we're  look- 
ing for,  and  we're  still  not  getting  down  to  the  basic  problems  of 
how  to  deal  with  terrorism. 

I  think  this  hearing  really  is  dancing  around  a  very  important 
subject  because  I've  never  had  people  of  your  influence  in  govern- 
ment here — and  we're  talking  a  draft  proposal  that  some  of  the 
Members  have  never  seen,  and  we  don't  know  what  the  bill  is  going 
to  look  like.  You're  telling  me  that  Republican  Congressmen  have 
set  a  model  up  for  you.  I'm  going  to  have  to  wait  and  see  what  the 
heck  we're  talking  about  because  it  doesn't  make  sense  to  this  one 
Member. 

Mr.  McCoLLUM.  Mr.  Conyers,  I  believe  they've  said  it's  coming 
up  today.  I  can  assure  you  we  will  have  more  hearings,  either  in 
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full  committee  with  Chairman  Hyde  or  here  in  subcommittee,  and 
we  will  explore — we  will  explore  it. 

Mr.  CoNYERS.  Well,  then,  what  is  we're  doing  today  before  the 
bill  comes  up? 

Mr.  McCoLLUM.  We're  exploring  things  like  the  guidelines.  We're 
giving  an  opportunity  to  talk  about  the  general  principles,  which 
have  been  very  articulately  made,  I  believe.  I  don't  want  to  get  into 
debate  because  I  don't  want  to  take  more  time,  but  there  are  lots 
of  principles  that  have  been  laid  out  here.  The  specific  language  we 
can  debate  over 

Mr.  CoNYERS.  Well,  I  thank  the  Chair  very  much,  and  I'll  be 
waiting  for  the  bill. 

Mr.  McCoLLUM.  We  actually  got  the  specific  language  last  night, 
staff  tells  me,  but  we  haven't  had  a  chance  to  disseminate  it. 

Mr.  Schiff. 

Mr.  Schiff.  Thank  you,  Mr.  Chairman. 

I'm  going  to  ask  about  some  of  these  different  proposals,  and 
would  be  grateful  for  a  brief  answer  under  the  time  constraint. 

Ms.  Gorelick,  you  referred  to  desiring  the  use  of  military  exper- 
tise in  certain  limited  areas,  such  as  nuclear  threat,  for  example, 
or  biological  threat  from  terrorists.  I  would  like  to  ask,  would  that 
require  a  statutory  change  in  the  Posse  Comitatus  Act  in  your 
judgment? 

Ms.  Gorelick.  The  authority  for  the  military  to  assist  with  re- 
spect to  incidents  where  nuclear  weapons  are  being  used  is  already 
in  law,  and  we  would  want  a  statutory  extension  of  that  exception 
to  the  Posse  Comitatus  Act  to  events  where  there  are  in  use  chemi- 
cal and  biological  weapons. 

Mr.  Schiff.  Director  Freeh,  do  you  have  anything  to  add  to  that? 

Mr.  Freeh.  No,  sir,  I  think  that's — I  think  that's  correct. 

Mr.  Schiff.  We've  heard  discussion  of  a  proposed 
Counterterrorism  Center,  and  I  gather,  in  addition  to  that,  1,000 
new  positions  to  act  against  terrorists.  Could  either  of  you  describe 
briefly  what  would  be  in  that  Center  and  what  would  those  new 
1,000  people  be  assigned  to  do  exactly? 

Mr.  Freeh.  With  respect  to  the  1,000  number,  787  of  those  posi- 
tions, at  least  in  the  current  proposal,  are  dedicated  to  the  FBI, 
and  let  me  just  run  them  down  for  you.  A  hundred  and  thirty-one 
would  be  counterterrorism  agents;  231  would  be  special  surveil- 
lance group  personnel.  These  are  nonagents,  by  the  way.  A  hun- 
dred and  sixteen  would  be  counterterrorism  analysts  and  special- 
ists, both  for  the  Center  as  well  as  field  assignments.  Seventy-five 
would  be  laboratory  scientists.  Ninety-eight  would  be  digital  and 
encryption  engineers,  software  people.  So  the  bulk  of  that  is  really 
infrastructure  and  support  work. 

The  Center  would  be  a  single  place  within  the  Government 
where  we  could  analyze  not  just  intelligence,  but  the  raw  data  vyith 
respect  to  terrorism  threats  against  the  United  States  or  against 
Americans  overseas.  We  don't  have  that  now  any  single  place  in 
the  Government. 

Mr.  Schiff.  I  think  it's  remarkable  that  in  the  administration's 
budget  proposal  that  was  submitted  only  a  couple  of  months  ago 
none  of  this  was  included  or  mentioned  in  the  least  in  the  proposal. 
Now  I  do  understand,  of  course,  that  the  Oklahoma  City  bombing 
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tragedy  hadn't  occurred,  but  terrorism  was  not  new.  We  had  had 
the  New  York  City  World  Trade  Center  bombing.  Clearly,  there 
had  been  much  discussion  of  the  threats  of  terrorism.  I'm  wonder- 
ing why — 1,000  people  is  quite  a  number  of  people — I'm  wondering 
why,  if  there  was  a  need  for  this  number  of  people  to  fight 
counterterrorism,  to  fight  terrorism  rather  as  counterterrorism,  if 
you  can  explain  to  me  why  the  administration  didn't  think  they 
were  important  about  2  months  ago. 

Mr.  Freeh.  I  don't  know  that  I  could  give  you  a  definitive  answer 
with  respect  to  that.  I  think  my  view  is  that  we're  delighted  and 
certainly  pleased  that  we  have  these  resources  coming  at  a  time 
when  the  threat  probably  becomes  more  immediate  after  this  sec- 
ond tragedy. 

Mr.  ScfflFF.  Well,  I  think  the  concern  about  the  number  is  not 
that  Congress  is  not  willing  to  support  a  legitimate  request,  but 
going  fi-om  zero  to  1,000  people  suggests  that  maybe  surveillance 
agents  with  nothing  better  to  do,  as  indicated  by  Mr.  Conyers, 
might  start  looking  at  simply  politically  unpopular  people  and  ex- 
ceeding a  counterterrorist  mission.  I  think  that's  the  concern  I've 
heard  expressed. 

I'd  like  to  ask — I've  heard  proposals  to  expand  the  administrative 
subpoena  authority  of  the  FBI,  and  maybe  you  were  referring  to  it 
in  some  of  the  specific  areas.  Could  either  of  you  briefly  comment 
on  that? 

Mr.  Freeh.  Yes.  Well,  particularly  with  respect  to  foreign  coun- 
terintelligence investigations,  and  also  investigations  such  as 
health  fraud,  such  as  terrorism,  we  have  suggested  that  a  means 
short  of  the  grand  jury  process  which  would  allow  ready  access  to 
records,  publicly  requested,  publicly  turned  over,  subject  to  the  re- 
view certainly  of  the  grand  jury  in  the  investigative  process,  but 
really  an  expedited  way  to  get  huge  volumes  of  records  and  get 
them  quickly  and  analyze  them  quickly  without  the  burdens  of  pro- 
cedures which  are  not  constitutionally  required. 

Mr.  SCHIFF.  Let's  get  to  the  "M"  word,  for  militia.  Do  either  of 
you  propose,  or  does  the  administration  propose,  outlawing  any 
kind  of  militia  groups  under  any  circumstances?  Do  you  expect  that 
to  be  part  of  the  proposal? 

Ms.  GoRELiCK.  It  is  not  part  of  the  proposal. 

Mr.  Freeh.  I've  certainly  not  heard  that  proposal  within  the  Gov- 
ernment. 

Mr.  SCHIFF.  OK.  In  this  particular  case,  and  the  fact  that  it's  a 
present  investigation  may  preclude  an  answer,  but  I've  heard  that 
the  suspect,  Mr.  McVeigh,  who  at  this  point,  of  course,  is  only  a 
suspect,  if  convicted,  has  been  "connected  to  militia  groups."  And 
I'd  just  like  to  know,  if  you  could  briefly  say,  what  does  that  mean? 
Does  that  mean  that  a  particular  group  is  suspected  of  putting  to- 
gether this  whole  bombing  incident  or  whether  he  may  have  a 
membership  or  some  association  with  a  group,  but  the  group  is  not 
involved?  Can  either  of  you  expand  upon  that,  is  my  final  question? 

Mr.  Freeh.  Mr.  Schiff,  I  think  that  to  really  answer  that  ques- 
tion I'd  have  to  talk  about  facts  in  the  case,  and  I  certainly  don't 
want  to  prejudice  any  ongoing  activities  here. 

Mr.  Schiff.  I  understand.  I  thought  that  might  be  your  response. 

Thank  you. 
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Mr.  McCoLLUM.  Thank  you,  Mr.  Schiff. 

Mr.  Scott. 

Mr.  Scott.  Thank  you,  Mr.  Chairman. 

Let  me  follow  up  on  one  of  the  questions  that  was  just  asked  on 
militias.  Is  there  anything  in  the  Constitution  that  prohibits  a 
State  from  outlawing  militias  or  standing  armies,  private  standing 
armies? 

Ms.  GrORELlCK.  The  Constitution,  as  you  know,  calls  for  well-reg- 
ulated militias,  and  there  are  States  tnat  have  regulated  militias. 

Mr.  Scott.  So  there's  nothing  in  the  Constitution  that  would  pro- 
hibit a  State  from  outlawing  militias? 

Ms.  GORELICK.  I  can't  give  you  an  opinion  on  outlawing  them.  I 
would  prefer  to  get  back  to  you  on  that,  but  they  can  be  regulated. 

Mr.  Scott.  Mr.  Freeh,  you  indicated  resources.  We  passed  a 
crime  bill  last  year  that  federalized  a  lot  of  crimes,  carjackings.  The 
Supreme  Court  has  temporarily  relieved  you  of  the  responsibility 
of  looking  for  firearms  within  a  thousand  feet  of  schools.  Are  you 
actually  enforcing  any  of  these  new  laws  and  using  your  resources 
for  many  of  the  things  that  we  passed  last  year  that  are  essentially 
State  crimes? 

Mr.  Freeh.  Well,  certainly  with  respect  to  the  carjacking  statute, 
that's  an  active  program.  There  are  many  investigations  we  con- 
duct under  that  authority.  There  are  other  statutes  such  as  the 
deadbeat  dads  act  where  we  don't  have  committed  a  lot  of  re- 
sources because  of  the  scarcity  of  those  resources  and  the  priority 
of  other  types  of  offenses.  Those  are  decisions  that  U.S.  attorneys 
around  the  country  make  in  consultation  with  their  investigators. 

Mr.  Scott.  I  say  that  because  some  things  like  wiretaps  take  a 
lot  of  time  and  resources,  and  if  you're  using  your  resources  doing 
things  that  are  essentially  State  crimes,  then  you  won't  have  the 
resources  to  commit  to  terrorism. 

Mr.  Freeh.  The  only  State  crimes  that  become  part  of  our  inves- 
tigations are  either  when  they're  a  predicate  for  a  larger  conspiracy 
or  racketeering  offense,  where  State  crimes  are  appropriate  predi- 
cates, or  we're  acting  in  specific  response  to  a  State  kidnapping  or 
murder, 

Mr.  Scott.  I  only  have  5  minutes.  Let  me  get  to  that  predicate 
question.  We  just — I  thought  I  heard  that  being  a  tax  protester 
would  subject  you  to  FBI  wiretaps.  I  mean,  was  that  an  exaggera- 
tion? 

Ms.  Gorelick.  That  was  not  an  exaggeration,  and  I  want  to  be 
clear  that  the  tax  protestor  movement,  if  you  will,  is  a  movement 
among  people  who  deny  any  authority  on  the  part  of  the  U.S.  Grov- 
ernment.  I'm  not  talking  about  someone  who  has  a  routine  tax  dis- 
pute with  the  Federal  Government.  I'm  talking  about  people  who 
deny  any  responsibility  to  fulfill  a  whole  raft  of  obligations  to  the 
Federal  Government 

Mr.  Scott.  So  if  people  get  together  and  protest  taxes  and  jump 
up  and  down  and  say  they're  not  going  to  pay  their  taxes  but  really 
are  paying  their  taxes,  are  you  going  to  subject  them  to  Federal 
wiretaps? 

Mr.  Freeh.  No,  I  don't  think  that's  the  suggestion  at  all.  I  think 
what  we're  talking  about  is 

Mr.  Scott.  I  think  we  needed  that  on  the  record.  What's  in 
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Mr.  Freeh.  I  didn't  finish  my  answer,  though. 

Mr.  Scott.  I'm  sorry, 

Mr.  Freeh.  If  we  have  a  tax  protestor  such  as  the  one  in  North 
Dakota  who  killed  a  U.S.  marshal  and  a  deputy,  that's  the  kind  of 
case  that  we're  talking  about  investigating. 

Mr.  Scott.  Well,  in  that  case  you  have  a  predicate  that's  some- 
thing other  than  tax  protesting.  You  have  a  murder. 

Mr.  Freeh.  But  the  case  may  not  begin  on  that  predication. 

Mr.  Scott.  Well,  you  know,  one  of  tne  problems  we  have  in  this 
business  is  that  you  treat  innocent  people  and  guilty  people  under 
the  same  standard.  Where  would  you  have  drawn  the  line  to  dif- 
ferentiate that  tax  protester  from  any  other  person  that's  just  mad 
about  paying  taxes?  So  you're  going  to  subject  them  all  to  wiretaps 
to  find  out? 

Mr.  Freeh.  No,  we  wouldn't  have  the  resources  to  do  that. 

Ms.  GORELICK.  If  you  look  at  the  guidelines,  someone  who  advo- 
cates the  furtherance  of  political  or  social  goals  wholly  or  in  part 
through  activities  that  involve  force  or  violence  and  a  violation  of 
the  criminal  laws  of  the  United  States,  that's  the  basis  for  a  terror- 
ist investigation. 

Mr,  Scott.  Then  the  force  and  violence  is  your  predicate  and  not 
the  tax  protesting. 

Ms.  GORELICK.  But  you  could  have  as  a  basis  for  a  preliminary 
inquiry  something  less  than  the  proof  of  the  violence. 

Mr.  ScOTT.  Once  you've  designated  a  group  as  a  terrorist  group, 
would  they  know  it? 

Ms.  GrORELlCK.  Are  you  talking  about  the  Presidential  designa- 
tion? 

Mr.  Scott.  Right. 

Ms.  GORELICK.  That  is  a  public  designation. 

Mr.  Scott.  So  they  would  have — if  you  have  judicial  review,  they 
would  know  they  had  been  designated  and,  therefore,  they  would 
have  the  opportunity  to 

Ms.  GoRELiCK.  Yes. 

Mr.  Scott  [continuing].  Raise  questions? 

Let  me  ask  a  quick  question  about  the  center  operation  where 
you  have  a  lot  of  information  centrally  designated.  Do  you  have  any 
fear  that  that  information  might  be  compromised  if  you  share  it 
with  a  lot  of  local  and  State  officials? 

Mr,  Freeh.  Do  you  mean  in  the  proposed  center? 

Mr.  Scott.  Right. 

Mr.  Freeh.  No,  sir.  I  mean,  it's  equivalent  to  the  NCIC  system 
and  the  other  systems.  There  is  very  strong  auditing  and  disclosure 
restrictions.  We  have  been  able  to  police  that  fairly  well  over  the 
years. 

Mr.  Scott.  I  mean,  you'd  have  a  lot  of  sensitive  information 
that — would  you  pick  and  choose  what  you  share  with  the  local  offi- 
cials? 

Mr.  Freeh.  We  would  establish  some  very  rigorous  guidelines 
and  restrictions  as  to  under  what  conditions  information  is 
accessed  and  for  what  purpose. 

Mr.  Scott.  Thank  you,  Mr.  Chairman. 

Mr.  McCoLLUM.  Thank  you,  Mr.  Scott. 

Mr.  Heineman. 
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Mr.  Heineman.  Thank  you,  Mr.  Chairman.  I'll  be  brief. 

Director  Freeh,  in  order  to  give  you  and  your  Department  the  re- 
sources you  need  for  intelligence,  I'd  like  to  note  the  relationship 
that  the  FBI  has  or  has  had  with  the  CIA.  I'm  a  bit  familiar  with 
the  FBI,  but  I  don't  know  what  the  CIA  does,  and  I'm  interested 
to  know  whether  you  have  a  free  flow  of  information  between  those 
two  agencies. 

Mr.  Freeh.  With  respect  to  the  counterterrorism  area,  the  CIA 
has  established  a  decade  ago  a  counterterrorism  center.  There's  an 
FBI  representative  there.  There  are  many  other  agencies  rep- 
resented. There  is  a  very  good  flow  of  information  for  the  most  part 
between  the  CIA  and  the  FBI.  The  issue  is  whether  or  not,  with 
respect  to  domestic  terrorism,  as  well  as  matters  abroad  affecting 
Americans  where  the  FBI  has  jurisdiction,  we  have  one  single  inte- 
grated place  where  all  that  information  is  being  analyzed,  and  that 
is  a  government  asset  that  we  do  not  have  now,  which  is  why  this 
proposal  is  being  made. 

Mr.  Heineman.  Thank  you.  I'll  yield  back  my  time,  Mr.  Chair- 
man. 

Mr.  McCoLLUM.  Ms.  Lofgren. 

Ms.  Lofgren.  Thank  you.  I  have  just  a  few  questions. 

First,  I  am  concerned  that  we  don't  have  a  bill  before  us,  and  I 
wanted  to — ^you  know,  I'm  a  brandnew  Member  of  Congress,  but  I 
think  all  of  us  have  been  sent  here  by  the  people  we  represent  to 
deal  with  this  issue.  And  in  the  3  weeks  I  was  home  I  heard  a  lot 
of  things  from  my  constituents:  first,  that  this  was  a  serious  issue, 
but,  secondly,  whatever  I  do,  don't  forget  the  Bill  of  Rights,  because 
if  we  were  to  lose  our  freedom,  in  addition  to  all  of  the  victims  of 
the  bombing,  that  would  be  one  more  tragedy  that  would  follow  the 
Oklahoma  situation.  So  I  wanted  to  express  that  concern. 

Secondly,  looking  at  the  proposal,  it's  not  exactly  clear  to  me 
what  the  proposal  is,  lacking  the  bill,  to  obtain  records  from  com- 
mon carriers  and  hotels  and  the  like.  What  protections  would  exist 
for  intrusion  on  privacy?  What  protections  would  exist  consistent 
with  the  fourth  amendment  if  these  were  done  without  a  warrant? 
And  why  would  a  warrant  requirement  be  too  burdensome?  I  know 
back  in  California  if  there  is  a  situation,  a  law  enforcement  officer 
can  get  a  telephone  warrant  from  a  magistrate  in  a  matter  of  min- 
utes. Why  is  that  too  burdensome? 

Mr.  Freeh.  Well,  in  the  area  of  international  terrorism,  in  many 
cases  you  do  not  have  a  criminal  investigation;  you  do  not  have  a 
grand  jury  process  because  it's  a  non-U. S.  person  being  inves- 
tigated. So  particularly  in  the  foreign  counterintelligence  and  inter- 
national terrorism  areas,  there  is  no  process,  short  of  what  we  call 
the  national  security  letter,  to  get  those  types  of  records.  This  ex- 
pands the  area  and  the  types  of  records  within  that  category.  If  we 
have  a  criminal  investigation,  it's  quite  easy.  We  can  proceed  by 
way  subpoena. 

Ms.  Lofgren.  One  of  the  things  that  I  have  an  interest  in  is,  in 
addition  to  the  legal  procedures  that  your  bill  addresses,  to  ade- 
quately investigate  the  role  of  technology  and  the  regulations  of  the 
materials  that  could  be  dangerous.  I  didn't  see  very  much  in  your 
guidelines — perhaps  it  will  be  in  the  bill  when  I  look  at  it — of  pro- 
posals to  regulate  component  parts  of  materials  that  could  be  uti- 
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lized  for  explosives  and  so  forth.  In  San  Jose,  CA,  you  can't  buy  a 
can  of  spray  paint,  because  of  the  graffiti  problem,  without  going 
through  considerable  hoops,  and  certainly  none  of  us  like  graffiti, 
but  it's  not  an  offense  as  serious  as  this. 

What  are  we  doing  to  address  that  issue  in  this  bill?  I  under- 
stand the  bill  is  now  being  passed  out. 

Ms.  GoRELiCK.  The  legislation 

Ms.  LOFGREN.  The  draft. 

Ms.  GORELICK.  The  legislation  would  have  two  provisions  that 
address  your  concerns.  One  would  require  within  1  year  the  inclu- 
sion of  what  are  called  taggants  in  the  standard  explosive  device 
raw  materials,  which  would  permit  the  tracing  of  materials  post- 
explosion.  That's  No.  1. 

No.  2,  it  would  require  the  Bureau  of  Alcohol,  Tobacco  and  Fire- 
arms to  study  and  report  on  the  tagging  of  explosive  materials  for 
the  purposes  of  identification  and  detection;  and,  two,  whether  com- 
mon chemicals  used  to  manufacture  explosives  can  be  used  to 
render  those  explosives  inert;  and,  three,  whether  controls  can  be 
imposed  on  certain  precursor  chemicals  that  are  used  to  manufac- 
ture explosives.  So  we  are  exploring,  to  the  extent  that  our  techno- 
logical know-how  permits,  technological  answers  to  some  of  these 
problems, 

Ms.  LoFGREN.  What  other  technology  issues  have  been  explored 
by  the  Bureau  or  the  Department  in  terms  of  tracing — it  looks  like 
every  time  there's  a  bombing  there's  a  rental  vehicle  involved. 
Have  we  taken  a  look  at  tracking  access  to  rental  trucks?  Have  we 
looked  at  some  of  the  technology  that  is  available?  I  spent  3  weeks 
in  Silicon  Valley  listening  to  people  who  can  track  goods  in  a  man- 
ner that  might  be  useful  and  less  intrusive  than  perhaps  some  of 
the  other  items  here,  that  at  least  do  raise  Bill  of  Rights  questions. 

Ms.  GORELICK.  Well,  we  want  to  work  with  you  in  any  way  we 
can.  If  there  are  good  ideas  that  we  have  not  thought  of  for  enhanc- 
ing our  investigative  capabilities,  consistent  with  the  Bill  of  Rights, 
we  are  absolutely  delighted  to  engage  in  that  colloquy  with  you. 

Ms.  LoFGREN.  Finally,  if  it's  constitutional  to  regulate  the  mili- 
tias, have  you  considered  or  are  you  recommending  regulation  of 
militias  at  a  Federal  level  or  would  that  be  left  to  the  States? 

Ms.  GORELICK.  We  have  no  such  proposal  at  this  time. 

Ms.  LoFGREN.  Why  not? 

Ms.  GORELICK.  I  have  not  been  sufficiently  aware  of  the  regula- 
tion within  the  States  to  make  a  considered  judgment  on  that.  But 
it  is  something  we  will  look  at. 

Mr,  McCoLLUM.  Thank  you,  Ms.  Lofgren. 

Mr.  Bryant. 

Mr.  Bryant  of  Tennessee.  Thank  you,  Mr.  Chairman. 

Before  I  go  too  far  in  my  questioning,  I'd  like  to  quickly  recognize 
three  people,  two  of  whom  will  be  on  a  panel  later,  whom  I  worked 
with  as  U.S.  attorney:  my  former  boss,  the  Attorney  General  of  the 
United  States,  Bill  Barr,  and  his  deputy,  George  Terwilliger,  and 
the  person  who  tells  me  he  ran  the  Justice  Department,  John 
Smitanka,  who  was  the  U.S.  attorney  over  in  Michigan. 

I  have  two  or  three  questions  and  would  appreciate  if  you  can 
answer  these  quickly,  as  fast  as  you  could,  and  give  them  justice. 
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Director  Freeh,  we  have  just  passed  legislation  out  of  the  House 
that  affects  civil  service  or  Federal  retirement,  and  I  was  speaking 
with  some  other  law  enforcement  agents  yesterday  about  the  poten- 
tial impact  that  this  change  on  retirement,  which  would  perhaps 
reduce  benefits,  might  have  on  staffing,  and  they  were  anticipating 
possibly  a  large  number  of  people  retiring  before  that  took  effect. 
Do  you  anticipate  any  such  change — because  I'm  very  concerned 
that  the  FBI  have  all  the  assets  you  need  to  properly  conduct  your 
investigations.  Do  you  anticipate,  though,  as  a  result  of  this  bill,  if 
it  becomes  law,  that  you'll  have  a  mass  exodus  before  this  retire- 
ment change  takes  effect? 

Mr.  Freeh.  It  is  a  very,  very  good  possibility.  We  are  down  ap- 
proximately 400  special  agents  now  in  the  FBI,  although  we're  hir- 
ing more  rapidly  than  before.  DEA  is  down  several  hundred.  But 
we  have  2,000  FBI  agents  currently  eligible  to  retire.  The  change 
in  pension  rights  and  formula  would  motivate  many  of  them — in 
fact,  the  vast  majority  of  them,  I  think — to  seek  early  retirement. 
That,  coupled  upon  the  fact  that  we  are  already  substantially 
down,  could  be  very,  very  devastating. 

Mr.  Bryant  of  Tennessee.  Thank  you. 

Ms.  Gorelick,  I  joined  with  many  viewers  in  watching  television 
after  the  Oklahoma  bombing  and  saw  both  the  President  and  At- 
torney Greneral  Reno  indicate  that  they  were  very  interested  in 
quickly  apprehending  the  people  who  were  at  fault  and  seeing  that 
justice  was  done  and  that  seeking  the  death  penalty  that  would  be 
administered  swiftly.  As  you  know,  this  subcommittee  and  this 
committee  and  this  House  has  passed  recently  legislation  that 
would,  in  fact,  see  that  the  death  penalty  is  carried  out  with  all 
due  process  in  a  prompter  fashion.  Are  the  statements  by  the  Presi- 
dent and  the  Attorney  Greneral  indicative  that  they  will  support  our 
efforts  to  reduce  death  row  inmate  appeals,  the  level,  the  number, 
the  timeliness  of  those? 

Ms.  Gorelick.  You  know  that  the  President  has  indicated  his 
support  for  reform  of  the  habeas  corpus  process  and  for  shortening 
delays  in  that  process.  Our  only  concern  is  that  the  issue  of  habeas 
corpus  not  become  a  political  football  that  derails  the  need  for  any 
terrorism  legislation. 

Mr.  Bryant  of  Tennessee.  Thank  you. 

Director,  back  to  you.  In  terms  of  more  specific  issues  you  talked 
about,  we  haven't  talked  about  encryption  communications.  Do 
your  folks  need  help  there? 

Mr.  Freeh.  We  need  a  lot  of  help  there,  and  we  need  it  very 
quickly.  As  I  said,  we're  working  hard  in  the  administration  to  re- 
solve this  problem,  but  if  not  resolved,  we  won't  have  an  effective 
counterterrorism  strategy,  nor  will  we  have  an  effective 
countercriminal  strategy  in  a  very  short  time. 

Mr.  Bryant  of  Tennessee.  How  can  we  help  you? 

Mr.  Freeh.  I  think  right  now  what  we  need  to  do  is  resolve  with- 
in the  administration  some  issues  and  have  a  consensus  as  to  what 
we  need.  The  question  of  whether  legislation  is  needed  is  a  ques- 
tion which  is  not  resolved  yet,  but  perhaps  down  the  road  there 
will  be  issues  for  the  Congress  to  take  up. 

Mr.  Bryant  of  Tennessee.  In  terms  of  additional  technology  and 
things  that  have  developed  over  the  years,  I  sense  from  talking 
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with  you  in  the  past  that  we're  lagging  behind  the  bad  guys,  things 
like  you've  asked  for  today  pen  registration,  trap-and-trace,  in- 
creases in  the  ability  to  use  that.  What  about  the  technology  on  cel- 
lular phones,  fax  machines,  pagers,  and  things  like  that?  Are  we 
up  to  snuff  in  terms  of  the  law  that  you  folks  need,  particularly  the 
roving  wiretaps  and  things?  I  think  that's  an  issue. 

Mr.  Freeh.  I  think  with  the  response  and  the  support  that  we've 
gotten  from  the  Congress  and  the  President  with  respect  to  the  dig- 
ital bill  and  the  funding,  that  will  put  us  exactly  where  we  need 
to  be  in  the  technology  of  communications  and  court-authorized  ac- 
cess to  those  communications.  The  proposal  also  by  the  President 
now  will  give  us  critical  research  resources  for  locks  and  alarms, 
operational  activities,  the  things  that  we  need  to  be  up  on  techno- 
logically to  keep  up  with  the  bad  guys.  So  I  think  we  are  moving 
very,  very  close  to  the  point  where  I  could  confidently  say  we  have 
all  the  resources  for  the  next  five  years  to  meet  some  of  these  chal- 
lenges. 

Mr.  Bryant  of  Tennessee.  OK.  I  believe  I've  got  just  a  few  more 
seconds.  I'll  yield  back  the  balance  of  my  time. 

Mr.  McCoLLUM.  Thank  you  very  much,  Mr.  Bryant. 

Ms.  Lee. 

Ms.  Jacjcson  Lee.  Mr.  Chairman,  thank  you  very  much. 

First  of  all,  since  we  have  the  Department  of  Justice  here  and 
the  FBI,  let  me  commend  you  and  thank  you  for  the  coordinated 
and  swift  response  to  Oklahoma  City. 

And,  Mr.  Chairman,  if  I  might,  hopefully  not  taking  my  time  out, 
just  to  acknowledge  that  opening  statements  would  be  submitted 
into  the  record? 

Mr.  McCoLLUM.  That  is  very  correct,  Ms.  Lee;  they  will  be  sub- 
mitted for  the  record  and  admitted,  if  you  wish  to  do  so. 

Ms.  Jackson  Lee.  I'd  like  to  do  so.  Thank  you  very  much. 

[The  prepared  statement  of  Ms.  Jackson  Lee  follows:] 
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Prepared  Statement  of  Hon.  Sheila  Jackson  Lee,  a  Representative  in 
Congress  From  the  State  of  Texas 

we  hold  this  hearing  today  with  the  scenes  of  oklahoma  city 
still  fresh  in  our  minds.  i  applaud  president  clinton's  prompt 
response  to  this  tragedy  and  salute  federal  law  enforcement 
officials  as  they  continue  their  investigation.  our  hearts  go  out 
to  the  victims  and  their  families.  this  hearing  is  very  important 
because  we  need  to  let  all  americans,  particularly  the  families  of 
the  victims  in  oklahoma  city,  know  that  we  will  not  tolerate 
terrorism  in  america. 

any  act  of  terrorism  is  a  dastardly  act  that  we  must  strongly 
condemn.  we  must  also  work  to  prevent  future  terrorist  acts, 
however,  as  members  of  congress,  we  must  also  uphold  the 
constitution  of  the  united  states. 

OVER  THE  LAST  FEW  WEEKS,  THE  MASS  MEDIA  HAS  FOCUSED 
CONSIDERABLE  ATTENTION  ON  CERTAIN  MILITIA  GROUPS  WHO  ARE  HEAVILY 
ARMED  AND  ENGAGE  IN  EXTREME  RHETORIC  AGAINST  THE  GOVERNMENT  AND 
AGAINST  CERTAIN  RACIAL,  ETHNIC,  AND  RELIGIOUS  GROUPS.   AS  MEMBERS 
OF  CONGRESS,  WE  MUST  ESTABLISH  LAWS,  WHERE  NECESSARY,  AND  ENCOURAGE 
THE  EXECUTIVE  BRANCH  TO  ENFORCE  LAWS  THAT  PREVENT  THESE  MILITIA 
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GROUPS  AND  SIMILAR  ORGANIZATIONS  FROM  ACTING  UPON  THEIR  BELIEFS  AND 
ENDANGERING  HUMAN  LIVES. 

WHEN  THE  HOUSE  JUDICIARY  COMMITTEE  HELD  A  HEARING  ON 
THE  OMNIBUS  COUNTERTERRORISM  ACT  OF  1995  LAST  MONTH,  I  EXPRESSED 
CONCERN  THAT  WE  CAREFULLY  REVIEW  THIS  BILL  AND  HOLD  ADDITIONAL 
HEARINGS.  IN  THE  WAKE  OF  THE  TRAGEDY  IN  OKLAHOMA  CITY,  PRESIDENT 
CLINTON  IS  REQUESTING  THAT  CONGRESS  APPROVE  TOUGH  COUNTERTERRORISM 
LEGISLATION  AS  QUICKLY  AS  POSSIBLE.  I  HOPE  THAT  WE  WILL  USE  THIS 
HEARING  TO  GATHER  THE  FACTS  REGARDING  DOMESTIC  TERRORISM  INCLUDING 
A  PROFILE  OF  THE  TYPES  OF  GROUPS  THAT  MAY  ENGAGE  IN  TERRORIST  ACTS 
AND  AN  EXAMINATION  OF  THE  PROCEDURES  THAT  FEDERAL  LAW  ENFORCEMENT 
OFFICIALS  HAVE  IMPLEMENTED  TO  CONTROL  DOMESTIC  TERRORISM. 

THIS  HEARING  IS  CRITICALLY  IMPORTANT  BECAUSE  AMERICANS  SHOULD 
NOT  BE  AFRAID  TO  TRAVEL  ON  AN  AIRLINE  OR  WALK  IN  A  FEDERAL  BUILDING 
OR  OTHER  MAJOR  OFFICE  BUILDING  AND  WONDER  WHETHER  THEY  WILL  HARMED. 
THIS  HEARING  IS  ALSO  IMPORTANT  SO  THAT  WE  CAN  INFORM  AMERICANS  THAT 
ITS  FEDERAL  GOVERNMENT  WILL  PROMPTLY  ARREST  AND  APPROPRIATELY 
PUNISH  THE  PERPETRATORS  OF  SUCH  WANTON  VIOLENCE  AND  DESTRUCTION. 

AS  WE  LISTEN  TO  THE  TESTIMONY  TODAY  AND  SUBSEQUENTLY  DEBATE 
THE  EFFECTIVENESS  OF  ANY  PROPOSED  LEGISLATION,  WE  MUST  NOT  UNFAIRLY 
LABEL  OR  STEREOTYPE  CERTAIN  GROUPS.   WE  MUST  ALSO  BE  FIRM  IN  OUR 
SUPPORT  OF  CONSTITUTIONAL  RIGHTS  SUCH  AS  FREEDOM  OF  ASSEMBLY, 
FREEDOM  OF  SPEECH,  FREEDOM  AGAINST  UNREASONABLE  SEARCH  AND  SEIZURE, 
DUE  PROCESS  OF  LAW  AND  THE  RIGHT  OF  PRIVACY.   MOREOVER,  WE  MUST  BE 
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OUTSPOKEN  AGAINST  RACIAL  AND  RELIGIOUS  BIGOTRY  AND  OUTSPOKEN  IN 
FAVOR  OF  TOLERANCE  AND  RESPECT  FOR  ALL  HUMANITY. 

I  HOPE  THAT  THIS  HEARING  WILL  BE  CONDUCTED  IN  THAT  SAME  SPIRIT 
OF  UNITY  THAT  WE  HAVE  WITNESSED  IN  OKLAHOMA  CITY  AMONG  THE 
RESIDENTS,  THE  VOLUNTEERS  AND  THE  LAW  ENFORCEMENT  OFFICIALS.   THE 
PROBLEM  OF  DOMESTIC  TERRORISM  IS  NOT  A  REPUBLICAN  PROBLEM  OR  A 
DEMOCRATIC  PROBLEM.   IT  IS  AN  AMERICAN  PROBLEM  AND  ALL  OF  US 
WORKING  TOGETHER  WILL  FIND  A  SOLUTION  THAT  PREVENTS  SUCH  VIOLENCE 
AND  PRESERVES  THOSE  RIGHTS  THAT  WE  HOLD  SO  DEAR. 

I  APPRECIATE  THE  WITNESSES  AGREEING  TO  TESTIFY  BEFORE  THE 
SUBCOMMITTEE  THIS  MORNING  AND  LOOK  FORWARD  TO  THEIR  TESTIMONY. 


46 

Ms.  Jackson  Lee.  I  do  want  to  and  every  time  I  have  the  oppor- 
tunity to  simply  add  my  sympathies  to  the  Federal  employees,  the 
families,  and  certainly  children  and  adults,  all  victims  in  Oklahoma 
City,  and  to  acknowledge  that  this  hearing  is  extremely  important 
to  all  Americans,  particularly  the  families  of  the  victims  in  Okla- 
homa City.  But  I  think  this  is  a  continuing  response  to  the  Twin 
Towers  incident  in  New  York  and  several  other  incidents  that  have 
gotten  our  attention  over  the  last  couple  of  years. 

My  view  is  that  any  act  of  terrorism  is  a  dastardly  act  that  we 
must  strongly  condemn.  We  must  also  work  to  prevent  future  ter- 
rorist acts.  Dissent,  which  I  think  is  very  important,  is  always  wel- 
come, but  murder  is  not. 

But,  at  the  same  time,  as  you've  heard  some  of  the  discussion 
points  with  my  colleagues,  we  in  Congress  must  also  uphold  the 
Constitution.  And  so  my  questions  will  be  geared  toward  that  bal- 
ance I  hope  that  we  can  strike.  That  was  a  commitment  that  I  have 
made  as  I  have  listened  to  constituents  over  the  past  couple  of 
days. 

Director  Freeh,  I'd  like  to  ask  you — and  I  know  that  your  tenure 
did  not  start  at  that  time,  but  tell  me  how  successful  you  think  CO- 
INTEL-PRO  was  and  what  were  the  pieces  of  CO-INTEL-PRO? 
What  did  it  wind  up  successfully  doing? 

Mr.  Freeh.  I  don't  think  I  could  give  you  either  a  short  or  in- 
formed answer  to  that.  As  you  said,  it  does  predate  my  tenure.  I 
would  really  have  to  do  some  research  to  give  you  an  intelligent  an- 
swer. 

Ms.  Jackson  Lee.  OK.  And  to  think  that  we  are  looking  at,  more 
or  less,  an  intelligence-gathering  legislation,  I  would  like  for  you  to 
provide  that,  your  assessment,  if  you  would  in  writing 

Mr.  Freeh.  Surely. 

Ms.  Jackson  Lee  [continuing].  If  you  don't  feel  comfortable 
about  answering  that  now.  That's  a  very  important  base  for  being 
able  to  respond.  And  CO-INTEL-PRO,  of  course,  was  the  activities 
in  the  sixties  with  many  of  the  civil  rights  groups. 

Deputy  Attorney  General  Gorelick,  if  you  would,  give  me  a  sense 
of  the  meshing  or  coordination  that  would  come  about  with  this 
proposed  center.  The  FBI  Director  gave  us  numbers  that  suggested 
that  most  of  the  thousand  personnel  would  be  in  the  FBI  arena, 
and  in  balancing  the  needs  of  solving  the  kinds  of  problems  we 
have  that  resulted  in  Oklahoma  City,  what  would  generate  the  ac- 
tivity of  this  Center?  Would  they  be  factfinders,  so  that  they  would 
be  on  the  offensive,  or  would  they  be  recipients  of  information, 
meaning  that  they  would  receive  information  and  then,  if  you  will, 
plow  through  it? 

Would  we  have  a  force  that  would  be  seizing  upon  the  American 
public  in  all  of  its  comings  and  goings,  or  how  would  its  business 
be  carried  out? 

Ms.  Gorelick.  Well,  the  purpose  of  the  Center  is  to  bring  to- 
gether the  various  agencies  who  right  now  have  different  roles  and 
missions  with  regard  to  the  question  of  terrorism  in  America.  And 
we  need,  one,  greater  coordination;  two,  to  know  what  each  other 
are  doing  to  make  sure  that  our  investigations  are  informed  by 
what  a  brother  or  sister  agency  knows  and  is  doing.  We  need  to 
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have  a  broader  analytic  capability,  so  that  we  have  background 
against  which  to  see  what  may  seem  like  an  individual  event. 

This  kind  of  coordination  requires  one  entity  to  be  at  the  head 
of  the  table  and  to  make  sure  that  the  mission  is  accomplished,  and 
that's  what  the  concept  behind  the  Center  is. 

Ms.  Jackson  Lee.  Let  me  pursue  that  just  a  little  bit.  What 
would  be  the  possibility — and  I'm  asking  you  to  project — of  out  of 
that  coordination  and  the  intensity  of  their  mission,  the  desire  to 
go  even  beyond  legislation  passed?  I  mean,  they  would  certainly  be 
caught  up  in  their  atmosphere,  that  there  are  terrorists  every- 
where, and  this  is  only  human,  and  so  out  of  that  would  come  the 
desire  that  this  is  not  enough,  or  we  have  just  heard  something's 
going  on  in  the  local  civic  club  or  something.  I'm  looking  for  the  re- 
straint and  I'm  looking  for  the  human  restraint.  Coordination  is 
one  thing.  I  just  can't  imagine  that  a  center  with  1,000  persons 
would  not  have  some  other  fallout  that  we  would  be  sensitive  to  as 
it  relates  to  the  rights  of  Americans. 

Ms.  GoRELiCK.  Let  me  be  clear  that  the  1,000  persons  don't  go 
into  the  center. 

Ms.  Jackson  Lee.  All  right. 

Ms.  Gk)RELlCK.  That's  a  thousand  persons  for  the  entire 
counterterrorism  effort.  That's  No.  1. 

No.  2,  we  do  have  constraints.  We  do  have  guidelines.  And,  in 
fact,  a  lot  of  the  focus  of  this  hearing  and  the  debate  over  the  last 
couple  of  weeks  has  been  about  whether  we  have  been  too  re- 
strained in  the  interpretation  of  our  own  guidance.  I  assure  you  we 
have  no  desire  to  cross  the  line  and  to  investigate  constitutionally- 
protected  activity,  but  constitutionally-protected  activity  cannot 
shield  from  view  activity  which  would  become  a  terrorist  act,  and 
that  is  what  we're  trying  to  do  here  very  carefully. 

What  I  would  like  to  do  to  give  you  the  kind  of  assurance  that 
you  are  looking  for  is  to  come  and  tell  you  exactly  what  changes 
in  the  guidance  that  we  would  give  to  FBI  agents,  so  that  they 
would  know  precisely  what  they  are  allowed  to  do,  so  that  they 
would  not  be  shy  of  the  line  and  they  would  not  cross  the  line.  I 
think  that  we  have  to  make  this  effort  because  we  do  have  a  threat 
that  we  are  trying  to  meet,  but  we  need  to  do  it  in  a  way  that  is 
constitutional  and  that  gives  guidance  and  promotes  and  enhances 
the  rule  of  law  in  our  own  investigations. 

Ms.  Jackson  Lee.  I'd  like  to  take  you  up  on  that  offer.  I  see  my 
time  is  up.  I'd  like  to  make  a  commitment  to  you  to  give  you  the 
tools  that  both  of  you  need  to  ensure  safety  here  in  America  and, 
of  course,  a  coordinated  effort  internationally,  and  take  as  a  basic 
premise  that  we  can  do  it  balancing  the  interests  of  safety  and  se- 
curity and,  of  course,  freedoms.  So  I  will  look  forward  to  your  re- 
sponse. 

Thank  you. 

Mr.  McCoLLUM.  Thank  you,  Ms.  Lee. 

Mr.  Barr. 

Mr.  Bob  Barr.  Thank  you,  Mr.  Chairman. 

I  have  a  few  remarks  to  preface  some  questions,  but  one  real 
quick  question,  Director  Freeh,  right  away  that  follows  on  some- 
thing that  vou  mentioned  at  a  previous  hearing.  Does  the  adminis- 
tration still  have  any  FBI  agents  or  personnel  in  Haiti? 
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Mr.  Freeh.  Yes,  sir,  we  have  a  number  of  them.  Yes. 

Mr.  Bob  Barr.  OK.  For  what  it's  worth,  I  would  urge  that  the 
President  to  direct  you  to  call  them  back  here.  I  think  there  are 
more  pressing  needs  in  this  country  than  in  Haiti. 

I  looked  very  carefully,  Ms.  Grorelick,  at  your  written  remarks 
and  listened  very  carefully  to  your  prefatory  remarks,  and  then 
looked  here  at  a  draft  of  the  administration  bill  that  I've  just  been 
handed  to  try  and  find  some  reference  to  something  that  you  say 
the  President  says  is  important,  but  doesn't  appear  in  any  of  your 
remarks,  and  that  is  the  habeas  and  death  penalty  reform.  Is  it  the 
President's  intention  to  sign  that  legislation  that  would  pass 
through  the  House,  if  it  gets  through  the  Senate  and  it  gets  to  his 
desk,  just  as  quickly  as  possible? 

Ms.  GrORELlCK.  Mr.  Barr,  the  President  has  supported  habeas  re- 
form. What  I  am  trying  to  say  to  you  is  that  he  does  not  want  it 
to  become  a  political  football 

Mr.  Bob  Barr.  It  is  and  we've  already  passed  it  through  the 
House.  It  was  on  a  fast  track.  All  I'm  asking  for — and  it's  not  going 
to  slow  anything  down — is  the  President  committed  sufficiently  to 
that,  as  you  seem  to  be  indicating,  that  he  will  sign  that  legisla- 
tion, if  it  gets  to  him  through  the  Senate? 

Ms.  GORELICK.  I  am  saying  to  you  that  he  is  committed  to  habeas 
reform.  Whether  he  will  sign  that  particular  bill,  I  cannot  tell  you 
at  this  time.  But  my  comment  went  to  the  inclusion  of  habeas  in 
the  terrorism  legislation. 

Mr.  Bob  Barr.  Well,  I  suspect  that  it  might  help  get  it  through 
if  that's  included  in  there,  but  I  think  that — well,  I  tnink  it's  very 
important.  The  House  has  already  moved  on  it.  I  think  that  there 
mav  be  no  greater  deterrent  to  what  happened  3  weeks  ago  in 
Oklahoma  than  to  bring  these  people  to  justice  very  quickly  and  to 
have  the  death  penalty  that  not  only  applies  to  this  case,  which  I 
think  we  already  do,  but  that  could  be  carried  out  very  quickly.  So 
rather  than  slowing  this  down,  I  suspect  that  it  would  probably 
speed  it  up. 

Director  Freeh,  I  listened,  as  I  always  do,  to  your  verv  learned 
remarks,  but  something  does  bother  me  in  the  way  the  administra- 
tion is  presenting  this  whole  thing,  in  the  context  of  we  don't  need 
more  powers;  we  just  need  more  tools.  The  power  is  in  the  tools, 
and  when  we're  talking  about  needing  new  tools  so  that,  as  I  think 
the  Deputy  Attorney  General  said,  tax  protesters  could  be  more 
easily  wiretapped,  to  determine  if  they're  terrorists,  I  have  some 
troubling  questions  here.  And  in  years  past,  certainly,  the  adminis- 
trations. Departments  of  Justice  have  not  been  at  all  shy  in  going 
before  the  U.S.  Supreme  Court  and  arguing  for  very  expansive  in- 
terpretations of  various  Federal  laws  such  as  RICO,  such  as  the 
interstate  commerce  clause. 

My  only  suggestion  would  be  let's  call  a  spade  a  spade.  I  think 
the  administration  is  asking  for  more  power  here,  whether  you 
couch  it  in  terms  of  we  need  more  tools  to  carry  out  laws  or  new 
laws  themselves.  As  a  former  U.S.  attorney,  I  never  was  under  the 
impression  that  we  lacked  for  laws  to  attack  criminal  behavior, 
whether  it's  the  sort  that  we  see  in  Oklahoma,  unfortunately,  or  in- 
dividual acts  of  terrorism  or  murder;  we  certainly  have  the  tools. 
The  questions  and  the  problems  that  I  had  from  time  to  time  as 
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a  U.S.  attorney  was  in  the  bureaucrats  up  here  in  Washington  au- 
thorizing us  and  the  U.S.  attorney's  office  and  the  FBI  to  proceed 
under  the  laws  that  we  already  have.  So  there's  tremendous  power 
in  the  policies  and  procedures  that  administrations  use  to  either 
allow  these  laws  to  be  carried  out  or  to  hold  them  back.  So  we  are 
talking  about  some  very  fundamental  issues  here,  and  I  don't  want 
us  to  slough  over  them  in  any  wav  by  saying  we're  not — that  you 
all  are  not  asking  for  more  powers  because  I  think  we  are. 

I'm  also  a  little  bit  concerned — and,  Director  Freeh,  you  said  in 
response  to  an  earlier  question  that  you  really  couldn't  give  a  good 
explanation,  and  I  was  wondering  if  the  Deputy  Attorney  General 
could,  as  to  if,  in  fact,  as  you've  indicated,  and  as  we  all  know,  the 
problem  of  terrorism  is  not  new — why  is  it  that  it  was  necessary 
today  now  to  seek  all  these  new  positions;  yet,  in  1994  and  in  1995 
it  was  not  only  not  necessary,  but  agents  are  not  being  hired,  even 
though  the  vacancies  are  there,  and  the  administration  apparently 
seemed  to  fight  efforts  by  this  Congress  just  as  recently  as  last 
year  to  give  more  positions?  What  has  changed?  Is  it  just  one  inci- 
dent or  is — or  something  else? 

Ms.  GoRELiCK.  Let  me  speak  to  all  three  of  those  points.  No.  1, 
to  take  your  last  point  first,  the  Attorney  General  has  authorized 
the  Director  to  put  as  much  in  the  way  of  resources  into  the 
antiterrorism  arena  as  he  can,  and  we  have  increased  the  number 
of  people  in  the  antiterrorism  effort.  We  are  trying  to  be  as  com- 
prehensive as  we  possibly  can  in  addressing  this  problem  at  this 
time,  and  we  have  asked  for,  and  the  President  has  agreed  to  give 
us,  additional  resources.  We  think  we  can  use  those  additional  re- 
sources. But  the  Attorney  General  has  never  turned  down  a  re- 
quest for  additional  resources  in  the  antiterrorism  area.  I  want  to 
be  very  clear  about  that. 

Second,  we  are  asking  for  more  power  and  more  tools,  but  we  are 
trying  to  make  it  clear  what  the  difference  is  between  how  some 
of*^our  proposals  have  been  characterized.  It  is  a  very  hard-nosed, 
a  very  strong  bill,  and,  the  reality,  we  are  just  trying  to  make  it 
clear  where  we  are  asking  for  more  power  and  where  we  are  asking 
for  more  tools. 

Finally,  as  one  of  the  bureaucrats  who  sits  in  Washington,  I  don't 
know  what  the  bureaucrats,  my  good  friends  behind  me,  turned 
down  that  you  requested  as  a  U.S.  attorney,  but  I  can  tell  you  in 
the  terrorism  arena  we  have  all  been  reading  off  the  same  page 
and  we  have  not  been  turning  back  any  proposed  effort  to  attack 
terrorism  in  the  United  States. 

Mr.  McCOLLUM.  Thank  you  very  much,  Mr.  Barr.  Your  time  has 
expired. 

Mr.  Watt. 

Mr.  Watt.  Thank  you,  Mr.  Chairman.  And  I  thank  the  witnesses 
for  being  here  today. 

This  Congress  has  been  struggling  with  some  very  difficult  fed- 
eralism issues  in  trying  to  find  some  consistent  philosophies  in  the 
constitutional  context  to  deal  with  that  issue.  I  haven't  had  a 
chance  to  review  the  bill  that  was  just  handed  out,  but  just  as  a 
philosophical  matter,  let  me  explore  with  you,  Director  Freeh,  some 
of  the  comments  that  you  made  at  the  bottom  of  page  4  and  the 
top  of  page  5  of  your  statement,  in  which  you  pointed  out  several 
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different  examples  in  which  the  FBI  would  not  now  have  authority 
to  act. 

One  of  those  is,  if  acting  within  a  single  State,  a  terrorist  organi- 
zation entered  into  a  campaign  of  assassination,  killing  non-Fed- 
eral officials,  leaders,  or  private  interest  groups  and  members  of 
the  general  public,  this  activity  could  fall  entirely  outside  the  Fed- 
eral criminal  jurisdiction.  Then  you  list  two  other  examples  where 
there's  no  Federal  Government  official  involved.  Is  it  your  position 
that  in  any  of  those  examples  the  FBI  ought  to  have  a  role  in  our 
Federal  system? 

Mr.  Freeh.  Yes,  sir,  it  is.  If  we  had  a  terrorist  organization  in 
the  hypothetical  situation  there,  I  not  only  think  there  should  be 
a  Federal  role;  I  think  the  State  and  local  authorities  would  re- 
quest Federal  assistance  in  the  normal  course  of  their  own  duties. 

Mr.  Watt.  Would  it  be  fair  to  say,  then,  that  you  see  some  Fed- 
eral nexus  there,  and  is  that  Federal  nexus  the  last  sentence  in  the 
next  to  the  last  paragraph  on  page  4,  where  you  say,  "Such  activity 
could  easily  be  the  basis  of  a  campaign  to  effect  the  operation  of 
the  U.S.  Government  and  destroy  the  safety  and  confidence  of  the 
American  people?" 

Mr.  Freeh.  Yes,  sir. 

Mr.  Watt.  You  would  think  that  general  language  would  be 
enough  to  bring  the  Federal  law  enforcement  authority  into  what 
has  essentially  been  a  State  responsibility  or  area? 

Mr,  Freeh.  Well,  of  course,  ultimately,  that's  a  question  for  the 
courts,  as  we  just  saw  in  the  Lopez  case.  But  this  would  be  ground- 
ed not  on  a  commerce  clause  authority,  but  on  an  integrity  and  pro- 
tection of  government  theory,  which  I  think  is  clearly  constitutional 
and  there's  a  long  basis  of  jurisdiction  along  those  lines. 

Mr.  Watt.  So  then  would  it  take  under  your  theory  some  con- 
scious conspiracy  to  undermine  the  safety  and  confidence  of  the 
American  public  or  the  operation  of  the  U.S.  Government?  It  seems 
to  me  that  in  each  one  of  these  particular  examples  you  have  listed 
here  there  is  really  no  Federal  connection  whatsoever.  Even  though 
each  of  them  is  conduct  that  we  would  consider  abhorrent,  obvi- 
ously, I  don't  see  the  Federal  connection  in  the  absence  of  some 
group  activity  or  conspiracy  that  meets  this  first  criteria  that  they 
undermine  the  U.S.  Government.  I  mean,  how  does  killing  a  non- 
Federal  employee  undermine  the  U.S.  Government?  I  guess  I'm 
having  a  little  trouble  philosophically  with  how  you  get  the  Federal 
Government  involved  in  that.  Even  though  it's  a  terrible  act,  how 
does  the  Federal  Government  fit  into  that? 

Mr.  Freeh.  Well,  again,  I  think  if  the  terrorist  organization  oper- 
ating within  a  State  decided  to  assassinate  10,000  residents  of  that 
State,  the  impact  of  that  crime  and  the  effect  of  that  upon  not  just 
the  State  and  local  authorities'  ability,  but  the  actual  integrity  of 
the  Federal  Government  to  protect  its  citizens  would  be  directly  at 
issue,  and  I  think  there  would  be  a  strong  constitutional  basis  to 
exercise  authority. 

Mr.  Watt.  Is  that  how  we  got  into  the  schools  and  regulating 
firearms  in  the  schools  that  the  Supreme  Court  just 

Mr.  Freeh.  No.  No,  actually 

Mr.  Watt  [continuing].  Said  was  unconstitutional? 

Mr.  Freeh.  No.  No,  that  was  the  commerce  clause  authority. 
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Mr.  Watt.  So  you're  saying  if  we  had  followed  a  theory  in  Con- 
gress that  that  undermined  the  public  confidence  or  public  safety 
in  some  way,  as  a  general  proposition,  that  would  be  enough  to  get 
us  Federal  jurisdiction? 

Mr.  Freeh.  No,  I'm  not  exactly  saying  that.  I'm  saying  that  your 
constitutional  scholars  will  tell  you  there's  a  number  of  different 
bases  for  Federal  jurisdiction.  One  is  the  spending  clause;  another 
is  the  commerce  clause.  Another  one  is  the  integrity  and  stability 
of  the  Government,  National  Government,  that  protects  and  pro- 
vides services,  including  national  security,  to  its  people.  So  there 
are  many  different  constitutional  bases. 

Mr.  McCoLLUM.  Mr.  Watt,  your  time  has  expired. 

Mr.  Watt.  Thank  you,  Mr.  Chairman. 

Mr.  McCOLLUM.  We're  going  to  have  to  move  on  because  we  do 
have  a  very  short  time  table,  but  one  thing  I  did  not  get  an  answer 
today — and  just  one  that  I  wanted  to  ask  you  about,  Director 
Freeh.  You've  said  in  your  testimony  before,  and  you've  listed  today 
in  what  you've  given  to  us,  that  encryption  capabihties  are  avail- 
able to  criminals  and  terrorists  that  endanger  the  usefulness  of 
court-authorized  wiretaps,  and  so  forth.  You've  made  that  state- 
ment today,  but  you've  also  said  in  this  testimony  we  must  con- 
tinue working  to  address  this  problem. 

Are — do  you  have  a  plan?  Is  there  a  facility?  Is  there  something 
that  is  ongoing  you  can  tell  us  about  or  is  there  something  we  need 
to  do? 

Mr.  Freeh,  Both  the  Deputy  Attorney  General  and  myself  have 
made  a  specific  proposal  to  the  White  House  with  respect  to  how 
we  think  this  issue  ought  to  be  solved  and  how  it  ought  to  be 
solved  quickly  and  decisively.  We're  awaiting  a  response  on  that, 
and  we're  hopeful  of  getting  the  answer  we  think  is  most  efficient. 

Mr.  McCoLLUM.  And  that  would  be  something  that  you  might 
send  up  to  us  or  is  this  something  that  just  will  be  able  to  be  done 
internally,  if  it's  adopted? 

Ms.  GORELICK.  It  is  my  view,  Mr.  Chairman,  that  almost  any  res- 
olution that  we  could  come  up  with  of  this  issue  will  require  some 
legislation. 

Mr.  McCoLLUM.  That's  what  I  was  curious  about. 

Thank  you  very  much.  I  want  to  thank  both  of  you  for  coming 
today.  You've  been  under  a  lot  of  pressure  to  do  the  public  work, 
and  to  spend  the  time  up  here  today  under  the  circumstances  is 
most  appreciated.  Again,  I  want  to  commend  particularly  the  FBI 
and  your  agents  for  all  you've  been  doing  in  Oklahoma  City. 

Mr.  Freeh.  Thank  you. 

Ms.  Gorelick.  Thank  you. 

Mr.  McCoLLUM.  Thank  you  for  coming. 

I  would  like  at  this  point  in  time,  as  our  two  first  witnesses 
leave,  to  introduce  our  next  panel  of  three  witnesses  and  ask  them 
to  come  up  and  take  their  seats.  I'm  sure  the  name  tags  will  be 
put  out  there. 

Our  first  witness  is  William  Barr,  who  served  as  the  77th  Attor- 
ney General  of  the  United  States  from  1991  to  1993.  Prior  to  his 
appointment  as  Attorney  General,  Mr.  Barr  served  as  Deputy  At- 
torney General  and  Assistant  Attorney  General  for  the  Office  of 
Legal  Counsel  in  the  Justice  Department.  The  Assistant  Attorney 
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General  for  the  Office  of  Legal  Counsel  serves  as  the  chief  legal  ad- 
visor to  the  Attorney  General  and  the  Department  of  Justice. 

Mr.  Barr  has  substantial  experience  with  legal  questions  associ- 
ated with  national  security,  terrorism,  and  espionage,  which  is  well 
known  with  regard  to  Panama  and  the  Persian  Gulf  explicitly.  Mr. 
Barr  has  been  a  partner  with  the  D.C.  law  firm  of  Shaw,  Pittman, 
Potts  &  Trowbridge,  and  is  currently  senior  vice  president  and  gen- 
eral counsel  of  the  GTE  Corp. 

Our  second  witness  on  this  panel  is  William  Webster,  former  Di- 
rector of  the  Central  Intelligence  Agency  from  1987  to  1991  and  Di- 
rector of  the  Federal  Bureau  of  Investigation  from  1978  to  1987. 
Judge  Webster  began  his  distinguished  career  in  private  practice  in 
1949.  He  served  2  years  as  the  U.S.  attorney  for  the  Eastern  Dis- 
trict of  Missouri  from  1960  to  1961,  before  he  returned  to  private 
practice.  In  1970,  he  was  appointed  the  judge  of  the  U.S.  District 
Court  for  the  Eastern  District  of  Missouri.  He  was  later  elevated 
to  the  U.S.  Court  of  Appeals  for  the  Eighth  Circuit,  where  he 
served  until  his  appointment  to  the  FBI  in  1978.  He  is  currently 
with  the  law  firm  of  Milbank,  Tweed,  Hadley  &  McCloy. 

Our  third  witness  is  Greorge  Terwilliger,  former  Deputy  Attorney 
General  of  the  United  States.  As  Deputy  Attorney  General,  Mr. 
Terwilliger  is  responsible  for  overseeing  the  operations  of  the  FBI 
and  other  Justice  Department  criminal  investigative  agencies. 
Prior  to  serving  as  Deputy  Attorney  General,  Mr.  Terwilliger  had 
a  distinguished  career  as  a  Federal  prosecutor,  including  service  as 
U.S.  attorney  for  the  State  of  Vermont.  As  U.S.  attorney,  he  pros- 
ecuted the  case  involving  attempted  terrorist  activities  along  the 
Canadian-American  border.  He  is  currently  a  partner  with  the  law 
firm  of  McGuire,  Woods,  Battle  &  Boothe. 

I  want  to  thank  all  of  you  for  coming  today,  all  three  of  you. 

Mr.  CONYERS.  Mr.  Chairman. 

Mr.  McCOLLUM.  Mr.  Conyers. 

Mr.  Conyers.  Just  a  point  of  information:  we've  got  panel  three 
with  four  witnesses  and  we  have  three  distinguished  witnesses  on 
panel  2.  The  time  element  suggests  that  we're  going  to  go  far  be- 
yond 12:15,  and  I  wanted  to  get  some  assurances  that  panel  3  will 
be  able  to  testify  and  be  questioned  as  well. 

Mr.  McCoLLUM.  Well,  you  will  be  assured  that  that  will  occur. 
We  can't  go  far  beyond  12:15,  and  we  may  have  to  reduce  the  ques- 
tioning time  to  maybe  3  minutes  a  person  or  something  of  that  na- 
ture, but  we  will  get  through  and  we'll  be  fair  to  everyoody. 

Mr.  Conyers.  What's  the 

Mr.  McCoLLUM.  This  panel  may  get  reduced  to  2  in  that  regard. 
Let's  see  how  we  go. 

Mr.  Conyers.  Well,  what's  the  12:15  deadline? 

Mr.  McCoLLUM.  Well,  12:30 

Mr.  Conyers.  We're  not  in  session. 

Mr.  McCoLLUM.  Well,  we  can  go  to  12:30  or  so,  but  both  the  Re- 
publicans and  Democrats  have  retreats,  and  we  have  a  group  of  our 
Members  at  least  that  have  to  move  out  at  1  o'clock.  And  so  we 
have  a  little  flexibility,  but  not  a  lot  because  they're  going  by  bus. 

Mr.  Conyers.  Well,  we'll  be  happy  to  carry  on  the  hearing 

Mr.  McCoLLUM.  I  don't  doubt  that  for  a  minute. 

Mr.  Conyers  [continuing].  If  that's  going  to  be  a  problem. 
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Mr.  McCoLLUM.  I  don't  doubt  that  for  a  minute. 

I  want  to  ask  Attorney  General  Barr  if  he  would  proceed.  And 
if  you  could,  because  of  the  time  constraints,  summarize,  it  would 
be  appreciated.  Thank  you.  Mr.  Barr. 

STATEMENT  OF  WILLIAM  P.  BARR,  FORMER  ATTORNEY 
GENERAL,  U.S.  DEPARTMENT  OF  JUSTICE 

Mr.  William  Barr.  Yes,  good  morning,  Mr.  Chairman,  Chairman 
Hyde,  and  distinguished  members  of  the  committee.  It's  an  honor 
for  me  to  have  been  invited  here  to  testify  about  this  critical  topic 
of  terrorism  and  whether  there  are  steps  we  can  take,  or  should  be 
taking,  to  meet  it.  And  it's  a  topic  that  should  enjoy  wide  biparti- 
san support,  in  my  view. 

I'd  like  to  commend  Attorney  General  Reno  and  her  team  and  Di- 
rector Freeh  and  the  FBI  for  the  exceptional  job  that  they're  doing 
in  responding  to  the  Oklahoma  City  bombing.  And  I  was  delighted 
to  open  the  paper  this  morning  and  see  that  that  investigation  is 
being  overseen  by  Larry  Potts  and  that  he  was  just  honored  by 
being  named  the  second  in  command  at  the  Bureau.  There's  no 
finer  person  or  agent  in  the  FBI  than  Larry  Potts,  and  I  applaud 
Attorney  General  Reno  and  Director  Freeh  for  making  that  excel- 
lent appointment. 

I  agree  with  the  prior  panel  that  we  are  going  to  face  a  continu- 
ing, and  perhaps  heightened,  threat  of  terrorism  both  from  foreign 
and  domestic  groups.  I  think  we  have  to  be  careful  not  to  exagger- 
ate the  threat.  It's  unlikely  that  we're  going  to  undergo,  as  far  as 
I  can  see,  a  sudden  wave  of  large-scale  terrorist  attacks,  but  there 
are  clearly  a  number  of  factors  that  have  coalesced  that  I  do  think 
presage  a  persistent  danger  in  this  area,  running  the  gamut  from 
isolated  fanatics  with  crude  pipe  bombs  to  well  organized  groups 
that  are  capable  of  carrying  out  catastrophic  attacks. 

There's  no  doubt  that  American  law  enforciement  has  very  sub- 
stantial capabilities  and  resources  to  deal  with  terrorism  today. 
However,  in  my  view,  these  existing  resources  and,  to  some  extent, 
authorities  are  not  fully  adequate.  I  don't  see  the  need  for  any 
sweeping  changes,  but  I  do  think  that  there  are  some  additional 
reasonable  and  measured  steps  that  can  be  taken  that  will  enhance 
our  capability  to  deal  with  terrorism.  We,  obviously,  can't  promise 
ultimately  absolute  security,  but  we  can  increase  tne  FBI's  ability 
to  detect  and  interdict  terrorist  activity.  And  to  some  extent,  that 
does  have  a  deterrent  effect.  I  know  there  are  some  that  sneer  and 
say,  well,  you  can't  deter  terrorists.  I  don't  think  that's  entirely 
true. 

I  know,  based  on  my  own  experience  at  the  Department,  there 
are  groups  overseas  today  who  up  until  now  have  determined  that 
they  will  not  attempt  to  carry  out  terrorist  activities  in  the  United 
States  because  of  their  perception  of  the  FBI's  vigorous  and  effec- 
tive antiterrorist  program.  And  so  I  think  it's  critical  that  we  keep 
our  guard  up  as  best  we  can  and  constantly  reassess  whether 
there's  more  we  can  be  doing  consistent  with  our  constitutional 
principles  and  free  traditions. 

Before  I  get  into  some  specifics,  I'd  like  to  make  just  a  few 
overarching  points.  The  first  is  there  seems  to  be  this  image,  at 
least  in  some  of  the  media,  suggesting  that  there's  been  a  rush  to 
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judgment  and  overheated  reaction  to  a  specific  event  and  that  we're 
about  to  adopt  sweeping  changes  relating  to  the  investigations  of 
domestic  groups.  That's  not  accurate,  in  my  view. 

I  think  some  of  the  more  substantial  changes  relate  to  inter- 
national terrorism  and  were  proposed  prior  to  Oklahoma  City.  I 
think  most  of  the  proposals  on  the  domestic  front — and  I'll  get  into 
specifics  in  a  moment — are  modest  steps,  largely  involving  re- 
sources, or  filling  obvious  gaps  in  the  law.  For  example,  the  fact 
that  there  might  be  jurisdiction  over  a  bomb  threat  if  it  comes  in 
the  mail  or  on  the  wire,  but  not  otherwise  or  covering  certain  em- 
ployees and  not  others,  or  taking  perfectly  constitutional  and  law- 
ful techniques  that  are  authorized  widely  and  applying  them  to  cer- 
tain other  areas  where  they  can  be  equally  productive. 

Also,  I  don't  think  there's  a  rush  to  judgment  here.  I  think  a  lot 
of  what  is  being  talked  about  has  been  on  the  table  for  quite  a 
while  and  reflects  the  collective  experience  and  judgment  of  both 
Republican  and  Democratic  administrations  at  the  Department  of 
Justice  that  have  had  to  deal  with  these  problems. 

The  second  overarching  point  is  that  none  of  these  changes,  even 
those  to  the  scope  of  authority,  in  my  view,  involve  the  erosion  of 
constitutional  lilberties.  I  think  that  the  core  safeguards  remain 
sacrosanct  under  these  proposals,  and  only  where  there's  probable 
cause  of  criminal  activity  can  the  Government  intrude  into  the  zone 
of  privacy  that's  protected  under  the  fourth  amendment. 

A  third  overarching  point  I  want  to  make  is  that  this  is  some- 
times presented  as  balancing  constitutional  rights  on  the  one  hand 
with  sort  of  physical  security  interests  on  the  other.  I  don't  think 
that's  the  case.  I  think  there  are  constitutional  interests  on  both 
sides,  because  I  think  terrorism,  violence,  and  the  fear  that  it 
spawns  will  also  affect  our  constitutional  liberties.  If  a  local  law  en- 
forcement officer  is  intimidated  from  going  to  investigate  a  group 
that  is  advocating  violence  and  practicing  bombing,  and  so  forth, 
because  he's  intimidated,  that's  a  diminution  of  our  constitutional 
liberties.  And  if  the  minorities  in  a  particular  community  are  in- 
timidated, told  that  when  we  take  over,  you're  going  to  be  the  first 
to  go,  and  they  start  doubting  the  ability  and  the  will  of  govern- 
ment to  come  in  there  and  deal  with  organized  armed  groups  that 
may  be  trying  to  intimidate  people  like  that,  again  through  vio- 
lence, that  s  a  diminution  in  liberty  as  well. 

The  last  overarching  point  I  want  to  make  is  that,  to  the  extent 
delicate  judgments  are  required — and  make  no  mistake  about  it, 
judgments  are  required  in  this  area,  I  have  worked  very  closely 
with  the  FBI  and  the  personnel  at  the  Department  of  Justice,  and 
I  have  the  utmost  confidence  that  law  enforcement  agencies  today 
will  carry  out  these  responsibilities  with  integrity  and  with  sen- 
sitivity for  constitutional  liberties.  I  think  the  leadership  and  the 
rank  and  file  are  men  and  women  who  are  deeply  dedicated  and 
committed  to  our  Constitution  and  to  protecting  and  serving  the 
citizens  of  this  country,  and  they  have  no  desire,  as  the  previous 
panel  said,  to  harass  or  to  intrude  into  the  private  affairs  of  law- 
abiding  and  nonviolent  political  groups. 

I  think,  in  fact,  that  the  wiretap  experience,  the  statistics  on  the 
wiretap,  and  also  the  self-restraint  exercised  by  the  Bureau  under 
the  Attorney  General's  guidelines  show  that  that  as  an  institution, 
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the  Bureau  and  the  other  law  enforcement  agencies  can  be  trusted. 
Does  that  mean  we  don't  need  safeguards  at  all?  No,  we  do  need 
safeguards,  but  what  it  does  mean,  I  think,  is  that  the  palpable 
threat  today  is  not  the  threat  of  a  renegade  FBI;  the  real  threat 
today,  in  my  view,  is  the  emergence  of  violent  groups  that  think 
they  can  operate  outside  the  law  and  believe  that  the  Government 
has  no  legitimacy. 

Now  let  me  turn  very  briefly  to  addressing  some  specific  issues. 
Prior  to  Oklahoma  City,  the  administration  proposed  the 
antiterrorism  legislation.  Some  of  their  proposals  were  drawn  from 
legislation  that  we  introduced  in  the  Bush  administration.  Some  of 
them  are  embodied  in  Senator  Dole  and  Hatch's  bill,  and  I  believe 
that  some  of  them  are  under  consideration  in  the  bill  that  Chair- 
man Hyde  discussed.  Most  of  these  measures,  the  pre-Oklahoma 
City  measures,  deal  with  international  terrorism,  and  I  believe  that 
they're  important;  they  should  be  adopted.  We  clearly  need  a  broad 
basis,  a  comprehensive  basis  for  dealing  and  establishing  Federal 
jurisdiction  for  international  terrorism,  and  we  do  have  to  include 
terrorism  offenses  as  a  RICO  and  a  money-laundering  predicate. 

The  provision  that  has  drawn  the  most  fire  is  the  special  court 
for  removing  alien  terrorists.  And  I  think,  as  the  administration 
rightly  points  out,  that  is  there  to  deal  with  the  Hobson's  choice 
where  we  have  clear  evidence  that  a  particular  alien  in  the  country 
is  a  dangetous  terrorist  and,  yet,  we  are  relying  on  information 
that  we  cannot  disclose  without  creating  equal  danger  to  the  Amer- 
ican people  and  disclosing  sources  that  we  may  need  to  continue  to 
monitor  these  terrorist  groups.  And  this,  I  think,  is  a  very  balanced 
and  reasonable  way  of  dealing  with  that  Hobson's  choice. 

Now  since  Oklahoma,  there's  been  some  additional  proposals  put 
on  the  table.  I've  seen  the  administration's  factsheet.  I  have  not 
had  a  chance  to  review  their  language.  I've  seen  some  of  these  pro- 
visions in  Senator  Dole's  and  Hatch's  bill.  And  I  think,  by  and 
large,  as  a  concept,  these  are  sound  and  much  needed.  Now  some 
of  them  do  just  deal  with  resources  and  organizational  issues,  and 
I'd  like  to  just  discuss  those  briefly. 

A  thousand  new  agents,  I  think  this  is  critical.  I  believe  the  FBI 
has  been  grossly  shortchanged  in  terms  of  resources,  and  I  think 
we  should  well  to  just  review  what's  going  on  here.  I  know  while 
I  was  at  the  Department  of  Justice  we  constantly  fought  for  addi- 
tional resources,  and  we  were  able  to  get  some  additional  resources 
for  the  Department  of  Justice  out  of  the  appropriations  process,  no- 
where what  we  thought  we  needed,  but  still  at  least  some  in- 
creases. 

I  think  for  the  first  2  years  of  this  administration  there  were  cut- 
backs in  the  FBI,  and,  in  fact,  last  Congress  it  was  a  bipartisan 
group  of  Congressmen  and  Senators  that  intervened  to  increase  the 
number  of  agents  and  resources  going  to  the  FBI  over  the  objec- 
tions of  the  administration.  And  up  until  the  bombing  in  Oklahoma 
City,  the  FBI  was  slated  this  year  for  cutbacks,  not  increases,  and 
then  after  the  bombing  we  now  have  a  proposal  for  a  thousand  new 
agents. 

I  say  this  only  for  this  purpose:  I  think  it's  time  to  have  a  sus- 
tained commitment  to  giving  the  FBI  the  resources  they  need  to  do 
their  job  and  not  just  react  to  specific  circumstances.  And  if  you 
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look  over  the  past  10  years,  you  will  see  the  kinds  of  statutes  and 
all  the  legal  obligations  of  the  FBI  have  skyrocketed,  and  their 
agent  force  has  stayed  relatively  level.  And  it's  time  to  take  a  seri- 
ous look  at  the  resources  and  the  expectations  that  we  have  for  the 
FBI.  I  think  we  do  need  these  1,000  agents  at  a  minimum. 

The  Center,  I  think  there's  a  dire  need  to  coordinate 
counterterrorism  activities  and  to  fuse  intelligence,  but  I  think  my 
concern  with  the  Center  is  it's  dancing  around  two  important  is- 
sues. It's  not  really  coming  to  grips  with  two  issues. 

The  first  issue  is  someone  clearly  has  to  be  in  charge.  They  have 
to  be  in  charge  of  the  overall  counteranti terrorist  program,  and 
someone  clearly  has  to  be  in  charge  of  the  investigations.  And  prob- 
lems happen,  and  to  the  extent  there  are  mistakes  made,  it's  usu- 
ally because  no  one's  in  charge.  And,  in  my  view,  the  Attorney  Gen- 
eral and  the  FBI  have  to  be  given  a  clear  mandate  to  coordinate 
the  overall  program  and  to  run  specific  investigations,  and  that  has 
to  be  a  clear  directive.  When  I  hear  talk  about  someone's  going  to 
be  at  the  head  of  the  table  and  there's  going  to  be  a  partnership, 
and  so  forth,  that  is  bureaucratic  talk  for  a  bureaucratic  nightmare 
and  a  lack  of  coordination,  in  my  view. 

The  second  issue  it  dances  around  is  whether  you  really  do  need 
a  separate  domestic  and  foreign  center.  I  think  that  there's  a 
strong  case  to  be  made  that  you  need  one  Terrorist  Center, 
Counterterrorist  Center,  and  the  FBI  is  the  logical  agency  to  be  in 
that  position  because  it  is  the  only  agency  that  has  the  responsibil- 
ity for  investigating  both  domestic  and  foreign.  It  has  the  crosswalk 
between  using  foreign  intelligence  and  domestic  intelligence  in  de- 
termining— and  it's  very  sensitive  judgments  that  have  to  be  made 
here — when  it's  appropriate  to  transfer  some  intelligence  from  one 
side  of  the  house  to  the  other.  They're  the  only  agency  in  govern- 
ment that  can  do  that,  and  I'd  be  interested  in  Director  Webster's 
views  on  this  because  I  think  he's  been  in  both  the  Bureau  and  the 
CIA  and  would  have  the  best  perspective,  but  I  think  it  deserves 
some  discussion. 

I  think  that  digital  telephony  is  absolutely  critical.  I  now  work 
for  GTE,  and,  therefore,  obviously,  our  company  has  a  financial  in- 
terest in  this,  but  these  are  views  I  had  when  I  was  still  Attorney 
General  and  I  didn't  know  the  election  results.  And  that  is,  we 
really  have  to  deal  with  the  issue  of  digital  telephony,  make  the  in- 
vestment for  the  FBI. 

And  I  think  encryption  is  absolutely  critical  as  well.  My  views  on 
that  were  clear  before  I  left  office,  and  I'm  glad  to  hear  tne  respon- 
siveness to  Director  Freeh's  views  on  the  encryption  problem.  We 
have  to  come  to  grips  with  it. 

This  raises  an  issue  that  is  not  being  addressed  in  the  legislation 
that  I  think  this  committee  should  look  at,  and  that's  something 
that  you  raised,  Congresswoman  Lofgren,  and  that  is  the  whole 
issue  of  technology.  There's  a  lot  to  be  gained  here.  There  are  a  lot 
of  things,  advantages,  that  technology  can  now  bring  us,  biometric 
measurements,  enhancing  our  ability  to  trace  forensic — to  handle 
forensic  evidence,  and  so  forth,  bomb-sniffing  devices,  screening  of 
luggage  on  aircraft.  There's  no  coordination  of  this  law  enforcement 
technology  in  the  executive  branch  of  government,  and  there's  du- 
plication going  on.  There's  turf  fighting  going  on.  There's  no  overall 
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strategy,  and  there  are  no  resources  really  being  committed  to  it 
that  should  be.  And,  in  my  view,  this  committee  could  really  ad- 
vance the  ball  by  encouraging  a  process  whereby  the  FBI,  or  par- 
ticularly the  Attorney  General,  would  be  able  to  convene  a  council 
to  ensure  that  this  is  being  adequately  handled. 

There's  talk  in  the  administration's  proposal  of  a  Presidential  de- 
cision directive  from  the  National  Security  Council.  It's  very  vague 
as  to  what  it's  going  to  do.  I  would  encourage  this  committee  to 
look  very  carefully  at  any  PDD  that  comes  out  on  terrorism,  both 
domestic  and  foreign  terrorism.  I  was  blessed  to  be  able  to  deal 
with  Brent  Scowcroft  and  Bob  Gates,  who  recognized  really  the 
paramount  role  of  the  Justice  Department  when  it  came  to  inves- 
tigating these  things,  but  I  think  if  my  experience  in  government 
is  any  indication,  when  you  throw  this  process  into  the  NSC,  you'll 
start  getting  the  State  Department,  the  CIA,  the  NSC  staff,  the 
Treasury  Department.  Everyone  wants  a  piece  of  the  action,  and 
you  may  end  up  with  a  situation  where,  again,  you  don't  have  any- 
one in  charge. 

And,  remember,  when  there's  an  incident  overseas,  the  FBI  is 
the  investigative  agency.  They  may  not  be  the  responding  team, 
but  they  do  investigate  the  incident  and  they  are  both  the  respond- 
ing team  and  the  investigator  in  the  United  States,  and  they  have 
to  play  a  central  role.  Ajid  I  have  had  experience  with  the  State 
Department  and  other  agencies  coming  in  and  trying  to  crowd  it 
out,  and  usually  those  situations  have  ended  up  to  no  good. 

On  the  new  authority,  let  me  just  say  there  are  proposals  for  new 
authority.  I  believe  you  do  have  to  expand  the  list  of  crimes  that 
you  can  use  electronic  surveillance  for.  We're  not  talking  about 
changing  constitutional  standards.  Probable  cause — probable 
cause — that  a  felony  is  being  committed,  that  is  the  constitutional 
standard.  We're  adhering  to  that,  but  I  do  think  that  we  constantly 
have  to  look  at  what  kinds  of  crimes  should  warrant,  not  as  a  con- 
stitutional or  legal  sense,  but  really  as  a  prudential  matter,  using 
this  technique.  And  I  do  think  we  have  to  expand  the  list,  and  I 
think  that's  in  the  Republican  version  in  the  Senate  and  I  think 
the  administration's  version  as  well. 

There's  something  called  roving  wiretaps.  It  sounds  very  sinister. 
It's  actually  very  sensible  and  necessary.  In  the  old  days  a  wiretap 
was  targeted  at  a  phone,  a  specific  phone,  and  what  this  says  is 
you  really  have  to  target  the  wiretap  at  a  person  because  a  person 
now  uses  a  lot  of  different  phones,  including  groups  that  use  seria- 
tim wireless  phones.  And  that  makes  a  lot  of  sense,  even  constitu- 
tionally, because  the  right  of  privacy  is  the  individual's  right  of  pri- 
vacy; it's  not  an  inanimate  object's  right  of  privacy.  So  I  think  it's 
a  very  sensible  approach  and  should  not  cause  alarm. 

Posse  comitatus,  I  think  it's  an  interesting  question  that  you 
raise.  Congressman  Schiff,  as  to  whether  we  really  need  the  lan- 
guage and  whether  there's  ample  authority  now.  My  suspicion  is 
that  the  Defense  Department  will  insist  on  some  clarification,  that 
they  will  be  very  conservative  and  defensive  in  this  area,  and, 
therefore,  you  have  to  make  it  clear  to  the  military  that  they  can 
do  certain  things  before  they  will  do  it. 

Finally,  let  me  just  say  something  on  the  Attorney  Greneral's 
guidelines.  I  think  these  guidelines  have  served  us  well.  They  pro- 
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vide  standards  and  safeguards  for  domestic  investigations.  I  don't 
think  the  case  has  been  made  for  any  substantial  change  to  these 
guidehnes,  and  I  don't  think  anyone  has  proposed  it.  I  think  there 
are  areas  where  subjective  judgments  have  to  be  made.  There  are 
inherently  some  gray  lines  there,  and  I  think  it's  important  that  we 
back  the  FBI  and  make  our  backing  clear  to  the  agents  in  the  field, 
that  we  now  expect  them  to  do  certain  things,  and  that  goes  for 
backing  from  the  Justice  Department  as  well.  I  think  it  can  be 
more  broadly  interpreted,  but  we  must  back  those  agents. 

As  far  as  the  core  requirement,  the  core  requirement  is  in  those 
guidelines  that  you  need  to  have  criminal  predication,  a  reasonable 
indication  of  criminal  activity,  to  conduct  a  full-blown  investigation. 
No  suggestion  of  a  change  there.  I  don't  think  one  is  warranted. 

Where  you  start  getting  into  some  gray  zones — and  I  know 
George  Terwilliger  has  some  thoughts  on  this — it's  in  the  prelimi- 
nary inquiry  area,  and  there  I  think  we  may  not  need  any  changes, 
but,  on  the  other  hand,  there  are  very  tight  time  tables.  There's 
some  cumbersome  procedures.  There  are  things  built  into  the 
guidelines  which  sort  of  could  trigger  some  premature  terminations 
of  preliminary  inquiries.  And  I  think  that  there  may  be  some  need 
for  some  changes  on  the  margin,  but  I  think  that  these  can  be 
worked  out  by  the  Department  and  the  FBI,  but  I  would  encourage 
this  committee  to  review  those  very  carefully. 

I  just  want  to  make  one  final  point  in  closing,  and  that  is,  more 
than  anything  else  we  can  do  with  terrorism  in  this  country  and, 
more  important  than  anything  in  this  legislation,  is  that  we  can  all 
maintain  the  clarity  of  a  fundamental  principle,  a  fundamental  line 
that  we  have  in  our  society,  and  that  line  is  where  dissent  crosses 
over  to  the  use  of  violence.  We  cannot  countenance — we  cannot 
countenance — any  blurring  of  that  line. 

One  of  the  reasons  Martin  Luther  King  is  a  genuine  hero  in  this 
country,  and  there  are  many,  but  one  of  them  is  because  he  dedi- 
cated his  life  to  the  proposition  that,  no  matter  what  the  cause, 
there's  never  a  justification  to  have  a  recourse  to  violence.  It's  be- 
yond the  pale. 

And  that's  why  it's  OK  to  have  robust  political  debate  in  this 
country.  That's  why  we  don't  have  to  worry  so  much  about  the 
robustness  of  our  debate,  because  there  is  that  ground  rule  that  we 
don't  cross  that  line.  And  we  can't  permit  the  fuzzing  of  that  line, 
and  we  can't  permit  people  to  fly  air  cover  for  people  who  try  to 
fuzz  up  that  line.  And  when  people  take  the  position  that  they're 
in  an  armed  hostility  with  the  Federal  Government,  that  crosses 
the  line,  and  we  can't  allow  this  notion  that  violence  is  OK  when 
it's  couched  as  self-defense  against  the  Government.  When  law  en- 
forcement agents  execute  arrests,  when  they  serve  warrants,  when 
they  conduct  searches  pursuant  to  judicial  warrant,  it  is  the  duty 
of  a  citizen  to  peaceably  submit  to  that  law  officer  and  raise  any 
legal  claims  they  have  later  in  a  court  of  law,  and  there's  no  right 
to  shoot  at  a  Federal  law  enforcement  officer  or  any  police  officer. 

And  the  effort  to  demonize  law  enforcement,  to  equate  them  to 
storm  troopers,  and  to  suggest  that  they  do  not  act  for  legitimate 
government  is  very  pernicious  because  it  blurs  that  line  of  no  vio- 
lence in  our  political  process.  So  I  categorically  reject  it,  and  I 
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think  that  every  official  should  categorically  reject  it,  and  that's  the 
best  thing  we  can  do  to  combat  terrorism  in  our  society. 

Thank  you. 

Mr.  McCoLLUM.  Thank  you,  Mr.  Barr. 

Judge  Webster. 

STATEMENT  OF  WILLIAM  H.  WEBSTER,  FORMER  DIRECTOR, 
FEDERAL  BUREAU  OF  INVESTIGATION,  AND  FORMER  DIREC- 
TOR, CENTRAL  INTELLIGENCE  AGENCY 

Mr.  Webster.  Thank  you  very  much,  Mr.  Chairman. 

Am  I  on  here  [referring  to  the  microphone]? 

Mr.  McCoLLUM.  You  weren't.  I'm  not  sure  if  you  are  now  or  not. 
Now  you're  on. 

Mr.  Webster.  Now  I'm  on.  Thank  you. 

I  appreciate  very  much  the  opportunity  to  appear  before  this 
committee  to  talk  about  domestic  terrorism.  I  have  filed  with  the 
committee  as  my  formal  statement  an  article  that  I  wrote  last  week 
which  was  widely  distributed  through  the  Los  Angeles  Times  syn- 
dicate, and  it  represents  both  my  perspectives  on  events  which  oc- 
curred during  my  almost  14  consecutive  years  as  Director  of  the 
FBI  and  then  Director  of  Central  Intelligence,  and  my  views  on  im- 
proving our  capabilities  while  preserving  the  ordered  liberty  that 
has  been  the  hallmark  of  our  Republic.  And  I'll  briefly  summarize 
those  here. 

But  as  a  Lincoln  buff,  I  can't  help  but  recall  that  130  years  ago, 
at  almost  this  time,  the  President  of  the  United  States  was  assas- 
sinated and  a  number  of  his  Cabinet  officers  were  targeted  for  as- 
sassination or  kidnapping.  I  made  a  study  of  the  investigation  that 
followed  and  contrasted  it,  which  I  will  not  subject  you  to  this 
morning,  to  the  methodology  that  is  now  used  under  the  Presi- 
dential assassination  statute  which  you  gave  us  some  years  ago 
and  which  was  used  at  the  time  that  President  Reagan  was  shot. 

Over  2,000  people  were  arrested,  Mr.  Chairman,  all  of  the  cast 
of  "My  American  Cousin."  In  fact,  the  writ  of  habeas  corpus  has 
been  suspended  during  that  time.  At  that  time  they  did  not  have 
fingerprints;  they  did  not  have  electronic  surveillance;  they  did  not 
have  a  modem  forensic  laboratory,  no  DNA.  Many  of  the  modem 
tools  that  we  use  as  professionals  have  kept  apace  of  what  the  Su- 
preme Court  calls  emerging  standards  of  decency  or  increasing  re- 
quirements for  the  protection  of  individual  liberties,  and  I  think  it 
should  continue  in  that  path. 

Terrorism  takes  many  forms  and  it  changes  its  methods,  and  we 
should  keep  that  in  mind  as  well.  The  methods  that  you  authorize 
our  law  enforcement  agencies  to  use  have  a  good  deal  to  do  with 
how  effective  they  can  be  in  dealing  with  a  problem  and  maintain- 
ing the  confidence  of  the  American  people  that  they  are,  in  fact, 
able  to  protect  them  and  at  the  same  time  respect  their  constitu- 
tional freedoms. 

Returning  now  to  the  state  of  terrorism,  I  think,  Mr.  Chairman, 
our  citizens  now  understand,  by  watching  the  media  and  reading 
the  press,  how  much  damage  can  be  done  by  a  few  violent  people 
determined  to  make  a  political  statement.  Effective  law  enforce- 
ment has  kept  the  number  of  terrorist  events  low  over  the  years. 
When  I  came  to  the  Bureau  in  1978,  we  were  experiencing  100  a 
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year  of  different  levels  of  intensity.  By  the  time  I  left  in  1987,  we 
had  reduced  those  numbers  to  four  or  five.  Last  year,  I  understand, 
there  were  no  terrorist  incidents  in  this  country. 

Nevertheless,  we  have  seen  the  damage  and  the  injury  escalate 
sharply  in  New  York  City  and  in  Oklahoma  City,  and  we  have  to 
contend  with  that.  The  greatest  success  is  in  preventing  the  bomb 
from  going  off  in  the  first  place.  The  next  best  alternative  is  to  con- 
duct swift,  effective  investigations  to  apprehend  terrorists  before 
they  can  repeat  their  crimes.  For  the  first,  we  require  the  best  in- 
telligence we  can  have.  For  the  second,  we  need  to  facilitate  inves- 
tigations through  new  and  improved  forensic  techniques  and  great- 
er access  to  information  that  will  help  investigators  develop  leads, 
identify  suspects,  and  support  criminal  prosecution,  as  well  as  a 
structure  to  coordinate  the  work  and  information  of  many  agencies. 

Time  is  crucial  in  dealing  with  terrorists.  Clearly,  there  must  be 
one  already-designated  lead  agency  with  clear  authority  to  act,  co- 
ordinate, and  direct  the  necessary  resources.  A  model  for  that  is  in 
the  Presidential  assassination  statute. 

We  do  have  a  good  record.  Our  Attorney  General  guidelines  can 
from  time  to  time  be  adjusted  and  have  that  flexibility  without  leg- 
islative change,  and  they  can  be  improved  to  meet  changing  cir- 
cumstances. In  my  view,  this  does  not  require  legislation.  I  really 
doubt  that  legislation  with  respect  to  operations  is  wise  for  it  lacks 
that  flexibility. 

But  to  the  extent  that  current  laws  may  unreasonably  impede 
the  investigators,  or  if  new  legislation  is  required  to  protect  inves- 
tigative tecnniques  from  being  lost  through  technological  develop- 
ments, I  favor  corrective  legislation.  This  includes,  for  example,  the 
question  of  access  to  digital  telecommunications  and  the  hope  that 
you  will  help  the  FBI  solve  the  problem  of  dealing  with  crypto  com- 
munications. I  think  the  answers  are  there.  They  require  coopera- 
tion from  the  private  sector,  but  I  certainly  supported  the  legisla- 
tion that  you  gave  us  last  year  to  require  that  the  telecommuni- 
cations companies  provide  a  window  for  court-authorized  electronic 
surveillance,  even  when  it's  on  digital  because  the  law  enforcement 
agencies  currently  do  not  have  the  current  technical  capability  to 
make  that  connection  without  the  window.  Nothing  changed  in 
terms  of  human  liberties.  The  same  requirements  for  probable 
cause  and  a  court  order  are  still  there,  but  it  was  a  recognition  that 
we  were  not  physically  or  technically  able  to  keep  up  with  some  of 
the  technology  that  was  there  without  some  legislative  help,  and 
I'm  grateful  mat  you  provided  it. 

I  urge  you  to  analyze  carefully  the  real  needs  of  law  enforcement 
and  to  support  them  fully.  I'd  also  urge  you  to  do  that  in  relation 
to  the  threat  as  we  know  it  and  not  engage  in  repressive  measures 
in  reaction  to  the  anger,  hurt,  and  anxiety  that  followed  in  the 
wake  of  Oklahoma  City.  That  is  the  ultimate  goal  of  the  terrorist: 
to  cause  the  Government  to  react  severely  and  undermine  popular 
confidence  in  the  Government,  and  it  must  not  happen  here. 

You  may  recall  the  words  of  Margaret  Chase  Smith  spoken  on 
the  floor  of  the  Senate  during  the  ofark  period  in  the  sixties  and 
the  early  seventies  when  she  said  that,  given  a  choice  between  re- 
pression and  anarchy,  the  American  people  would  reluctantly 
choose  repression.  We  don't  want  that  choice.  The  answer  is  to 
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equip  our  law  enforcement  agencies  with  the  ability  to  lawfully 
carry  out  their  responsibilities  and  protect  the  American  people. 
And  if  you  reinforce  the  tools,  I  can  guarantee  that  the  law  enforce- 
ment community  will  do  the  work  that  the  American  people  expect 
of  them  in  the  way  that  the  Constitution  intends  and  requires. 

Thank  you,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Webster  follows:] 

Prepared  Statement  of  William  H.  Webber,  Former  Director,  Federal 
Bureau  of  Investigation,  and  Former  Director,  Central  Intelligence  Agency 

I  appreciate  very  much  the  opportunity  to  appear  before  this  Subcommittee  to  dis- 
cuss domestic  terrorism.  Due  to  my  own  time  constraints  I  seek  your  indulgence  to 
offer  in  lieu  of  a  formal  statement  a  reprint  of  an  article  that  I  wrote  last  week  and 
which  was  widely  distributed  through  Los  Angeles  Times  syndicate.  It  represents 
both  my  perspectives  on  events  which  occurred  during  my  almo.st  fourteen  years  as 
Director  of  the  FBI  and  then  Director  of  Central  Intelligence  and  my  views  on  im- 
proving our  capabilities  while  preserving  the  Ordered  Liberty  that  has  been  the 
hallmarii  of  our  republic. 

In  brief,  Mr.  Chairman,  our  citizens  now  understand  how  much  damage  can  be 
done  by  a  few  violent  people  determined  to  make  a  political  statement. 

Effective  law  enforcement  has  kept  the  numbers  of  terrorist  incidents  low,  but  we 
have  seen  the  damage  and  injury  escalate  sharply  in  New  York  and  Oklahoma  City. 
The  greatest  success  is  in  preventing  the  bomb  from  going  off  in  the  first  place.  The 
next  oest  alternative  is  to  conduct  swifl,  effective  investigations  to  apprehend  terror- 
ists before  they  can  repeat  their  crimes.  For  the  first,  we  require  the  best  intel- 
ligence we  can  have.  For  the  second,  we  need  to  facilitate  investigations  through 
new  and  improved  forensic  techniques  and  greater  access  to  information  that  will 
help  investigators  develop  leads,  identify  suspects  and  support  criminal  prosecution, 
as  well  as  a  structure  to  coordinate  the  work  and  information  of  many  agencies. 

Time  is  crucial  in  dealing  with  terrorists.  Clearly,  there  must  be  one  already  des- 
ignated lead  agency  with  clear  authority  to  act,  coordinate  and  direct  the  necessary 
resources. 

We  have  a  good  record.  Our  Attorney  General  Guidelines  can  be  adjusted  and  im- 
proved from  time  to  time  to  meet  changing  circumstances.  This  does  not  require  leg- 
islation. I  doubt  that  legislation  with  respect  to  operations  is  wise,  but  to  the  extent 
that  current  laws  may  unreasonably  impede  the  investigators  or  if  new  legislation 
is  required  to  protect  investigative  techniques  from  being  lost  through  technological 
developments,  1  favor  corrective  legislation. 

I  urge  you  to  analyze  carefully  the  real  needs  of  law  enforcement  and  support 
them  mlly.  I  would  also  urge  you  to  do  so  in  relation  to  the  threat  as  we  know  it 
and  not  engage  in  repressive  measures  in  reaction  to  the  anger,  hurt  and  anxiety 
that  followed  in  the  wake  of  Oklahoma  City.  That  is  the  ultimate  goal  of  the  terror- 
ist and  it  must  not  happen  here. 

If  you  will  reinforce  tne  tools,  law  enforcement  will  do  the  work  the  American  peo- 
ple expect  in  the  way  the  Constitution  intends  and  requires. 
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Mr.  McCoLLUM.  Thank  you  very  much,  Judge  Webster. 
Mr.  Terwilliger. 

STATEMENT  OF  GEORGE  J.  TERWILLIGER  DI,  FORMER 
DEPUTY  ATTORNEY  GENERAL,  DEPARTMENT  OF  JUSTICE 

Mr.  Terwilliger.  Thank  you.  Thank  you,  Mr.  Chairman.  Thank 
you  for  inviting  me  to  appear.  It's  particularly  a  pleasure  to  be  here 
in  the  distinguished  company  my  friend  and  colleague,  Bill  Barr, 
and,  of  course.  Judge  Webster. 

It's  also  a  pleasure  to  be  here  in  front  of  the  committee  with  Mr. 
Bryant  and  Mr.  Barr.  There  are  many  distinguished  backgrounds 
among  the  members  of  this  committee,  but  I  think  it  is  especially 
useful  to  the  Subcommittee  on  Crime  to  have  two  former  U.S.  at- 
torneys sitting  as  members  of  the  committee,  and  I  hope  that  my 
perspective  wul  be  useful  in  this  hearing,  as  perhaps  theirs  is  gen- 
erally. 

I  did  have  the  honor  of  serving  at  both  the  very  lowest  levels  of 
the  Department  of  Justice — my  first  job  was  as  a  law  clerk,  in 
fact — and  serving  at  very  high  levels  as  the  Deputy  Attorney  Gen- 
eral with  a  lot  of  stops  in  between.  I  have  been  involved  in  the  ter- 
rorism issue  fi-om  a  number  of  different  perspectives  in  the  Justice 
Department,  and,  obviously,  now  as  a  citizen. 

It  is  a  common  and  tragic  element  of  all  terrorist  acts  that  there 
is  injury  and  death  to  innocent  people.  The  death  of  the  innocent 
people  at  Oklahoma  City  has  clearly  cast  a  pall  of  vulnerability 
over  our  country,  and  that  these  acts  occur  in  the  broader  context 
of  a  current  and  very  keen  national  concern  with  unacceptable  lev- 
els of  violence  in  our  society  seems  to  me  to  only  exacerbate  this 
sense  of  vulnerability. 

Nonetheless,  I  think  we  can  be  very  proud  of  how  our  citizens 
have  responded  to  these  acts  of  criminal  violence  and  terrorism, 
such  as  what  occurred  in  Oklahoma  City,  and  the  outpouring  of 
support  that  we  have  seen  both  for  victims  and  for  the  work  of  the 
law  enforcement  officers  on  whom  we  depend. 

Justice  Black  has  written,  "that  the  Constitution  does  not  confer 
upon  any  group  the  right  to  substitute  rule  by  force  for  rule  by 
law."  We  have  created  an  empowered  government  and  the  institu- 
tions of  government  to  apply  and  provide  that  rule  of  law  and  give 
vitality  to  our  cherished  system  of  ordered  liberty. 

I  don't  think  we  can  make  a  definitive  judgment  about  the  sig- 
nificance to  our  liberty  and  to  our  Nation,  in  fact — we  can't  make 
a  definitive  judgment  about  what  happened  in  Oklahoma  City  until 
we  have  definitive  information.  We  do  know  enough,  however,  I 
think,  at  this  point  to  know  that  we  need  to  address  certain  aspects 
of  how  the  Grovernment  deals  with  the  threat  of  terrorism  both 
from  abroad  and  within. 

I  think  the  President,  the  Attorney  General,  the  Deputy  Attorney 
General,  and  the  Director  of  the  FBI  who  was  here  this  morning, 
and  their  colleagues  and  advisers,  do  deserve  high  praise  for  their 
response  and  handling  of  this  crisis  situation.  I  also  join  Mr.  Ban- 
in  commending  very  highly  the  appointment  of  Larry  Potts,  with 
whom  I  have  worked  in  crises  situations  in  the  past,  as  Deputy  Di- 
rector of  the  FBI.  Mr.  Potts  is  a  most  capable  individual,  and  I  will 
sleep  better  at  night  knowing  that  he  is  pulling  the  second  oar 
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there,  and,  as  no  doubt  Mr.  Barr  would  tell  you,  it  is,  of  course, 
the  deputies  who  do  all  the  heavy  lifting  in  major  organizations. 

I  basically  agree  with  the  thrust  of  the  legislation  that  was  intro- 
duced and  will  rely  on  my  statement,  prepared  statement,  that  I 
submitted  for  most  of  the  details  of  that,  in  the  interest  of  time, 
Mr.  Chairman.  I  do  have  two  points  that  I  would  like  to  make, 
though,  about  the  legislation  and  the  issues  that  have  been  dis- 
cussed here  this  morning. 

I  certainly  think  it  is  appropriate  for  military  resources  to  assist 
civilian  law  enforcement  where  the  military  has  knowledge  or  ex- 
pertise that  domestic  law  enforcement  agencies  lack.  I  don't  think, 
however,  we  should  do  anything  that  could  be  read  as  altering  the 
basic  principle  that  Armed  Forces  personnel  should  not  engage  di- 
rectly in  domestic  law  enforcement  functions.  To  borrow  a  phrase 
from  the  military  jargon,  the  command  and  control  of  any  domestic 
law  enforcement  function  should  remain  in  the  hands  of  domestic 
law  enforcement  authorities. 

And,  finally,  I  would  like  to  just  briefly  address  this  issue  of  cur- 
rent guidelines  which  we  have  discussed  here  this  morning.  I  think 
if  we  can  draw  any  conclusion  from  the  discussion  and  discourse 
we've  had  so  far,  that  is  that  there  is  some  confusion,  and  certainly 
I  would  have  to  say,  and  perhaps  there  are  others  on  subsequent 
panels  that  can  address  this,  from  the  perspective  of  the  street 
agents  and  the  U.S.  attorneys  in  the  field  there  is  confusion  about 
what  kinds  of  investigations  are  allowed  and  what  sort  of  informa- 
tion is  required  in  ordfer  to  begin  such  an  investigation.  Let  me  just 
briefly  summarize  at  least  my  perspective  on  how  I  see  the  current 
system  working. 

The  current  guidelines  and  the  practices  under  the  guidelines 
governing  FBI  authority  to  investigate  domestic  terrorism  estab- 
lished a  bifurcated  process.  On  the  one  hand,  the  FBI  may  conduct 
a  preliminary  inquiry  of  relatively  short  duration  where  there  is 
not  yet  a  reasonable  indication  of  criminal  activity.  The  FBI  may 
only  conduct  a  full-fledged  investigation  when  more  objective  evi- 
dence of  criminality  is  in  hand,  defined  by  this  reasonable  indica- 
tion standard. 

Perhaps  at  first  blush  this  system  seems  adequate,  and  I  cer- 
tainly heard  the  Director  here  say  today  that  he  thought  the  cur- 
rent guidelines  authority  was  appropriate.  Obviously,  I  would  defer 
to  his  read  of  the  guidelines  and  his  need  for  further  authority. 
However,  it  seems  to  me  that  if  there  is  confusion  about  the  guide- 
lines, then  it  is  incumbent  upon  the  Grovernment  to  resolve  it.  It 
seems  to  me  also  that  if  there  is  confusion,  what  we  ought  to  resort 
to  is  a  known  legal  standard  rather  than  a  reinterpretation  or  some 
new  iteration  of  an  interpretation  of  the  guidelines. 

I  don't  think  under  the  current  circumstances — and,  again,  I  say 
this  with  all  due  deference  to  the  Director  and  to  the  Attorney  Gen- 
eral— I  think  under  the  current  system  the  problem  is  that  the  FBI 
cannot  conduct  an  indepth  investigation  of  the  activities  of  a  person 
or  group  without  strong  objective  evidence  of  criminal  activity.  It 
seems  to  me  that  common  sense,  as  well  as  experience,  teaches  us 
that  criminal  activity  is  most  often  covert.  It  is,  therefore,  illogical 
to  condition  the  authority  to  investigate  on  the  existence  of  the 
very  predicate  of  criminality  that  an  investigation  is  designed  to 
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uncover.  I  do  think  that  shght  modifications  to  existing  policy  gov- 
erning the  FBI's  investigative  authority  could  remedy  this  problem 
without  violating  or  threatening  any  constitutional  rights,  includ- 
ing those  guaranteed  by  the  first  amendment. 

The  standard  that  I  would  suggest — and  this  is — the  basis  for 
this  is  explained  in  my  written  statement — is  that  of  reasonable 
suspicion,  which  is  a  well-known  constitutional  standard  as  defined 
by  the  Supreme  Court.  It  seems  to  me  that  if  a  law  enforcement 
agency  has  a  reasonable  suspicion  of  potential  criminality,  particu- 
larly potential  violence  on  the  part  of  a  group,  they  should  be  able 
to  investigate  that  to  either  confirm  the  suspicion  or  dispel  it  and 
move  on  to  something  else. 

Whatever  framework  is  used  to  govern  the  investigations  into  the 
threat  of  domestic  terrorism,  I  think  it  is  incumbent  upon  the  Gov- 
ernment and  the  Congress,  where  it  is  necessary  for  the  Congress 
to  act,  to  provide  sufficient  resources,  latitude,  and  legal  tools  for 
the  FBI  to  do  the  job  that  we  rightly  expect  it  to  do. 

Mr.  Chairman,  I  thank  you  for  the  opportunity  to  comment 
todav. 

[The  prepared  statement  of  Mr.  Terwilliger  follows:] 

Prepared  Statement  of  George  J.  Terwilliger  III,  Former  Depltty  Attorney 
General,  Department  of  Justice 

Mr.  Chairman,  and  members  of  the  Committee,  it  is  an  honor  to  have  the  oppor- 
tunity to  testify  today.  I  hope  that  the  perspective  gained  from  my  experience  as 
a  federal  prosecutor,  as  Deputy  Attorney  General  and  as  a  lav^yer  in  private  prac- 
tice can  be  useful  to  the  Committee  as  it  considers  the  important  matter  of  combat- 
ting violence  undertaken  for  political  purposes,  which  we  commonly  define  as  terror- 
ism. While  at  the  Department  of  Justice,  my  responsibilities  and  assignments  in- 
cluded investigating  domestic  and  international  terrorism,  prosecuting  terrorism 
cases  and  supervising  policy  and  operational  tasks  in  the  Department  of  Justice 
counter-terrorism  program. 

Over  the  last  decades,  Americans  have  been  both  witnesses  to  and  victims  of  ter- 
roristic acts.  A  common  and  tragic  element  to  almost  all  terrorist  acts  is  injury  and 
death  to  innocent  people.  The  death  of  innocents  at  Oklahoma  City  and  in  other  ter- 
rorist acts  has  cast  a  pall  of  vulnerability  over  our  national  sense  of  well-being.  That 
these  terroristic  acts  occur  in  the  broader  context  of  unacceptably  high  levels  of 
criminal  violence  in  our  society  only  serves  to  magnify  this  sense  of  vulnerability. 
Moreover,  the  deaths  of  innocents  at  the  hands  of  terrorists  produces  an  under- 
standable urge  to  mete  out  swift  justice  to,  and  seek  retribution  against,  those  re- 
sponsible. At  the  same  time,  our  citizens  have  responded  to  acts  of  criminal  violence 
and  terrorism,  like  that  at  Oklahoma  City,  with  an  outpouring  of  support  for  victims 
and  law  enforcement  personnel  alike. 

We  cannot  truly  assess  the  significance  of  the  incident  at  Oklahoma  City  until  we 
are  able  to  determine  the  reasons,  however  irrational  they  might  be,  why  it  oc- 
curred. We  would  be  ill-served  by  making  hasty  judgments  about  motive  and  re- 
sponsibility for  this  monstrous  act.  We  can,  however,  draw  several  conclusions  from 
what  we  already  know.  It  is  apparent  that  those  associated  with  the  bombing  at 
Oklahoma  City  hold  government  generally,  and  the  national  government  particu- 
larly, responsible  for  problems  that  they  perceive  in  our  society.  Whatever  their 
complaints  may  be,  there  simply  is  no  justification  for  their  unconscionable  assault 
on  innocent  citizens  and  the  rule  of  law. 

Justice  Hugo  Black  has  written  "[T]he  Constitution  does  not  confer  upon  any 
group  the  right  to  substitute  rule  by  force  for  rule  by  law.  .  .  ."  We  have  created 
and  empowered  government  to  provide  the  rule  of  law  that  gives  vitality  to  our  cher- 
ished system  of  ordered  liberty.  The  use  of  force,  whether  by  a  street  criminal  or 
a  terrorist,  threatens  all  of  our  liberties.  Our  law  enforcement  institutions  and  per- 
sonnel are  indispensable  elements  in  the  protection  of  our  liberty.  Tlierefore,  it  is 
incongruous  to  suggest  that  resistance  to  or  combat  with  law  enforcement  authori- 
ties can  ever  be  justified  in  the  name  of  protecting  liberty.  Our  constitutional  system 
provides  ample  means  to  redress  grievances  concerning  alleged  governmental  ex- 
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cess.  Consequently,  every  citizen  has  a  duty  to  respect  and  comply  with  the  valid 
exercise  of  police  power  authorized  by  a  statute  or  a  court. 

A  definitive  judgment  about  the  true  significance  of  the  Oklahoma  City  bombing 
to  our  country  must  await  definitive  information.  In  the  meantime,  however,  it  is 
appropriate  to  address  the  governmental  response  to  the  threat  of  political  violence, 
or  terrorism.  Until  the  Okldioma  City  incident  brought  the  issue  ol  domestic  terror- 
ism to  the  forefront,  our  main  concern,  based  on  recent  history,  has  been  on  the 
threat  of  foreign  terrorists  and  the  pernicious  issue  of  domestic  support  for  the  oper- 
ation of  foreign  terrorist  groups.  The  World  Trade  Center  incident  notwithstanding, 
our  track  record  in  combatting  foreign-bom  terrorism  on  our  soil  has  been  remark- 
ably good. 

tne  President,  the  Attorney  General,  the  Deputy  Attorney  General  and  the  Direc- 
tor of  the  FBI,  and  their  colleagues  and  advisors,  deserve  praise  for  their  response 
to  this  latest  incident.  The  legislation  olTered  before  the  Oklahoma  City  incident, 
and  that  outlined  since,  continue  a  process  begun  by  past  administrations  to  detect 
and  deter  terrorism.  Clearly,  it  is  a  bipartisan  objective  to  prevent  violence  and  in- 
timidation from  perverting  our  political  processes  and  undermining  our  liberties. 

Likewise,  all  would  agree  that  the  government's  response  to  detecting  and  deter- 
ring terroristic  acts  in  tne  wake  of  the  incident  at  Oklahoma  City  should  be  meas- 
ured and  deliberate.  Obviously,  all  would  agree  that  the  government  should  not 
threaten  liberty  in  the  name  of  protecting  it.  With  these  considerations  in  mind,  we 
should  address  whether  we  have  sufficiently  empowered  government  to  secure  our 
liberty  against  the  threat  of  terrorism. 

I  basically  agree  with  the  thrust  of  the  legislation  that  previously  has  been  intro- 
duced and  the  legislation  the  President  has  outlined,  with  one  caveat  concerning 
military  involvement  in  domestic  law  enforcement  that  I  will  address  momentarily. 

In  my  judgment,  those  aspects  of  the  legislative  proposals  regarding  the  acquisi- 
tion of  information  by  the  government  during  an  investigation  can  pass  constitu- 
tional muster.  The  Supreme  Court  has  made  clear  that  the  Fourth  Amendment  pro- 
tects only  reasonable  expectations  of  privacy.  Government  access  to  credit  reports, 
telephone  toll  records,  travel  records  and  the  like  do  not  threaten  contemporary  no- 
tions of  privacy  in  our  information-rich  society.  Likewise,  the  constitutional  stand- 
ard of  "probable  cause"  is  a  prerequisite  to  conducting  any  electronic  surveillance. 
Allowing  the  use  of  electronic  surveillance  for  additional  categories  of  crime  in  no 
way  lowers  this  threshold  of  probable  cause. 

Every  criminal  enterprise  worth  investigating  involves  communication  between 
the  participants.  Where  legal  thresholds  are  met,  it  is  appropriate  to  intercept  those 
communications  to  prevent  the  success  of  criminal  ventures  and  to  bring  to  justice 
those  committing  criminal  ofTenses.  It  is  worth  noting  that  the  fruits  oi  electronic 
surveillance,  in  my  judgment  and  experience,  can  do  much  to  foster  fairness  and 
justice  in  the  adjudication  of  criminal  matters.  I  believe  it  is  preferable  to  rely  on 
the  recorded  communications  of  an  accused,  as  opposed  to  relying  on  the  memory 
of  witnesses  recounting  what  an  accused  has  said  at  critical  junctures  in  an  alleged 
criminal  scheme. 

As  to  the  proposed  changes  in  the  posse  comitatus  restrictions,  it  is  appropriate 
for  military  resources  to  assist  civilian  law  enforcement  where  the  military  has 
knowledge  or  expertise  that  domestic  law  enforcement  agencies  lack.  We  should  not, 
however,  alter  the  basic  principle  that  armed  forces  personnel  should  not  engage  di- 
rectly in  performing  domestic  law  enforcement  functions.  To  borrow  a  phrase  from 
military  jargon,  the  "command  and  control"  of  any  domestic  law  enforcement  func- 
tion should  remain  in  the  hands  of  domestic  law  enforcement  authorities. 

Included  in  the  legislation  are  proposals  designed  to  address  circumstances  where 
aliens  in  the  United  States  are  providing  financial  or  other  support  to  terrorists 
overseas.  The  easy  conclusion  is  that  we  must  curb  such  activity.  The  more  difficult 
issue  is  how  to  do  so.  Oftentimes,  information  revealing  domestic  support  for  terror- 
ism abroad  is  a  product  of  sensitive  intelligence  sources  or  methods.  Disclosure  of 
the  source  or  method  may  well  compromise  and  curtail  the  receipt  of  further  valu- 
able information  about  terrorist  organizations  and  plans.  It  seems  appropriate, 
therefore,  to  use  a  process  that  limits  disclosure  while  at  the  same  time  balancing 
the  need  for  confidentiality  and  the  need  for  fairness. 

The  requests  for  increased  personnel  and  resources  to  combat  terrorism  seem  ap- 
propriate and  justified.  One  of  those  requests  would  establish  a  counter-terrorism 
center  in  the  FBI  to  act  as  a  "fusion  center"  of  information,  or  intelligence,  regard- 
ing terrorism.  Given  the  diffusion  of  relevant  information  among  various  agencies, 
this  is  a  prudent  step. 

A  certain  amount  of  debate  and  controversy  already  has  arisen  as  to  what  infor- 
mation the  government  should  be  able  to  collect  and  maintain.  In  my  judgment  and 
experience,  current  policies  governing  investigation  of  domestic  terrorism  do  not  f)er- 
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mit  the  FBI  sufTicient  latitude  to  do  the  maximum  possible  under  the  law  to  detect 
and  deter  terrorism.  This  state  of  affairs  is  not  the  result  of  either  the  existing  At- 
torney General  guidelines  or  existing  FBI  practices  standing  alone,  but  rather  the 
combination  of  tne  two.  The  latitude  provided  in  regard  to  foreign-bom  terrorism 
is,  at  least  as  a  practical  matter,  greater  than  that  provided  to  deal  with  domestic 
terrorism. 

Current  guidelines  and  practices  governing  FBI  authority  to  investigate  domestic 
terrorism  establish  a  bifurcated  process.  The  FBI  may  conduct  a  "preliminary  in- 
quiry" of  short  duration  where  there  is  not  yet  a  "reasonable  indication  of  criminal 
activities."  The  FBI  may  conduct  a  full-fledged  investigation  only  when  objective  evi- 
dence of  criminality  is  in  hand.  At  first  blush,  this  system  may  seem  adequate.  The 
problem,  however,  is  that  it  does  not  permit  the  FBI  to  conduct  an  in  depth  inves- 
tigation of  the  activities  of  a  person  or  group  without  strong  objective  evidence  of 
criminal  activity.  Common  sense  as  well  as  experience  teaches  that  criminal  activity 
is  most  often  covert.  It  is,  therefore,  illogical  to  condition  the  authority  to  investigate 
on  the  existence  of  the  predicate  oi  criminality  that  the  investigation  is  designed  to 
uncover. 

Slight  modifications  to  existing  policy  governing  the  FBI's  investigative  authority 
can  remedy  this  problem  without  violating  constitutional  rights,  including  those 
guaranteed  by  the  First  Amendment.  It  is  appropriate  to  authorize  the  FBI  to  mon- 
itor and  maintain  information  about  a  person  or  group  where  there  are  articulable 
facts  that  support  a  reasonable  suspicion  that  the  person  or  group  may  be  engaged 
in  or  planning  violence  or  other  criminal  acts.  This  familiar  constitutional  standard 
is  different  from  the  more  objective  "reasonable  indication"  terminology  of  the  cur- 
rent guidelines.  Its  use  also  would  obviate  the  need  for  the  bifurcated  system  pro- 
vided by  the  current  guidelines. 

The  articulable  suspicion"  standard  is  a  fixture  in  Fourth  Amendment  law.  As 
established  and  applied  by  the  Supreme  Court,  it  recognizes  that  a  police  officer 
who,  based  on  his  or  her  training  and  experience,  has  a  reasonable  suspicion  sup- 
ported by  articulable  facts  that  criminal  activity  may  be  afoot,  can  investigate  fur- 
ther and  even  temporarily  detain  a  citizen.  Under  this  law,  the  objective  of  the  po- 
lice action  is  either  to  allay  the  suspicion  or  determine  further  facts  supporting 
erobable  cause  for  more  intrusive  investigation,  or  for  arrest.  See  Terry  v.  Ohio,  392 
f.S.  1  (1968).  It  is  equally  a  fixture  of  Fourth  Amendment  law  that  a  police  officer 
on  the  street  needs  no  justification  whatsoever  to  approach  a  citizen  and  make  in- 
quiry. I  have  no  doubt  that  law  enforcement  officers  will  attest  that  these  powers 
are  nindamental  to  good  police  work. 

It  is  appropriate  to  analogize  the  application  of  these  basic  principles  to  the  law 
enforcement  task  of  detecting  and  deterring  domestic  terrorism.  If  articulable  rea- 
sons exist  to  suspect  criminal  activity,  including  violence,  on  the  part  of  a  person 
or  group,  then  the  FBI  should  be  permitted  to  investigate  those  suspicions  to  dispel 
or  confirm  them.  There  is  no  reason  why  a  law  enforcement  authority  should  be  pro- 
hibited in  such  circumstances  from  using  relatively  non-intrusive  investigative  tech- 
niques to  gather  readily  available  information  to  which  no  reasonable  expectation 
of  privacy  attaches.  This  would  include  literature  distributed  for  general  consump- 
tion or  consumption  by  the  members  of  a  particular  group  as  well  as  commonly 
available  data  such  as  that  found  in  credit  reports  and  telephone  bills.  Likewise,  the 
authorities  should  be  able  to  seek  to  interview  persons  knowledgeable  about  the  sus- 
pect activities.  Anyone  who  speaks  outside  the  confines  of  a  recognized  privilege 
does  so  knowing  that  their  words  may  be  repeated  to  others,  including  law  enforce- 
ment ofTicers.  If  satisfied,  the  reasonable  suspicion  standard  also  should  permit  a 
law  enforcement  officer,  consistent  with  constitutional  and  policy  safeguards,  to  as- 
sume an  undercover  role  in  order  to  advance  an  investigation. 

We  could  engage  in  protracted  debate  about  alleged  excesses  of  the  past  involving 
the  use  of  governmental  investigative  authority.  Whatever  the  merits  of  such  claims 
of^  abuse,  I  think  we  should  give  ourselves  credit  for  maturation  and  recognize  that 
our  understanding  of  the  proper  role  of  government  and  its  law  enforcement  author- 
ity has  become  both  more  sophisticated  and  more  clear.  Nonetheless,  our  basic  con- 
stitutional framework  of  checks  and  balance  provides  prudent  guidance  on  how  to 
conduct  investigations  while  at  the  same  time  minimizing  the  risk  of  abuse  and  pro- 
moting trust  in  government. 

In  addition  to  the  reasonable  suspicion  standard,  both  Executive  accountability 
and  Congressional  oversight  can  provide  further  safeguards  against  abuse  of  inves- 
tigative authority.  For  example,  authorization  for  investigation  by  a  Department  of 
Justice  ofTicial  predicated  on  the  articulable  suspicion  standard  is  one  means  to  pro- 
vide such  accountability.  Reports  filed  with  appropriate  Congressional  committees 
regarding  investigations  into  domestic  groups  could  provide  a  means  of  Congres- 
sional oversight. 
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It  could  be  argued  that  the  administrative  burdens  imposed  by  additional  account- 
ability and  oversight  may  lead  to  less  than  full  utilization  of  expanded  investigative 
authority.  However,  in  an  era  where  distrust  of  government  is  an  issue,  these  addi- 
tional safeguards  may  be  prudent.  Moreover,  given  the  nature  of  the  perceived 
threat,  it  is  unlikely  that  an  investigation  would  not  be  undertaken  because  of  the 
minimal  burdens  imposed  by  such  saieguards. 

Whatever  framework  is  used  to  govern  investigations  into  the  threat  of  domestic 
terrorism,  it  is  incumbent  upon  the  government  to  give  law  enforcement  authorities 
sufhcient  latitude  to  counter  the  threat,  without  infringing  our  most  cherished  no- 
tions ofpersonal  liberty. 

Mr.  Cnairman,  tharik  you  for  the  opportunity  to  present  my  views.  I  hope  they 
will  contribute  to  the  Committee's  consideration  of  the  subject  matters  at  issue.  I 
would  be  pleased  to  answer  any  questions  that  you  or  members  of  the  Committee 
may  have. 

Mr.  McCoLLUM.  Thank  you  very  much,  Mr.  TerwilHger. 

I'll  be  brief  in  my  questions,  but  I  do  have  some.  I  particularly 
want  to  ask  a  question  of  Judge  Webster  related  to  what  Mr.  Barr 
was  talking  about. 

In  Steve  Emerson's  column  in  the  Wall  Street  Journal  on  the 
25th  of  April  he  says,  "The  FBI  as  now  constituted  is  not  an  intel- 
ligence-gathering agency,  but  rather  a  law  enforcement  agency,  the 
best  in  the  world,  as  demonstrated  by  its  quick  arrest  of  the  alleged 
Oklahoma  culprits.  It  does  not  have  a  terrorism  data  base  like  the 
CIA's." 

Mr.  Barr  suggested  that  we  should  have  an  intelligence  center, 
if  we  have  one,  as  I  gathered  it,  that  would  be  combining  both  for- 
eign and  domestic  in  one  roof,  but  it  sounds  like  an  intelligence- 
gathering  function  for  the  FBI.  You've  worn  both  hats.  Judge  Web- 
ster. Does  the  FBI  have  a  role  in  gathering  at  least  domestic  intel- 
ligence, and  could  you  or  should  we  put  terrorism  under  one  roof, 
and  should  that  be  the  FBI  or  should  we  continue  to  divide  foreign 
and  domestic  terrorism  questions  as  far  as  law  enforcement  is  con- 
cerned? 

Mr.  Webster.  Mr.  Chairman,  the  FBI  has,  and  has  had,  an  im- 
portant role  in  the  gathering  of  intelligence.  The  only  difference  be- 
tween the  gathering  of  its  intelligence  and  that  conducted  in  the 
Central  Intelligence  Agency  is  that  it  has  an  ultimate  law  enforce- 
ment purpose.  It  looks  for  criminality  and  for  actions  that  can  be 
punished  under  our  criminal  laws,  but  it  gathers  intelligence  to 
support  those  indications.  It  may  start  with  informants.  It  may 
come  through  some  form  of  existing  electronic  surveillance.  It  may 
be  observed,  but  it  begins  in  an  intelligence  base. 

I  think  I  would  dispute  Mr.  Emerson's  view  that  they  do  not 
have  an  intelligence  data  base.  Through  all  the  years  that  I 
worked,  including  the — I'm  thinking  of  the  Armenians  at  the  begin- 
ning, the  terrorist  group,  the  largest  and  most  active,  two  of  them, 
Asala  and  the  Justice  Commandos,  and  the  Croatians  or  the  Serbs, 
the  Puerto  Ricans — I  could  go  through  a  whole  litany.  We  knew 
quite  a  bit  about  each  of  those  organizations  as  they  began  to  be- 
come more  violent.  It  was  through  that  kind  of  intelligence  that  we 
were  able  to  work  on  the  Capitol  bombing  here,  the  Armed  Forces 
Resistance,  the  United  Freedom  Front,  and  other  domestic  organi- 
zations engaged  in  violence. 

In  relation  to  a  number  of  things  around  the  world,  the  FBI  and 
the  CIA  have  worked  to  combine  their  intelligence  and  respective 
functions  effectively.  You  may  recall  the  apprehension  of  a  known 
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terrorist  off  the  coast  of  Cyprus  in  which  the  initial  intelHgence 
was  provided  by  the  CIA  in  watching  the  activities  of  the  terrorist 
in  the  Sudan,  and  the  FBI  then  took  responsibility  for  making  the 
apprehension  and  arrest  in  the  open  sea  and  bringing  this  fellow 
back  to  justice. 

Many  of  those  things  have  gone  on.  In  the  gulf  war,  both  the  FBI 
and  the  CIA  participated  together  in  gathering  intelligence  and 
working  with  their  respective  liaison  capabilities  around  the  world 
to  heaaofif  Sudam  Hussein's  terrorist  teams. 

Mr.  McCoLLUM.  But  now.  Judge  Webster,  as  opposed  to  the  in- 
telligence-gathering question,  which  I  guess  I  kind  of  combined 
with  the  other  one,  and  you've  answered  it  very  well,  obviously,  the 
FBI  does  have  a  role  and  it  is  a  coordinated  one  with  the  CIA.  At- 
torney General,  former  Attorney  General  Barr  suggested,  with  re- 
spect to  terrorism  law  enforcement  activities,  if  we  re  going  to  have 
a  terrorism  center,  it  should  be  an  all-in-one  place  and  it  ought  to 
all  be  under  the  FBI.  Do  you  concur  in  that?  Do  you  differ  with 
that?  Do  you  have  a  view?  Have  you  thought  about  it? 

Mr.  Webster.  I  don't  have  a  mature  view  of  it.  I  think,  clearly, 
that  there  is  an  advantage  to  establishing  a  center  in  this  country 
with  other  law  enforcement  agencies  focused  on  the  problem  par- 
ticularly of  domestic  intelligence  and  also  domestic  terrorism,  and 
also  international  terrorists  functioning  in  this  country.  Whether  or 
not  that  should  be  combined  or  coordinated  with  the  Counterintel- 
ligence Center,  which  has  been  very  effective  abroad  and  is  run  by 
the  CIA,  is  something  that  I  think  needs  a  lot  of  study  and  careful 
consideration. 

But  the  FBI  should  move  into  coordinating  the  activities  of  other 
law  enforcement  agencies,  so  that  things  do  not  drop  between 
chairs.  The  CIA  should  at  least  participate  in  that  Center.  Whether 
it  should  consolidate  where  the  two  missions  diverge,  I  don't  know 
the  answer  to  that.  I'd  say  move  along  on  this,  but  be  very  careful 
to  make  something  that  works. 

Mr.  McCoLLUM.  Well,  I'm  going  to — thank  you — I'm  going  to  re- 
strict myself  so  that  we  can  move  along.  And  let  me  announce  that, 
as  we  have  had  a  protracted  period  and  we're  not  yet  to  the  third 
panel,  I'm  going  to  stay  here  as  long  as  it  takes  to  give  a  fair  hear- 
ing to  all  mree  panels.  I  know  that  some  of  my  colleagues  on  the 
Republican  side  will  have  to  leave  somewhere  around  12:30,  and 
I'm  going  to  try  to  expedite  the  opportunity  for  them  to  ask  ques- 
tions, but  for  everybody  here  who  will  be  involved,  the  hearings 
will  proceed  as  long  as  we  need  to  to  have  the  5-minute  rules  and 
ask  the  questions  of  our  three  panels. 

Mr.  Schumer. 

Mr.  Schumer.  Thank  you,  Mr.  Chairman. 

First,  I'd  like  to  make  a  comment.  On  the  previous  panel  there 
were  a  number  of  questions  about  whether  these  militias  could  or 
should  be  regulated,  and  the  answer  was  maybe  by  the  State  gov- 
ernments, I  think  the  point  I  made  in  my  request  to  the  chairman 
and  the  request  that  Ranking  Minority  Member  Conyers  and  I  and 
the  subcommittee  are  making  is  we  ought  to  find  out  about  these 
militias  before  anything  else.  There's  been  a  lot  written.  But  we  all 
know  that  doesn't  often  get  at  the  stuff,  and  that's  why  we  need 
some  kind  of  hearings  on  those. 
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I'd  also  like  to  compliment  Attorney  Greneral  Barr  for  his  com- 
ments on  intemperate  language  about  law  enforcement.  I'm  just  ut- 
terly amazed  by  these  types  of  language 

Mr.  Hyde.  Would  my  friend  yield  to  me  just  for  a  clarification? 

Mr.  ScHUMER.  Sure,  please. 

Mr.  Hyde.  I  agree  with  what  you're  saying,  but  are  you  suggest- 
ing the  FBI  be  permitted  to  penetrate  these  militia,  have  members 
go  in  and  report  on  what  they're  doing?  How  do  you  get  a  look  at 
them?  They're  private  organizations  and  that's  the  dilemma. 

Mr.  ScHUMER.  It  is  a  dilemma,  and  what  I  was  suggesting — 
maybe  it  was  before  the  chairman  came  in — is  that  this  commit- 
tee  

Mr.  Hyde.  I've  been  here  all  morning. 

Mr.  ScHUMER.  I'm  sorry.  Then  what  I  was  talking  about  is  my 
request  not  that  the  FBI  penetrate  them  at  this  point;  they  may 
or  may  not,  depending  on  what  they're  doing  and  how  it  fits  into 
the  guidelines,  but  that  this  committee,  this  subcommittee,  have 
some  hearings  on  the  militias.  We're  having  a  hearing,  it  was  an- 
nounced, on  Waco.  And  my  point  is  that  I  am  far  more  worried 
about  the  danger  the  militias  may — underlining  "may" — pose  to 
the — and  some  of  the  groups  even  further  over  to  the  right — to 
America  than  I  am  about  the  dangers  of  the  FBI  and  the  ATF.  But 
I'd  like  to  just  get  to  my  question.  I'd  be  happy  on  the  gentleman's 
time  to  resume  the  dialog. 

I  think  that  really  needs  to  be  said  by  all  of  us  in  every  part  of 
the  political  spectrum.  We're  not  going  to,  obviously,  clamp  down 
on  such  speech.  But  the  right  of  a  free  nation,  and  the  obligation 
often,  is  when  there  are  intemperate  remarks,  to  come  back  and 
say  these  are  awful;  these  are  intemperate.  Take  those  remarks 
that  G.  Gordon  Liddy  and  others  are  saying.  All  of  a  sudden,  people 
are  saying,  oh,  well,  let's  understand  what  G.  Gordon  Liddy  is  all 
about.  And,  you  know,  he's  talking  about  killing  Federal  agents. 
That's  a  horrible,  horrible  thing.  And  the  first  obligation,  which  has 
no  first  amendment  problems,  is  that  every  one  of  us  ought  to  be 
saying  this  is  absurd  and  this  man  ought  to  be  rebutted  at  every 
step  of  the  way,  instead  of  being  made  into,  oh,  what  an  interest- 
ing, controversial  figure  he  is. 

I'd  like  to  go  to  my  question.  Mr.  Terwilliger,  you  dealt  in  your 
testimony  with  the  guidelines,  and  I  think  I  understand  what's 
going  on  here.  That  is  that  in  the  interpretation  of  the  Attorney 
General,  of  the  Justice  Department  and  others,  the  guidelines 
allow  you  to  go,  say,  up  to  here.  But  the  FBI,  not  wanting  to  get 
close  to  the  guidelines,  has  said  we're  only  going  to  go  up  to  here. 
And  now  what  I  read  Deputy  Attorney  General  Gorelick  is  saying 
is,  OK,  you  people,  pardon  me — have  the  ability  to  go  right  up  to 
here.  But  that  may  not  be  the  best  way  to  go.  Because,  first,  the 
line  is  never  as  clear  as  we  would  like  it  to  be,  and,  second,  you 
don't  want  people  to  risk  stepping  over  the  line  and  going  back  to 
the  days  where  there  were  problems. 

And  so  perhaps — underlining  "perhaps" — the  best  solution  in  this 
kind  of  thing  is  to  clarify  the  guidelines,  change  them,  but  get  some 
kind  of  independent  review — this  is  my  pitch  here — before  a  group 
is  investigated,  whether  it  be  an  article  III  judge  or  somebody  else. 
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And  I  think  this  tends  to  work  in  a  lot  of  the  areas,  some  which 
have  been  specified  in  the  bill,  but  in  other  cases  as  well. 

I'd  like  to  know  what  each  of  the  panelists  think  of  the  general 
concept  of  an  independent,  say,  article  III  judge  review,  as  it  works 
in  wiretaps,  and  specifically  in  the  case  of  the  guidelines,  if  we  find 
they  have  to  be  clarified,  changed,  or  whatever. 

Mr.  Terwilliger,  you  spoke  the  most  about  it,  and  then  I'd  like 
each  of  the  panelists  to  comment. 

Mr.  Terwilliger.  Thank  you,  Mr.  Schumer,  and  I'll  try  to  be 
brief  here. 

I  think,  first  of  all,  the  general  concept  of  having  the  decision- 
making on  these  kinds  of  close  judgment  calls  about  whether  to  in- 
vestigate a  domestic  group  which  may  be  engaged  in  some  first 
amendment  activities  as  well  as  criminal  activities,  the  authority 
for  that  kind  of  decisionmaking  I  think  is  best  diffused  a  little  bit, 
for  two  reasons.  One,  I  think  that  it  will  promote  the  use  of  the 
authority  to  its  maximum  benefit,  and,  two,  I  think  it  will  promote 
trust  in  government  if  people  do  not  have  the  impression  that 
somewhere  in  the  secret  confines  of  the  executive  branch  this  deci- 
sion is  being  made. 

However,  I  think  you  and  I  would  probably  disagree  about  the 
concept  of  using  an  article  III  judge  or  someone  else.  I'm  pretty 
much  a  purist  when  it  comes  to  executive  function,  and  I  think  it 
is  purely  a  function  of  the  executive  to  make  the  decision  to  initiate 
a  criminal  investigation  and  to  pursue  it;  utilize  a  certain  statutory 
means  and  resort  to  the  courts  for  authorities  for  warrants,  and  so 
forth,  but  I  think  I  would  have  a  strong  reservation  about  that. 

However,  I  think  executive  accountability  and  some  congres- 
sional oversight,  not  unlike  the  oversight  that's  provided  to  the  in- 
telligence agencies  for  some  of  their  more  sensitive  operations, 
could  accomplish  the  same  thing. 

Mr.  William  Barr.  I  understand  what  you're  driving  at.  Con- 
gressman Schumer,  but  I  also  would  be  opposed  to  judicial  review 
or  having  some  third-party  review.  Judicial  review  is  appropriate 
where  you're 

Mr.  Schumer.  Third  branch  or  third  party? 

Mr.  William  Barr.  Any  third  party 

Mr.  Schumer.  Any  third  party?  You  want  to  keep  the  decision 
within  the  FBI  itself? 

Mr.  William  Barr.  Or  the  Department  of  Justice. 

Mr.  Schumer.  The  Justice  Department,  OK 

Mr.  William  Barr.  The  courts  particularly  can  apply  a  constitu- 
tional standard  to  a  set  of  facts.  That's  their  function.  So  if  you 
have  a  probable  cause  standard  and  the  executive  branch  has  to 
meet  it,  that's  the  kind  of  decision  that  a  judge  is  appropriate  to 
decide. 

But  you  don't  have  that  in  the  prudential  judgment  calls  that  are 
involved  in  whether  to  start  an  investigation,  and  I  think,  there- 
fore, it  would  intrude  into  the  function  of  the  executive  and  I  agree 
with  what  George  said. 

Mr.  Webster.  Congressman  Schumer,  I  agree  with  Attorney 
General  Barr.  The  court  comes  in  normally  on  probable  cause  is- 
sues, and  on  lesser  standards  it's  better  to  have  a  series  of  levels 
of  review  within  the  Department  of  Justice  which  are  prescribed  in 
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the  guidelines.  Certain  kinds  of  things  require  a  higher  level,  even 
at  the  FBI,  before  somebody  runs  out  and  does  something  silly. 

Also,  those  time  frames  are  designed  to  say  there  comes  a  time 
when,  if  you  haven't  gotten  anything,  the  chances  are  you  need 
something  more,  but  let's  stop  now.  I  used  as  one  example  because 
it  was  during  my  watch,  although  I  knew  very  little  about  it,  the 
CESPIS  investigation,  which  involved  an  inquiry  into  a  group  of  re- 
ligious leaders,  whether  or  not  they  were  sanctioning  or  supporting 
funding  going  to  insurgencies  in  El  Salvador.  No  law  was  broken. 
No  guideline  was  broken.  They  followed  them  assiduously,  but  they 
kept  extending  the  inquiry  and,  finally,  somebody  said,  "Why  are 
we  doing  this?  Why  are  we  spreading  this  net  when  nothing  is 
there?" 

Senior  supervision  is  vitally  important  and  is  provided  for  in  the 
guidelines,  including  departmental  supervision.  So  I  think  the  con- 
struct there  is  reasonable.  What's  important  is  clarity,  and  I  have 
never  felt  that  agents  would  step  back  20  feet  from  doing  some- 
thing unless  they  had  been  badly  burned  and  were  asked  to  do 
something  that  was  not  clear.  The  guidelines  ought  to  be  clear,  and 
they  ought  to  know  they  will  be  fully  protected  if  they  are  within 
the  guidelines,  and  they're  expected  to  act  aggressively  in  situa- 
tions like  terrorism. 

Mr.  McCoLLUM.  Mr.  Schiff. 

Mr.  Schiff.  Thank  you,  Mr.  Chairman.  I'll  be  brief  with  respect 
to  the  time. 

I  want  to  state,  first  of  all,  my  fundamental  agreement  with 
former  Attorney  General  Barr  about  the  fact  that  when  lawful  au- 
thority is  presented,  it  is  the  duty  of  citizens  to  lawfully  submit  to 
that  authority  and  argue  any  claims  they  might  have  in  court. 
Since  we've  discussed  the  Waco  incident — apparently,  we'll  be  pur- 
suing it  further — I  have  the  belief  that  as  far  as  most  of  the  people 
who  died  there  is  concerned,  that  that  was  the  result  of  Mr. 
Koresh's  refusal  to  come  out  and  surrender  at  a  certain  point,  and 
certainly  his  keeping  a  number  of  people,  including  obviously  chil- 
dren, in  that  circumstance,  it  was  inherently  dangerous. 

However,  I  just  have  to  add  that  that  still  does  not  relieve  law 
enforcement  of  its  responsibilities  to  conduct  itself  in  a  manner 
that  is  consistent  with  a  democratic  society,  and  in  both  Waco,  at 
least  at  the  beginning  certainly,  and  at  Idaho,  which  you're  famil- 
iar with,  I'm  sure,  the  Government  has  self-acknowledged  that 
there  were  mistakes  and  shortcomings  and  problems.  So  I  think 
that  there  is  a  legitimate  area  for  this  subcommittee  to  look  at, 
even  if  we  say  other  blame  goes  with  other  individuals.  That's  cer- 
tainly true.  I  think  it  doesn't  free  the  Government  agencies  of  their 
responsibility. 

I  want  to  just  mention  one  other  issue,  and  that  is  the  subject 
of  the  militias  which  has  come  up  here  regularly.  I  have  no  opinion 
at  this  time  about  whether  this  subcommittee  should  have  a  hear- 
ing on  the  militia  movement.  I  don't  know  that  much  about  the  mi- 
litia movement.  What  I  do  know  suggests  to  me  that  it  is  not  a  ho- 
mogeneous group  by  any  stretch  of  the  imagination.  It  ranges,  I 
think,  from  some  individuals  who  basically  have  a  gentlemen's 
club,  so  that  they  can  put  on  uniforms  of  a  higher  rank  than  they 
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ever  earned  in  the  regular  military,  to  those  groups  which  certainly 
are  antisocial. 

I  just  hate  to  see  us  launch  into  a  hearing  that  connects  a  move- 
ment or  a  group  of  individuals  with  terrorism  based  upon  what  I've 
seen  thus  far  is  news  media  insinuations.  And  that's  why  I  asked 
Director  Freeh,  "What  does  it  mean  when  it's  stated  that  Mr. 
McVeigh  has  ties  to  militias  and  some  of  the  other  suspects  have 
ties  to  militias?"  Are  you  saving  militia  groups  were  behind  this? 
And  Director  Freeh  declinea  to  answer  for  an  acceptable  reason. 
This  is  an  ongoing  investigation.  But  I  think  there  ought  to  be  a 
core  of  information  before  us  that  justifies  a  hearing  that  by  its 
very  existence  connects  groups  to  illegal  activity  before  we  just  say 
we  want  to  haul  you  in  and  find  out  what  you're  doing,  or  next 
time  if  the  unibomber  strikes  another  industrial  representative,  do 
we  have  to  call  in  those  people  who  attack  industrial  groups  and 
say,  "What  are  you  up  to?" 

I'm  iust  saying  there  ought  to  be  sufficient  reason  to  have  a  hear- 
ing. Tnere  may  be  sufficient  reason.  I'd  just  like  to  see  it. 

With  the  time  I  have  left,  if  any  of  you  gentlemen  wish  to  re- 
spond, you're  most  welcome  to;  otherwise,  I'll  yield  back  to  the 
Chair. 

Mr.  Terwilliger.  Mr.  Schifif,  I  would  just  have  one  very  brief  re- 
sponse about  the  question  of  militias.  I  think  your  cautionary  state- 
ments here  this  morning  about  not  painting  with  too  broad  a  brush 
about  these  organizations  are  well  founded.  On  the  other  hand,  I 
think  there  is  a  corollary  to  the  principle  that  Mr.  Barr  enunciated 
before  concerning  the  duty  of  every  citizen  not  to  resist  or  to  sub- 
mit to  law  enforcement  authority,  and  that  is  those  of  us  individ- 
ually or  who  as  part  of  a  group  who  join  into  the  political  process, 
wherever  we  be  on  the  spectrum  from  left  to  right,  also  have  an 
obligation  to  respect  the  freedom  of  that  process  and  to  keep  it  free 
from  intimidation. 

There  have  been  sufficient  reports,  I  think,  and  this  is  not  a  his- 
torical anomaly  by  any  means;  it's  occurred  on  both  the  left  and  the 
right,  but  there  have  been  reports  which  suggest  that  these  militia 
groups  do  tend  to  engage  in  some  intimidation,  both  of  law  enforce- 
ment authorities — some  of  these  militia  groups — and  the  political 
process,  and  I  think  that's  something  worth  keeping  a  very  close 
eye  on. 

Mr.  ScHlFF.  Well,  let  me  just  conclude  by  saying  that,  to  the  ex- 
tent there  can  be  a  reasonable  core  linkup  to  the  subject  at  hand, 
which  is  antiterrorism,  and  any  group,  whether  they're  called  mili- 
tias or  not,  I  would  support  having  hearings  on  it,  but  not  simply 
because  a  group  is  adverse  to  the  political  views  of  Members  of 
Congress. 

Mr.  McCOLLUM.  Thank  you  very  much,  Mr.  Schiff. 

Mr.  Scott. 

Mr.  Scott.  Thank  you,  Mr.  Chairman. 

Mr.  Barr,  did  I  understand  one  of  your  overarching  points  was 
that  only  with  probable  cause  of  a  crime  should  the  U.S.  Govern- 
ment intrude  into  the  privacy  of  U.S.  citizens? 

Mr.  William  Barr.  What  I  was  saying  was  I  think  the  changes 
that  are  being  discussed  do  not  erode  any  of  the  constitutional  safe- 
guards in  place.  The  core  safeguard  is  tnat  we're  all  protected  with 
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some  privacy  right,  and  before  the  Government  can  intrude  into 
that,  they  have  to  meet  a  constitutional  standard.  The  fourth 
amendment  standard  is  probable  cause.  Other  things,  like  pen  reg- 
isters, bank  records,  where  people  by  their  actions  bring  third  par- 
ties into  their  lives,  they  don't  require — they  don't  have  the  same 
constitutional  level  of  protection.  What  I'm  saying  is  the  core  con- 
stitutional protections  are  respected  in  the  various  proposals  that 
are  being  made. 

Mr.  Scott.  Can  you  go  over  how  in  the  case  of  the  pen  register 
you  can  get  around  the  problem?  Why  should  you  be  able  to  get 
around  the  probable  cause  standard  to  determine  who  someone  is 
calling,  because  that  would  seem  to  me  to  be  an  area  where  you 
would  have  an  expectation  of  privacy? 

Mr.  William  Barr.  Well,  no,  I  think  the  law  is  very  clear;  the 
case  law  is  very  clear  that  you  don't  have  the  expectation  of  privacy 
with  the  question  of  who  you  are  calling.  The  content  of  your  com- 
munication, you  have  it,  but  not  your  traffic.  And  the  reason  for 
that  is  that  you  have  brought  a  third  party  into  that  process; 
namely,  the  telephone  company,  to  hook  you  up  to  a  particular 
number.  They  have  the  information. 

Mr.  Scott.  We've  kind  of  discussed  the  question  of  an  investiga- 
tion, and  I  think  what  we're  getting  into  now  is  what  an  investiga- 
tion means.  And  if  you  have  a  reasonable  suspicion  of  crimes,  you 
would  expect  law  enforcement  to  look  into  it,  and  what  "look  into 
it"  means  can  mean  various — ^you  get  into  various  stages.  You  sug- 
gested the  pen  register  is  one  stage  and  actual  listening  into  the 
conversation  would  be  another  level. 

Mr.  William  Barr.  No.  I  think  under  the  Attorney  General's 
guidelines,  it  contemplates  sort  of  two  different  levels.  The  full- 
blown investigation  where  you  can  use  full-blown  investigative 
techniques  requires  a  reasonable  indication  of  criminal  activity.  So 
if  you  start  an  investigation  along  those  lines  and  you  want  to  use 
a  wiretap  which  has  certain  additional  constitutional  requirements, 
then  you  have  to  meet  the  probable  cause  standard.  Reasonable  in- 
dication would  not  be  enough  for  a  wiretap 

Mr.  Scott.  But  in  an  investigation  you  can  go  around  and  pick 
up  information  that  may  not  be  an  invasion  of  privacy;  you're  just 
looking  in  trying  to  develop  your  case. 

Mr.  William  Barr.  Right. 

Mr.  Scott.  It's  when  you  have — when  you  really  have  to  intrude 
like  the  wiretap  that  you  would  need  the  probable  cause  standard 
to  protect  the  innocent. 

Mr.  William  Barr.  That's  correct,  where  at  the  lower  level,  like 
a  preliminary  inquiry,  you  don't  need  the  same  criminal  predicate 
and,  therefore,  you  can  use  less  intrusive  means  that  don't  impli- 
cate constitutional  rights. 

Mr.  Scott.  But  if  you  want  to  use  the  intrusive  means,  then  just 
because  you're  having  an  investigation  doesn't  mean  you  have  the 
right  to  do  a  lot  of  the  things  that  would  be  more  intrusive. 

Mr.  William  Barr.  Right.  You  must  meet  the  constitutional 
standard,  and  there's  nothing  in  this  proposal  that  I've  seen  that 
would  change  that. 

Mr.  Scott.  And  you  would  want  a  predicate  crime  to  be — we  got 
into  a  little  dialog — I'm  sure  you  were  here — when  a  tax  protester 
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would  be  subjected  to  an  investigation,  and  then  the  predicate 
crime  became  murder.  Well,  you  didn't  need  the  tax  protesting. 

Do  you  have  any  comment  on  that,  what  kind  of  predicate  crimes 
we  ought  to  be  using  to  initiate  the  investigations? 

Mr.  William  Barr.  OK,  it's  not  a  question  of  initiating  investiga- 
tions. The  issue  is,  what's  the  standard  for  using  a  wiretap  in  a 
criminal  investigation?  And  my  view  is  that — one  school  of  thought 
is  if  you  have  any  felony,  if  you  have  probable  cause  to  believe  that 
any  felony  is  underway,  then  constitutionally  you  can  use  a  wire- 
tap, and  there's  no  doubt  about  it.  But  Congress  for  prudential  rea- 
sons has  not  expanded  it  yet  to  every  felony,  but  has  picked  and 
chosen  the  felonies  to  apply  it  to,  and  the  issue  is  as  a  prudential, 
not  as  a  constitutional  matter,  but  just  as  a  judgment,  well,  how 
many  felonies  should  be  included  in  that.  It's  a  constitutional  tool; 
how  many  felonies  should  it  be  used  with  respect  to,  and  I  think 
that  list  has  to  be  broadened.  There's  an  argument  for  applying  it 
to  all  felonies. 

I  think  what  Deputy  Attorney  Greneral  Gorelick  was  suggesting 
is  that  certain  things  like  tax,  tax  evasion,  if  it's  connected  with  a 
broader  investigation,  might  be  a  predicate  for  a  wiretap.  After  all, 
you  know,  Al  Capone  was  investigated  and  charged  with  income 
tax  fraud  even  though  he  had  a  lot — he  had  other  problems. 

Mr.  McCoLLUM.  Thank  you,  Mr.  Scott.  Your  time  is  up. 

Mr.  Buyer. 

Mr.  Buyer.  Thank  you,  Mr.  Chairman. 

First  of  all,  may  I  apologize  for  not  being  here  during  the  first 
panel.  It  was  my  opportunity  to  chair  my  first  own  subcommittee 
this  morning  on  veterans'  affairs.  So  I  apologize  for  not  being  here. 

The — let  me  make  a  few  comments,  first  of  all;  then  I  have  some 
questions.  First  of  all,  if  there's  ever  a  moment  in  time  for  cause 
of  reflection,  it  is  now.  I  think  some  of  our  own  life  experiences,  if 
we  always  made  a  decision  based  on  the  emotion  of  the  moment  in 
our  personal  life — take,  for  example,  Mr.  Barr,  if  you  always  had 
to  make  a  decision  based  on  that  emotion  in  your  personal  life,  how 
many  good  decisions  would  you  have  made  in  your  lifetime?  Prob- 
ably not  very  many.  And  in  your  business  world,  if  you  always  had 
to  make  a  decision  based  on  the  emotion  of  the  crisis  management 
of  the  moment,  how  many  good  business  decisions  would  you  have 
made  in  a  lifetime?  Well,  I  submit  if  that  analysis  is  not  good  for 
our  personal  lives  and  it's  not  good  for  the  business  world,  I  submit 
that  it  is  not  good  government  to  exercise  decisions  of  state  craft 
based  on  the  emotion  of  the  moment.  It  should  be  done  based  upon 
a  thoughtful  process  of  deliberation  and  reflection  with  our  intellect 
and  responsiveness  to  people. 

So  if  there's  ever  a  moment  in  time  for  pause  and  reflection,  it's 
now,  and  legislation  should  be  gauged  through  the  essence  of  time, 
not  only  how  it  would  have  applied  to  the  past,  but  to  the  present 
and  to  the  changes  in  the  political  climate  in  the  future. 

So  when  I  hear  Mr.  Schumer  make  his  comments  about  his  mili- 
tias today,  I  immediately  think  about  the  1960's.  Why  did  we  make 
changes  in  the  law?  Because  of  the  investigations  that  were  occur- 
ring of  leftist  activist  movements.  To  me,  you  see,  there  is  no  dif- 
ference between  the  deplorable,  despicable  acts  of  the  bombing  that 
occurred  in  Oklahoma  City  and  the  killings  of  Kent  State  or  the 
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burning  of  an  ROTC  building  or  the  riots  on  campuses.  There  is  no 
difference,  but  some  like  to  say  that  it's  different,  based  upon  polit- 
ical motivations  of  the  essence  of  a  political  movement  at  the  time 
in  the  country.  It  should  not  be. 

Mr.  ScHUMER.  Would  the  gentleman  yield? 

Mr.  Buyer.  Sure,  I'll  be  happy 

Mr.  ScHUMER.  There  were  countless  hearings  about  what  hap- 
pened then.  All  we're  asking  for  here  is  hearings  so  we  get  some 
knowledge  about  what  happens  now.  That  seems  reasonable.  No 
one  says  let's  move  quickly.  I  know  we're  over  the  100  days,  so  we 
should  be  deliberate  and  careful.  But  the  bottom  line  is  very  sim- 
ple, and  that  is  that  we  don't  know  enough;  everyone  admits  we 
don't  know  enough.  There  could  be,  may  not  be  a  danger  here,  and 
we  ought  to  look  into  it. 

Mr.  Buyer.  Well,  reclaiming 

Mr.  ScHUMER.  And,  believe  me,  on  any  side  of  the  political  spec- 
trum. 

Mr.  Buyer.  Well,  thank  you.  Reclaiming  my  time,  I  mean  I  can 
see  why  you  would  be  very  defensive.  I  mean,  there  are  people  in 
the  country  today  who  are  outraged  about  the  intrusions  of  govern- 
ment and  whether — how  government  got  so  big  and  nonresponsive 
to  people.  If  the  mainstream  America  was  so  upset  that  they  threw 
people  out  of  power,  how  did  that  affect — how  did  that  affect  ex- 
treme? And  so  I  think  we  have  to  be  very  aware  of  that. 

So  let  me — Judge  Webster,  this  is  a  very  good  opportunity  for  me 
to  have  you  here  and  be  able  to  talk  with  you.  I  think  it  would  be 
very  naive  for  those  of  us  to  ignore  being  able  to  put  together  a 
data  intelligence  base  apparatus  that  would  be  very  helpful  and  co- 
operative not  only  in  our  international  abilities  to  accumulate  data, 
but  also  domestically.  And  when  I  think — I  think  it  would  be  very 
naive  for  us  to  say  that  there  are  three  major  groups  out  there  of 
circles,  and  the  circles  never  touch.  Say,  for  example,  a  drug  cartel, 
the  international  mafia,  and  radical  trends,  national  fundamental- 
ist terrorist  organizations  who  operate  under  the  guise  of  religion, 
OK,  who  are  supported  and  aided  and  abetted  by  countries  whose 
actions  are  almost  tantamount  to  war.  They  do  coordinate  and 
sometimes  communicate  with  each  other,  do  they  not,  Judge  Web- 
ster? 

Mr.  Webster.  There  are  many  accommodations  of  convenience 
where  one  can  serve  the  other's  interest,  and  sometimes  we  have 
straight  old  narcoterrorist,  and  they  do  cross.  And  I  think  that  it's 
legitimate,  because  we  are  talking  about  crime  as  well  as  threats 
to  our  national  security,  it's  legitimate  for  us  to  try  to  understand 
how  those  organizations  interplay. 

Mr.  Buyer.  I  do  have  a  question.  In  this  bill — have  all  of  you  had 
a  chance,  opportunity  to  read  this  bill? 

Mr.  William  Barr.  Whose  bill  is  it,  which  one? 

Mr,  Buyer.  Oh,  I'm  sorry,  this  is  the  President's  bill  that  he  sent 
over. 

Mr.  WiLLLVM  Barr.  As  I  understand,  it  just  got  here.  I 
haven't 

Mr.  Buyer.  Is  this  the  first  one? 

Mr.  William  Barr.  Yes. 
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Mr.  Buyer.  He  sent  over  a  second  one?  All  right,  let  me — is  the 
provision  on  terrorist  fundraising  prohibitions  also  in  the  second 
one?  No? 

Mr.  McCoLLUM.  If  the  gentleman  would  yield  to  me — they're  dif- 
ferent bills.  One  is  designed  for  international  terrorism;  the  other 
domestic. 

Mr.  Buyer.  Oh,  OK,  this  is  the  one  on  international  terrorism. 

Mr.  McCoLLUM.  That's  right. 

Mr.  Buyer.  I  know  that,  say,  for  example,  whether  it's  in  the 
1960's  or  in  the  future,  if  there  were — if  the  United  States  were  at 
war  and  there  were  those  here  in  our  society  who  disagreed  with 
the  United  States  being  at  war  and  organizations  sought  to  aid  and 
abet  the  enemy  of  the  United  States,  would  that  come  under  these 
provisions?  Could  we  go  after  and  use  all  that  data  base  apparatus 
and  go  ^fler  them?  I  mean,  would  they  come  under  the  definitions 
of 

Mr.  Webster.  Well,  I  have  the  assumption  that  any  data  base 
must  itself  be  legally  acquired,  and  any  information  in  that  data 
base  may  be  lawfully  acquired  and  lawfully  used.  There  will  be 
some  restriction.  CO-INTEL-PRO  is  an  example  of  a  system  that 
got  off  the  trolley  by  using  information  to  discredit  through  covert 
means  the  reputations  of  suspects  and  cause  dissent  and  do  other 
things,  and  we  learned  a  bitter  lesson  in  that  respect.  I  think  it 
was  over  10  years  ago,  longer  than  that,  that  I  said  we  were  out 
of  that  business  forever,  and  I  think  we  are.  But  we  cannot  say  in 
national  security  issues  that  we  cannot  use  the  information  for 
other  legitimate  purposes.  So  we  acquire  it  through  regulated  legal 
means  and  you  disseminate  it  through  regulated  legal  means,  not 
to  suit  the  political  purposes  or  desires  of  the  person  in  power. 

Mr.  Buyer.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  McCoLLUM.  Ms.  Lofgren. 

Ms.  Lofgren.  Thank  you.  I  realize  we're  running  late.  So  I'll  just 
ask  two  quick  questions. 

Because  we're  running  late,  you  may  not  be  able  to  get  too  thor- 
oughly into  the  testimony  of  the  next  panel,  but  I  did  have  a 
chance  to  read  the  statements.  And  one  of  the  things  in  the  state- 
ment of  Dr.  Smith  that  I  found  very  interesting  is  the  suggestion 
that,  in  addition  to  our  law  enforcement  approach,  that  we  bring 
in  sort  of  multi — I  assume — multiskilled  teams  to  assess  growing 
social  movements  and  to  determine  why  they  are  growing  and  what 
fair  response  can  be  given,  not  just  a  law  enforcement  response. 

And  I  was  thinking  about  your  comment,  Mr.  Barr,  that  some- 
body needs  to  be  in  charge.  It's  like  an  incident  team;  somebody's 
got  to  be  in  charge.  I  very  much  agree  with  that,  but  who  else  is 
on  the  team?  And  oftentimes  I  think  we  look  at  situations  filtered 
through  where  we're  sitting,  and  one  of  the  thoughts  I've  had,  and 
I'm  really  actually  quite  serious  about  this,  is  the  really  irrational 
behavior  that  seems  to  be  exhibited  by  some  of  the  people  that 
we're  seeing  on  TV.  I  mean,  if  we  had  individuals  who  believed 
that  space  aliens  were  hovering  over  them  and  were  arming  them- 
selves, we  would  bring  in  a  mental  health  professional  to  deal  with 
that,  but  if  that  same  individual  says  it's  black  helicopters  from 
their  own  Government,  then  it  becomes  some  kind  of  a  free  speech 
issue.  And  so  I'm  wondering,  what  role  should  professionals  not  in 
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law  enforcement  have  in  dealing  with  some  of  these  individuals 
who  appear  to  be  paranoid  in  the  clinical  sense  and  to  have  severe 
mental  disorders. 

Mr.  William  Barr.  Well,  when  I  talked  about  someone  being  in 
charge,  I  was  talking  about  the  law  enforcement  response,  and  I 
think  there  has  to  be  a  clear  division  between  law  enforcement  and 
essentially  social  work  or  other  kinds  of  things  to  ameliorate  social 
conditions.  That  is  not  to  say  that  a  law  enforcement  team,  re- 
sponding to  a  crisis,  shouldn't  have  psychologists  and  others  added 
who  could  deal  with  the  paranoid  personality,  or  what  have  you, 
but  if — and  that  is  done  now.  The  FBI  teams  have  people  on  it  that 
can  deal  with  all  manner  of  psychopaths. 

But  if  you're  talking  about  a  response  to  terrorism  as  a  problem 
that  sort  of  tries  to  get  to  root  causes  and 

Ms.  LOFGREN.  No.  Actually,  I'm  meaning  more  not  a  flabby  root 
cause  sort  of  analysis,  but  if  you  have  an  individual  that  is  under 
observation,  and  properly  so — I  mean,  you  can  do  an  arrest  or  you 
can  do  a  mental  health  conservancy,  and  under  the  law  of  many 
States  these  people  would  qualify  to  be  committed. 

What  is  the  appropriate  response  and  do  you  think  that  we  ought 
to  pull  in  some  other  disciplines  to  make  those  evaluations?  In 
some  cases,  this  may  not  be  purely  a  law  enforcement  issue. 

Mr.  WiLLL\M  Barr.  Well,  I  think  the  FBI  has  tremendous  capa- 
bilities, and  perhaps  Judge  Webster  would  comment  on  those,  in 
this  area  to  assess  personalities,  including  psychological  profiles, 
and  so  forth.  And  there  may  be  some  people  out  there  who,  in  my 
view,  from  a  legal  standpoint,  if  someone  is  legally  culpable,  I  don  t 
care  how  colloquially  crazy  they  are,  but  if  they're  legally  culpable, 
they  should  be  punished  as  a  criminal.  On  the  other  hand,  if  some- 
one really  is  legally  insane,  then  they  should  be  treated  on  the  in- 
sanity track,  and  that's  a  judgment  that's  usually  made  after 
they're  apprehended. 

Ms.  LoFGREN.  Could  I  ask  one  quick  question  on  technology?  And 
I  know  there's  been  a  lot  of  discussion  of  the  digital  world  and,  ob- 
viously, it  was  easier  for  law  enforcement  to  deal  with  an  analog 
world.  However,  encryption  and  technology  to  overcome  that  is 
wildly  unpopular  in  Silicon  Valley,  and  not  by  people  who  are  ter- 
rorists or  who  are  involved  in  any  kind  of  really  even  government 
activities,  but  just  unpopular  from  the  free  spirits  that  inhabit  Sili- 
con Valley,  and  they  really  have  the  capacity,  I  believe,  to  defeat 
almost  anything  we  can  put  up  technologically. 

What  is  your  thought,  any  of  you,  on  how  we — whether  we  even 
attempt  to  keep  up  with  that  game  or  whether  technologically  it's 
a  losing  battle? 

Mr.  Webster.  Well,  I  think  that  Director  Freeh  has  made  the 
point  that  the  technological  progress  and  the  ability  to  encipher 
and  use  digital  technology  to  prevent  overhears,  while  it  might  be 
legitimate  in  a  highly  competitive  business  to  keep  your  competi- 
tors from  finding  out  what  you're  doing,  nevertheless  impedes  the 
ability  of  law  enforcement  to  engage  in  practices  already  sanctified 
by  the  law  and  supervised  by  the  courts.  It  doesn't  do  any  good  to 
have  the  right  to  place  a  wiretap  if  you  can't,  in  fact,  place  it.  I 
think  it's  important  that  the  law  enforcement  continue  to  have  the 
physical  capability,  and  if  that  means  requiring  the  manufacturers 
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to  put  a  window,  figuratively  speaking,  in  the  system,  so  that  they 
can  get  in  and  listen,  when  they're  lawfully  able  to  do  so,  we've  got 
to  do  that. 

I  know  of  no  major  organized  crime  investigation,  no  major  ter- 
rorist investigation,  no  major  drug  investigation,  and,  indeed,  no 
major  corruption  investigation  that  did  not  involve  the  successful 
use  of  electronic  surveillance.  It's  a  capability  that's  vitally  impor- 
tant to  our  law  enforcement  community  in  the  big  picture  and  in 
the  big  cases  and  I  think  we  need  to  spend  the  money  and  require 
the  private  sector  to  accommodate  those  needs. 

Mr.  McCoLLUM.  The  lady's  time  has  expired. 

Mr.  Bryant. 

Mr.  Bryant  of  Tennessee.  Thank  you,  Mr.  Chairman. 

I  would  like  to  ask  the  distinguished  panel  to  answer  the  same 
question  regarding  the  Posse  Comitatus  Act  in  terms  of  Deputy  At- 
torney Greneral  Gorelick  testified  this  morning  that  she  felt  an  ex- 
pansion of  that  or  a  limitation,  I  guess,  of  that  to  include  allowing 
military  troops  to  go  beyond  the  nuclear  weapons,  but  into  biologi- 
cal and  chemical  weapons,  to  come  in  domestically  and  investigate 
those  types  of  cases  because  of  their  unique  expertise.  What  does 
each  of  you  think  of  that?  Judge  Webster. 

Mr.  Webster.  I  think  that  she  did  not  intend  this  to  be  a  sweep- 
ing statement.  I  think  what  she  really  wanted — and  she  can  speak 
for  herself — but  what  she  really  wanted  to  say  is  they  have  certain 
knowledge  that's  important  to  understanding  the  picture.  But  after 
our  experience  with  Yellow  Fruit  and  a  number  of  other  efforts  by 
the  military  to  engage  in  law  enforcement/intelligence  gathering,  I 
think  that  the  law  enforcement  community  does  not  want  to  see 
much  of  that  and  that  the  military  does  not  want  to  see  much  of 
that. 

As  far  as  posse  comitatus  is  concerned,  one  has  to  ask  himself, 
under  what  sets  of  circumstances  would  the  current  capabilities 
and  prospective  capability  of  law  enforcement  be  outrun  by  the  na- 
ture of  the  threat?  That's  why  we  put  in  a  hostage  rescue  team, 
because  we  didn't  really  believe  that  the  Jaysogs  and  delta  teams, 
and  so  forth,  which  are  designed  to  end  situations  without  as  much 
regard  for  saving  the  hostages  and  the  civilians  involved  wasn't  the 
right  way  to  go.  Furthermore,  politically,  the  Carter  administration 
at  that  time  really  declined  to  declare  in  advance  that  they  would 
waive  posse  comitatus.  Even  in  the  Los  Angeles  riots,  when  Presi- 
dent Bush  waived  posse  comitatus  by  bringing  in  some  of  the  regu- 
lar military  in  the  process,  there  was  a  lot  oi  scurrying  around  for 
a  couple  of  days  figuring  out  whether  or  not  they  could  do  what 
they  were  expected  to  do  there. 

So  I'd  say  be  very  cautious  as  you  approach  this.  Take  advantage 
of  what  they  know  and  identify  those  situations  where  the  FBI  and 
others  could  not  deal  with  the  situation.  Develop  memorandums  of 
understanding.  But  I  really  think  in  this  country  and  with  our  tra- 
ditions it  should  be  a  last  resort. 

Mr.  William  Barr.  The  Posse  Comitatus  Act  is  a  criminal  stat- 
ute, and  what  that  means  is  that  the  military  is  very  skittish  about 
providing  any  kind  of  support.  And  when  I  started  out  at  the  De- 
partment as  the  Assistant  Attorney  General  for  the  Office  of  Legal 
Counsel,  I'd  have  to  write  monthly  opinions  telling  the  Defense  De- 
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partment  it  was  OK  to  do  certain  things  under  the  posse  comitatus, 
like  use  sniffer  dogs  down  on  the  border  even  though  they  weren't 
going  to  be  handled  by  military  handlers,  things  like  that. 

And  so  I  think  what's  happening  here  is  there's  probably  a  con- 
sensus that  we  don't  want  the  military  to  be  involved  in  the  actual 
investigation,  but  we  do  want  to  be  able  to  draw  upon  technical  as- 
sistance in  biological  and  chemical  attacks  or  potential  attacks,  and 
that  technical  assistance,  not  getting  involved  in  the  actual  inves- 
tigation itself,  I  think  is  necessary,  and  I  think  the  reason  that  we 
are  being  asked  to  clarify  that  is  basically  because  of  the  military 
skittishness,  which  I  don't  begrudge  them  because  it  is  a  criminal 
statute,  and  if  something  went  wrong,  they'd  be  on  the  line. 

Mr.  Terwilliger.  I  couldn't  agree  more  with  both  what  Judge 
Webster  and  Mr.  Barr  have  said,  Mr.  Bryant.  I  would  only  add  that 
if  our  country  ever  does  face  an  imminent  threat  of  biological  ter- 
rorism or  nuclear  terrorism,  for  that  matter,  we're  going  to  want 
to  be  able  to  put — bring  all  our  resources  to  bear,  military  and  non- 
military  alike.  I  think  we  should  be  able  to  do  that,  and  if  we  need 
to  change  some  things  to  make  it  clear  that  that's  possible,  let's  do 
it,  but  at  the  same  time  let's  make  it  clear  that  any  such  operation 
that's  occurring  on  our  soil  that  is  a  law  enforcement  function  will 
be  under  law  enforcement  control. 

Mr.  Bryant  of  Tennessee.  I  yield  back  the  balance  of  my  time. 

Mr.  SCHIFF  [presiding].  I  thank  the  gentleman  for  yielding  back. 

Ms.  Jackson  Lee  is  recognized. 

Ms.  Jackson  Lee.  Thank  you,  Mr.  Chairman.  I  appreciate  the 
presentation  of  all  the  witnesses. 

And  if  I  might  ask  former  FBI  or  CIA  Director,  Mr.  Webster.  You 
mentioned  the  fact  that  we  need  tools  and  the  focus  that  the  FBI 
would  have  as  the  most  effective  single  agency  that  could  coordi- 
nate our  efforts  against  terrorism.  Tell  me  in  terms  of  us  looking 
toward  legislation,  if  you  had  to  narrow  it  to  the  tool,  law  enforce- 
ment tool,  where  should  we  put  most  of  our  emphasis? 

Mr.  Webster.  Thank  you.  If  I  could  just  repeat  because  it's  so 
important,  I  think  we  should  establish  a  lead  agency  for  this  work. 
I  think,  clearly,  that  responsibility  for  all  the  reasons  that  have 
been  said,  should  be  with  the  FBI.  And  I  think  the  FBI  is  best  suit- 
ed because  if  its  relationship  with  the  Department  of  Justice  to  be 
sure  that  other  agencies  outside  the  Department  of  Justice  are  con- 
forming to  law  and  respecting  privacy  rights  that  exist. 

In  terms  of  the  tools,  I  think  that  greater  access  to  records  that 
are  not  protected  by  privacy  laws  ought  to  be  provided  or  you 
should  take  a  good  look  at  the  privacy  laws  to  see  whether  they  are 
unreasonably  impeding  law  enforcement.  Those  records  are  avail- 
able under  many  other  circumstances  and  are  vitally  important  in 
tracking.  The  importance  of  the  tracking  part  is  demonstrated  both 
in  New  York  and  in  Oklahoma  City  in  terms  of  the  axle  identifica- 
tion that  permitted  them  to  find  out  where  that  vehicle  was  made, 
to  whom  it  was  sold,  find  the  rental  agreement.  That  sort  of  thing 
was  opposed  by  the  automobile  industry  for  many  years  because  of 
the  cost,  but  how  vitally  important  it  is. 

Similarly,  there  has  been  opposition  to  putting  taggants  in  black 
powder  explosives,  so  that  we  might  track  back  the  source  of  those 
explosives,  and  I  hope  very  much  that  the  Congress  will  make  that 


81 

possible  because  it's  been  resisted  by  a  number  of  groups  and  by 
the  businesses  involved.  I  don't  think  the  cost  is  excessive,  and  it 
permits  tracking  to  find  out  who  is — forensic  evidence  to  find  out 
who  is  responsible. 

It's  very  important  that  digital  telecommunications  and 
encryption  capabilities  be  made  subject  to  the  right  of  law  enforce- 
ment on  a  proper  showing  to  penetrate  those  barriers  and  listen  to 
what  a  court  authorizes  them  to  listen  to. 

Those  are  some  of  the  tools  that  occur  to  me  now.  There  will  be 
other  forensic  tools  that  will  come  along,  and  they  should  be  put 
to  a  very  sharp  test  in  relation  to  privacy  rights,  but  taking  into 
account  the  difficulty  of  a  post-terrorist  incident  investigation,  with 
cellular  groups  working  closely  together  it's  important  that  every 
available  lawful  tool,  including  everything  in  modem  technology 
that  can  be  lawfully  used,  be  made  available.  But  I  gave  you  the 
ones  that  I  think  are  on  the  top  of  my  list  right  now. 

Ms.  Jackson  Lee.  I  thank  you,  and  I'm  going  to  ask  two  very 
quick  questions  to  the  other  two  witnesses,  but  if  I  might  ask  you 
a  brief  one  as  a  followup.  I  think  most  Americans  either  might  be 
surprised  or  probably  not  surprised  that  there's  probably  less  pri- 
vacy than  we've  had,  as  they  say,  over  the  last  50  years,  and  I 
think  we're  all  exposed  to  a  certain  amount  of  nonprivacy  from  the 
Social  Security  number  to  the  ability  to  link  your  accounts. 

One  of  the  most  sensitive  areas,  of  course,  is  your  financial  ac- 
counts, your  bank  records.  What  would  be  your  litmus  test  to  go 
to  that  extent?  Would  it  be  the  crime?  Would  it  be  some  other  ac- 
tivity that  would  then  generate  the  need  for  that  as  it  relates  to 
terrorism? 

Mr.  Webster.  Well,  there  are  a  whole  wide  range  of  crimes  in 
law  enforcement  where  financial  records  are  key,  but  if  you  could 
find,  for  instance,  that  money  was  coming  into  the  United  States 
to  aid  a  terrorist  activity,  that  would  be  very  important  to  know, 
and  it  has  happened  and  continues  to  happen.  If  you  could  find 
that  money  was  going  outside  the  United  States  to  aid  a  terrorist 
activity  in  a  friendly  country,  that  would  be  important  to  know.  If 
you  could  find  that  there  was  an  element  of  control  by  another 
group  that  was  engaged  in  criminal  activity  not  yet  identified,  that 
would  be  important  to  know.  If  someone  had  made  a  large  invest- 
ment in  ammonium  nitrate,  that  would  be  nice  to  know  as  soon  as 
possible.  Those  are  just  examples  of  the  kinds  of  investigative  uses 
that  could  be  made  of  it. 

Ms.  Jackson  Lee.  Thank  you. 

If  I  can  just  ask  the  question  to  these  two  witnesses,  both  of  you 
have  acknowledged  the  concept  of  reasonable  suspicion,  and  I'd 
simply  like  to  hear  how  that  would  apply  under  the  facts  we  now 
have  about  present-day  militia. 

Mr.  Terwilliger.  The  reasonable  suspicion  standard,  Ms.  Lee,  is 
one  that  is  well  known  to  every  police  officer  in  the  country.  It's 
in  the  sort  of  age-old  test  that  goes  back  nearly  30  years  now  in 
a  Supreme  Court  decision.  If  a  policeman,  based  on  his  training 
and  experience,  sees  activity  which  reasonably  indicates  and  which 
he  can  articulate  a  factual  basis  for  that  reasonable  indication  that 
criminal  activity  is  afoot,  then  he  can  take  steps  or  she  can  take 
steps  to  investigate  that  further. 
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All  I'm  suggesting  in  my  prepared  remarks  and  what  I  alluded 
to  in  my  preliminary  statement  is  that  that  would  be  a  good  stand- 
ard to  use  in  these  guidelines  in  the  preliminary  phases  of  a  case 
to  allow  the  FBI  to  use  relatively  nonintrusive  techniques  to  inves- 
tigate any  group,  whether  it  be  a  militia  or  the  Black  Panther 
Party,  that  may  be  espousing  violence  as  some  kind  of  a  tool  of  ei- 
ther social  or  political  change. 

It  seems  to  me  that  what  we  have  to  recognize — and  we've  really 
been  dancing  around  this  question  a  little  in  this  debate  for  some 
time 

Ms.  Jackson  Lee.  And  I'd  like  to  get  Mr.  Barr  to  answer  as  well. 
So  if  you  could  summarize 

Mr.  Terwilliger.  I'll  sum  up  then.  I  think  that  what  we  have 
been  dancing  around  is  the  question  of  the  need  for  a  law  enforce- 
ment authority,  such  as  the  FBI,  to  collect  intelligence  as  opposed 
to  merely  collect  evidence  of  a  crime.  Intelligence  is  what  you  gath- 
er in  order  to  know  whether  a  crime  has  been  or  is  being  commit- 
ted; evidence  is  what  you  gather  in  order  to  prove  it. 

As  the  Director  said  on  Capitol  Hill  on  the  Senate  side  a  couple 
of  weeks  ago,  intelligence  is  not  a  dirty  word.  If  we  want  them  to 
prevent  terrorism,  we've  got  to  give  them  the  latitude  on  some 
basis  to  go  out  there  and  collect  that  information. 

Ms.  Jackson  Lee.  Mr.  Barr,  if  you  would  directly  respond  as  it 
relates  to  the  militia  and  the  facts  that  we  generally  know  publicly 
today? 

Mr.  William  Barr.  I  can't  answer  that  comprehensively  because 
I  think  there  are  a  lot  of  different  types  of  militia  and  people  out 
there,  and  also  reasonable  suspicion  is  a  concept  that  is  very  fact- 
bound,  but  I  think  that  proclamations  about  willingness  to  engage 
in  violence  or,  indeed,  the  right  to  use  the  violence  against  the  Gov- 
ernment, coupled  with  the  capacity  to  do  it  and  some  overt  act  such 
as  training  and  preparing  for  something,  depending  again  on  the 
particular  circumstances,  could  create  reasonable  suspicion. 

Ms.  Jackson  Lee.  Thank  you. 

Mr.  McCoLLUM  [presiding].  Your  time's  up,  Ms.  Lee. 

Ms.  Jackson  Lee.  Thank  you,  Mr.  Chairman. 

Mr.  Chabot. 

Mr.  Chabot.  Thank  you,  Mr.  Chairman. 

The  administration  has  proposed  a  new  Domestic 
Counterterrorism  Center  to  coordinate  intelligence  relating  to  ter- 
rorism. And  I'd  ask,  would  you  gentlemen  please  comment  on  any 
problems  that  you've  either  seen  when  you  were  in  office  or  since 
you've  left  relative  to  the  coordination  between  the  FBI  and  the 
BATF? 

Mr.  William  Barr.  The  ATF? 

Mr.  Chabot.  Yes. 

Mr.  William  Barr.  I  personally  think  that  there's  an  endemic 
problem  in  government,  and  every  administration  will  stand  up 
and  say  how  great  the  partnership  is  and  how  great  the  coopera- 
tion is,  and  sometimes  it  is,  but  it  takes  a  hell  of  a  lot  of  effort  to 
get  there,  because  there  are  a  lot  of  law  enforcement  agencies  scur- 
rying about  trying  to  get  into  the  lime  light  and  take  control  be- 
cause they  believe  they  have  a  particular  jurisdictional  hook  in  it. 
I  think  that's  why  Judge  Webster  and  I  are  saying  that  a  very  im- 
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portant  principle  is  to  have  a  clear  lead  agency.  And  I  think  that 
there  are  jurisdictional  fights  all  the  time  that  are  not  good  for  an 
investigation. 

Mr.  Terwilliger.  We  don't  have  enough  time  for  me  to  relate 
the  number  of  turf  fights  that  I  have  refereed  between  law  enforce- 
ment agencies  over  16  years  in  the  Department  of  Justice,  and  let 
me  say  that  some  of  those  involved  righteousness  on  both  sides  of 
the  issue.  It  is  a  product  of  something,  though,  that  Congress  could 
do  something  about,  were  it  so  inclined.  There  is  competition  for 
budget  dollars,  scarce  budget  dollars,  between  law  enforcement 
agencies.  Where  the  appropriations  come  out  of  two  different  ap- 
propriations subcommittees  due  to  the  fact  that  the  agencies  are  in 
two  different  departments,  that  competition  for  dollars  is  exacer- 
bated. 

It  also  seems  to  me  just  very  logically  and  simply  that  the  Attor- 
ney Greneral  is  the  chief  law  enforcement  officer  of  the  United 
States.  Therefore,  the  law  enforcement  functions  of  the  Federal 
Government,  the  authority  to  conduct  those  functions  ought  to  be 
vested  in  the  Attorney  Greneral  and  her  subordinates  and  not  in 
other  places. 

Mr.  Webster.  There  are  many  data  bases,  and  when  you  think 
about  a  common  data  base,  you're  not  talking  about  everything 
being  in  common.  Some  things  can  be  shared  with  other  law  en- 
forcement agencies  and  intelligence  agencies,  and  some  cannot,  to 
protect  sources  and  methods. 

I  seem  to  recall  that  down  in  EPIC  Center,  which  was  the  DEA's 
intelligence  collection  base  in  El  Paso,  the  FBI  participated,  but 
with  respect  to  its  organized  crime  file,  which  was  so  sensitive  at 
that  time,  thev  managed  that  by  placing  an  FBI  special  agent  there 
in  charge  of  their  data  base  and  responsive  to  legitimate  requests, 
but  who  did  not  hand  over  a  key  to  the  data  base  to  anybody  that 
happened  to  be  participating  in  the  Center.  Those  are  an  example 
of  ways  you  can  work  this  out  but  get  the  job  done  as  long  as,  as 
Attorney  General  Barr  says,  it's  clearly  understood  that  you  have 
a  lead  agency  and  that  agency  has  the  authority  to  compel  re- 
sources. 

Mr.  Chabot.  Some  have  suggested  that  the  coordination  could  be 
improved  if  the  BATE  was  merged  into  the  FBI.  Would  any  of  you 
gentlemen  like  to  comment  on  that,  what  you  think  about  that  sug- 
gestion? 

Mr.  William  Barr.  I  personally  favored  and  proposed  it.  I  think 
the  Secretary  of  the  Treasury  should  generally  worry  about  the 
economy  and  the  Treasury  and  should  worry  about  collecting  reve- 
nue and  associated  legal  violations.  I  think  the  Attorney  General 
is  the  chief  law  enforcement  officer,  and  I  think  explosions  and 
guns  and  chasing  gangs  around  the  streets  belong  in  the  Depart- 
ment of  Justice,  and  I  think  that  that's  where  the  BATF  should  be 
and  I  think  that,  in  fact,  was  proposed  early  in  this  administration 
but  nixed.  I  don't  say  that  because,  by  the  way,  of  any  disrespect 
for  the  BATF. 

Mr.  Webster.  I  made  the  same  proposal  to  then-Deputy  Attor- 
ney General  Heyman  when  he  was  in  office.  Many  of  the  regulatory 
functions  that  are  carried  out  by  BATF  can  be  handled  by  assign- 
ing it  to  some  other  branch,  either  in  Treasury  or  the  Department. 
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Mr.  Chabot.  ok  For  the  record,  I  think  that  that's  something 
that  we  should  perhaps  further  pursue  and  would  like  to  continue 
to  look  into  that  effort. 

Thank  you  very  much.  I'll  yield  back  the  balance  of  my  time. 

Mr.  McCoLLUM.  Mr.  Watt. 

Mr.  Watt.  Thank  you,  Mr.  Chairman. 

I  want  to  pursue  for  a  minute  or  two  Mr.  Terwilliger's  reasonable 
suspicion  language  that  he  outlines  on  pages  10  through  13,  I 
think,  of  his  testimony.  And  I  don't  want  to  engage  in  a  semantic 
discussion,  but  I  hear  you  saying  that,  first  of  all,  the  standard 
that  the  FBI  is  currently  using  you  would  advocate  should  be 
changed  to  a  reasonable  suspicion  standard;  is  that  correct? 

Mr.  Terwilliger.  In  part;  what  I  am  suggesting  for  consider- 
ation— and  "advocacy"  may  be  too  strong  a  word,  but  what  I'm  sug- 
gesting for  consideration  is  that,  because  there  is  so  much  confu- 
sion on  the  part  of  agents  and  supervisors  of  agents  as  to  what 
they  can  and  cannot  do  under  the  current  guidelines,  rather  than 
reinterpret  them,  let's  scrap  them  and  go  to  use  of  a  standard  that 
is  familiar  to  both  lawyers  and  law  enforcement  officers  alike.  The 
problem  is  that  there  really  is  no  standard  for  the  so-called  prelimi- 
nary inquiry  under  the  current  guidelines. 

Mr.  Watt.  OK.  First  of  all,  let  me  make  sure  I'm  clear  whether 
your  opinion  is  that  the  adoption  of  a  reasonable  suspicion  stand- 
ard would,  in  fact,  be  a  lower  standard  than  the  FBI  is  currently 
using  or  it  would  not  be  a  lower  standard? 

Mr.  Terwilliger.  Well,  it  is  probably  a  lower  standard  than  a 
reasonable  indication  of  criminal  activity,  but  I'm  not  sure  that  on 
plain  verbiage  that  there's  a  lot  of  difference  there.  I  think  that  it 
is  a  more  clear  standard  to  the  agents  who  have  to  interpret  it 
than  the  current  standard,  which  has  engendered  considerable  con- 
fusion  

Mr,  Watt.  OK  Let  me  go  forward  because  then  your  next  step 
beyond  that — well,  you  in  your  earlier  answer  to  a  question  distin- 
guished between  the  gathering  of  intelligence  and  the  gathering  of 
evidence,  and  I  take  it  that  this  lower  standard  would  trigger  a 
gathering  of  intelligence  information  which  I  think  you  describe  at 
the  bottom  of  page  12  as  including  gathering  of  literature  distrib- 
uted for  general  consumption,  and  then  you  progress  on  page  13, 
in  the  middle  of  the  page,  to  a  point  where  this  reasonable  sus- 
picion standard  would  get  you  to  permitting  a  law  enforcement  offi- 
cer to  assume  an  undercover  role  in  order  to  advance  an  investiga- 
tion. So,  basically,  this  standard  then  gets  you  into  infiltration,  and 
so  forth. 

I  guess  the  question  I'm  asking  is  whether  Mr.  Barr  and  Mr. 
Webster  believe  that  there  should  be  a  change — agree  with  Mr. 
Terwilliger  that  there  should  be  a  change  in  the  FBI's  standard  or 
whether  you  think  that  this  lowering  of  the  standard  is — might  cre- 
ate some  dangerous  problems?  That's  the  question  I'm  trying  to  get 
to. 

Mr.  William  Barr.  I  would  not  like  to  see  a  higher  threshold  to 
a  preliminary  investigation  put  in  the  guidelines,  and  if  reasonable 
suspicion  is  higher  than  what  currently  is  in  there,  I'm  not  sure  I 
would  go  with  it.  If  it's  the  same  or  lower,  fine. 
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Mr,  Watt.  You  wouldn't  mind  lowering  the  standard  for  the 
FBI's  intrusion  into  people's  lives,  but  you  wouldn't  want  it  any 
higher?  Is  that  what  I'm  getting 

Mr.  William  Barr.  Well,  remember  that  a  preliminary  inquiry 
does  not  use  intrusive  means  of  investigation.  So  I'm  not  sure 
checking  data  bases  and 

Mr.  Watt.  Well,  now  wait  a  minute  now.  On  page  13,  Mr. 
Terwilliger  is  talking  about  this  standard  permitting  a  law  enforce- 
ment officer  to  "assume  an  undercover  role."  That  s  pretty  intru- 
sive, I  would  think. 

Mr.  Terwilliger.  What  I  have  written  there  is  simply  a  state- 
ment of  what  a  law  enforcement  officer  could  do  today,  what  the 
FBI  could  do,  if  there  were  no  guidelines  whatsoever.  Everything 
that  is  written  there  is  what  is  permissible  under  the  Constitution 
as  interpreted  by  the  Supreme  Court  and  other  courts.  There  is  no 
constitutional  right  implicated  particularly  under  the  fourth 
amendment  by  the  use  of  an  undercover  law  enforcement  officer  as 
opposed  to  simply  debriefing  an  informant. 

Mr.  Watt.  So  let  me  just  be  clear  and  I'll  wrap  up,  Mr.  Chair- 
man. If  one  of  these  militia  groups  has  said  anything  about  using 
violence  in  defense  of  the  Government,  you  then  believe  that  should 
trigger  an  investigation  which  should  then  trigger  an  undercover 
operation  into  this  thing,  and  that  would  be 

Mr.  Terwilliger.  No 

Mr.  Watt  [continuing].  Sufficient? 

Mr.  Terwilliger.  Not  at  all.  I  think  that  the  fact  pattern  that 
you  posit,  tKe  hypothetical,  is  far  too  simple  a  basis  to  make  the 
kinds  of  judgments  you're  talking  about.  I  do  think  that  the  FBI 
ought  to  be  able  to  collect  the  kinds  of  statements  you're  talking 
about,  keep  those  on  file,  find  out  who  the  people  are  that  are  run- 
ning this  organization,  and  then  if  further  facts  justify  it,  go  fur- 
ther with  different  sorts  of  investigative  techniques  to  find  out  if 
there  is  a  crime  behind  that  kind  of  rhetoric,  but  the  rhetoric  alone 
to  me  is  not  a  justification  and  it's  not  a  reasonable  suspicion  of 
criminal  activity,  as  vou  describe  it. 

Mr.  McCollum.  Thank  you,  Mr.  Watt. 

I  know.  Judge  Webster,  you've  got  to  catch  a  plane.  Mr.  Barr  is 
the  last  questioner,  but  whenever  you  have  to  go,  feel  free.  We  un- 
derstand that. 

Mr,  Webster.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  McCollum.  Mr.  Barr. 

Mr.  Bob  Barr.  Thank  you,  Mr.  Chairman. 

And,  Director  Webster,  I  take  no  offense  if  you  do  have  to  leave. 

Mr,  Webster.  Thank  you. 

Mr.  Bob  Barr.  I'd  like  to  state  for  the  record  with  Mr.  Barr  here 
that  our  career  paths  have  crossed  several  times;  they  remained 
parallel  for  a  while  and  then  he  went  on  to  bigger  and  better 
things.  But  I'd  like  him  to  know  that  in  each  and  every  instance 
in  which  we've  been  confused  or  I've  been  confused  with  you  over 
the  years,  it's  always  worked  to  the  advantage  of  my  reputation. 

[Laughter.] 

Mr.  Bob  Barr.  I  don't  think  you  could  say  the  same,  but  it's  tre- 
mendous having  this  panel  here  today.  I  very  much  appreciate  the 
tremendous  perspective  that  we've  had  on  this  problem. 
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Is  the  current,  Mr.  Barr,  is  the  current  definition  of  terrorism 
that  the  FBI  uses  in  its  investigative  role,  is  it  adequate? 

Mr.  William  Barr.  No  one  has  suggested  to  me  that  it  isn't.  A 
number  of  the  proposals  here  trigger  off  or  use  the  INA,  the  Immi- 
gration and  Naturalization  Act  language  for  terrorism.  I  found  that 
sufficient,  but  I'm  open  to  any  suggestion  that  it  has  to  be  clarified. 

Mr.  Bob  Barr.  It  seems  to  me  that  it  is  also.  I  never  had  any 
problem  with  it.  And  in  looking  through  various  materials  that  we 
have  before  us  here,  it  seems  to  me  an  adequate  definition  because, 
of  course,  it  is  tied  to  the  unlawful  use  of  force  or  violence  in  fur- 
therance of  political  or  social  goals.  I  think  that  it  is,  but  I  just 
wanted  to  see  if  you  had  heard  anything  otherwise. 

With  regard  to  the  Attorney  General's  guidelines,  last  revised  in 
1989,  on  domestic  terrorism,  it's  my  recollection — and  I  just  ha\^e 
some  notes  here;  I  don't  have  the  specific  language  before  me — that 
investigations  can  be  initiated  only  when  facts  or  circumstances 
reasonably  indicate  that  a  Federal  crime  has  been,  is  being,  or  may 
be  committed.  It's  that  "may  be"  language  that  I  think  may  be 
troubling  to  some  folks,  including  some  in  my  district.  Is  that 
where  we  get  into  a  discussion  of  reasonable  suspicion  or  am  I  con- 
fusing different  criteria  for  different  purposes? 

Mr.  Terwilliger.  I  think,  Mr.  Barr,  that  you're  absolutely  right. 
As  a  practical  matter,  that's  where  we  would  get  into  a  discussion 
of  using  reasonable  suspicion  as  a  predicate  to  investigate  further, 
to  either  confirm  or  dispel  that  suspicion,  and  if  confirmed,  then  go 
on  to  further  investigation. 

Obviously,  if  a  crime  has  been  committed,  if  we  know  that,  then 
we  don't  have  to  worry  about  reasonable  suspicion.  We  have  all  the 
probable  cause  we  need  to  proceed  with  the  most  intrusive  inves- 
tigative techniques. 

Mr.  Bob  Barr.  With  regard  to  posse  comitatus,  I'm  just  a  little 
bit  confused  and  I  don't  think  it's  anything  that  you  all  have  said, 
but  just  trying  to  deal  with  so  much  in  such  a  short  period  of  time 
here.  Is  it  necessary  to  obtain  benefit  or  to  have  the  benefit  of  par- 
ticular expertise  that  the  military  may  be  possess,  not  to  inves- 
tigate crimes,  but  to  provide  support  to  existing  Federal  law  en- 
forcement agencies?  Do  we  need  to  really  change  the  law  in  order 
to  do  that? 

Mr.  William  Barr.  I  think  as  a  practical  matter  it  should  be 
changed  because  I  think  it  has — one,  to  give  the  military  comfort 
and,  two,  to  constrain  the  extent  to  which  that  authority  would  be 
used.  The  military  has  traditionally  asked  for  clarification  and,  as 
you  know,  there  are  other  areas  in  the  posse  comitatus  area  where 
we've  provided  very  specific  authorization;  for  example,  the  use  of 
military  crews  during  training  for  certain  antidrug  activities,  and 
so  forth.  It's  always  fairly  clearly  defined.  So  I  don't  think  this 
would  be  a  major  departure  from  our  practice  in  the  past,  but  I 
think  as  a  practical  matter,  in  order  for  the  Justice  Department  to 
be  assured  that  the  military  will  respond  promptly,  I  think  we 
should  probably  get  some  language  in  there. 

Mr.  Bob  Barr.  OK.  Mr.  Terwilliger,  I  know  you  touched  on  this 
in  your  preliminary  remarks.  Would  you  agree  with  that  assess- 
ment? 
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Mr.  Terwilliger.  Absolutely.  It  really  is — I  think  all  are  in 
agreement,  including  this  administration  and  its  proposals,  that  we 
do  not  want  the  military  performing  directly  primary  law  enforce- 
ment functions,  but  that  their  assistance  can  be  invaluable  and 
that  if  the  law  needs  some  amendment  in  order  to  make  it  crystal 
clear  that  they  can  legally  provide  that  kind  of  assistance,  then  we 
should  do  so. 

Mr.  Bob  Barr.  OK.  I'm — for  the  record,  I  don't  want  anything  to 
be  implied  into  my  question  because  I  have  no  notion  yet  whetner 
or  not  we  really  need  to  do  that,  but  I  just  wanted  to  clarify  wheth- 
er you  all  felt  it  was  necessary  to  do  that. 

rd  just  like  to  conclude  by  mdicating,  Mr.  Barr,  that  I  appreciate 
your  remarks  concerning  providing  sustained  resources  to  the  FBI. 
I  know  when  I  was  involved  in  law  enforcement  with  the  Depart- 
ment of  Justice,  it  was  a  continual  battle,  and  it's  not  Republican 
or  Democrat.  There  are  budgetary  constraints  that  tug  at  any  ad- 
ministration, and  law  enforcement  is  not  immune  from  those  at  all. 
And  I  think  it  is  very,  very  important  to  provide  the — to  make  a 
decision  as  a  people  that  we  want  to  have  a  sustained  capability 
within  the  bounds  of  whatever  laws  Congress  decides  that  ought  to 
be,  but  to  say,  yes,  you're  authorized  for  this  much,  but  then, 
again,  to  hold  back  and  not  allow  them  to  hire  creates  the  problems 
and  the  perception  of  problems,  as  we've  seen  with  the  inability  of 
the  prior  witnesses  to  really  articulate  what  we  need  more  re- 
sources now  and  we  didn't  a  week  ago  or  2  months  ago.  And  I  think 
it  is  important  to  recognize  that  we  need  to  provide  sustained  re- 
sources in  whatever  areas  and  to  whatever  extent  the  Congress 
deems  necessary,  and  I  think  it's  important  to  remember  that. 

Thank  you. 

Mr.  McCoLLUM.  Thank  you,  Mr.  Barr. 

And  I  want  to  thank  our  panel  of  witnesses  today.  I  know  that 
Judge  Webster  had  to  run  just  a  moment  ago  to  get  the  plane,  but 
we  very  much  appreciate  former  Attorney  General  Barr,  you,  and 
Mr.  Terwilliger  and  Judge  Webster  for  being  here.  You  contributed 
to  our  effort,  and  thank  you  again. 

Our  final  panel  of  witnesses  today,  a  four-person  panel,  is  a 
mixed  panel,  and  I'm  going  to  introduce  them  in  the  order  in  which 
I  anticipate  asking  them  to  testify,  and  again  would  ask  them  to 
summarize  so  that  we  can  get  through  this  in  an  orderly  fashion. 

Our  first  witness  is  Thomas  Halpem,  the  associate  director  of 
factfinding  for  the  Anti-Defamation  League.  Mr.  Halpern  coordi- 
nates the  league's  efforts  to  monitor  and  counteract  antisemitism, 
racism,  and  extremism  of  both  the  far  right  and  the  far  left,  includ- 
ing activities  of  armed  militias,  the  Ku  Klux  Klan,  Neo-Nazis 
Skinheads,  and  Louis  Farrakhan's  Nation  of  Islam.  He  has  spoken 
on  extremist  group  activity  and  the  Anti-Defamation  League's  role 
in  combating  extremism  before  law  enforcement  conferences  and 
around  the  country. 

Our  next  witness  is  Ira  Glasser,  who  has  been  executive  director 
of  the  American  Civil  Liberties  Union  since  1978.  Previously,  he 
was  director  of  the  New  York  City  Civil  Liberties  Union.  Prior  to 
his  affiliation  with  the  ACLU,  Mr.  Glasser  was  a  mathematician 
and  a  member  of  the  science  and  mathematics  faculties  of  Queens 
College  and  Sarah  Lawrence  College.  In  addition,  he's  also  been  the 
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editor  of  Current  magazine.  Mr.  Glasser  has  written  extensively  on 
civil  liberties  principles  and  issues.  His  writings  have  appeared  in 
the  New  York  Times,  the  Village  Voice,  Harper's,  the  New  Repub- 
lic, and  the  Nation,  among  other  publications. 

Next  as  a  witness  is  William  Baker,  former  Assistant  Director  in 
charge  of  the  Criminal  Investigation  Division  of  the  Federal  Bu- 
reau of  Investigation.  As  Assistant  Director,  Mr.  Baker  was  respon- 
sible for  formulating  and  directing  all  FBI  criminal  investigative 
policy  and  reported  to  the  Deputy  Director  and  Director  of  the  FBI. 
As  principal  investigative  officer  of  the  FBI,  Mr.  Baker  personally 
directed  all  FBI  counterterrorism  operations  during  the  Persian 
Gulf  crisis.  Mr.  Baker  is  currently  senior  vice  president  and  direc- 
tor of  nationwide  antipiracy  with  the  Motion  Picture  Export  Asso- 
ciation of  America,  which  represents  major  American  motion  pic- 
ture companies. 

And  our  last  witness  is  Brent  Smith,  professor  of  criminal  justice 
and  sociology  and  chairman  of  the  department  of  criminal  justice 
at  the  University  of  Alabama  at  Birmingham.  Dr.  Smith's  research 
has  examined  social  movements  in  America,  primarily  focusing  on 
terrorism  in  recent  years.  He  has  written  extensively  on  the  iss,ue 
of  terrorism  and  recently  published  the  book,  'Terrorism  in  Amer- 
ica: Pipe  Bombs  and  Pipe  Dreams." 

I  welcome  all  of  you.  A  lot  of  times  I'll  introduce  separately,  but 
in  the  interest  of  moving  on  and  efficiency,  I  did  it  collectively.  But 
thank  you  for  coming  today. 

With  that  in  mind,  Mr.  Halpern,  if  you  would  proceed,  we  would 
appreciate  it. 

STATEMENT  OF  THOMAS  HALPERN,  ASSOCIATE  DIRECTOR, 
FACT  FINDING  DEPARTMENT,  ANTI-DEFAMATION  LEAGUE 

Mr.  Halpern.  Thank  you,  Mr.  Chairman.  I  wish  to  thank  the 
committee  for  the  opportunity  to  share  some  of  my  organization's 
observations  concerning  domestic  extremism  and  terrorism.  We 
commend  the  committee  for  addressing  these  matters  in  a  timely 
and  sober  fashion. 

We  also,  of  course,  express  sympathies  to  the  families  and  friends 
of  people  killed  in  the  Oklahoma  City  bombing  and  commend  the 
professional  law  enforcement  efforts  to  bring  those  responsible  to 
justice. 

Being  with  my  colleagues  in  the  unenviable  position  of  testifying 
on  the  last  panel,  I  will  be  brief  in  my  oral  remarks  and,  with  your 
permission,  will  submit  written  testimony  for  the  record. 

I  am  the  associate  director  of  the  Fact  Finding  Department,  Anti- 
Defamation  League,  and  I'm  accompanied  today  by  Jeffrey  P. 
Sinensky,  our  civil  rights  division  director;  Michael  Lieberman,  our 
Washington  counsel,  and  Stacy  Burdett,  the  assistant  director  of 
our  Washington  office. 

In  pursuit  of  our  80-year  mission  to  inform  and  educate  the 
American  people  about  the  threat  posed  by  extremist  groups,  the 
ADL  monitors  the  activities  of  these  groups  and  shares  our  reports 
with  Congress  and  the  administration,  law  enforcement,  journal- 
ists, and  the  public  at  large.  In  addition,  the  league  has  pursued 
lawsuits   against  hatemongers   like  Tom   Metzger   of  the   White 
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Aryan  Resistance  and  has  drafted  model  legislation,  widely  adopted 
by  the  States,  to  address  hate  crimes  and  paramilitary  training. 

Violent  extremists  of  both  the  far  left  and  the  far  right  share  a 
hostility  to  democratic  principles  and  processes  and  a  demonstrated 
willingness  to  use  terror  and  intimidation  in  an  attempt  to  undo 
the  basic  freedoms  that  we  Americans  cherish.  From  the  radical 
leftists  arid  pro-Nazi  Bundists  of  yesteryear  through  the  Ku  Klux 
Klan  terror  aimed  at  halting  this  country's  progress  in  civil  rights, 
and  right  up  to  today's  heavily  armed  and  conspiracy-obsessed  far 
right  groups,  America  has  consistently  faced  challenges  from  home- 
grown extremists  who  have  not  hesitated  to  threaten  and  even  to 
use  deadly  force. 

Violence  has  been  a  hallmark  of  the  organized  far  right  hate 
groups  in  the  United  States.  Picking  up  where  Klan  terrorists  left 
oft"  in  the  sixties,  rightwing  extremists  of  the  eighties  were  often 
characterized  by  a  propensity  for  extreme  violence.  Judging  by 
their  actions  as  well  as  words,  many  regarded  violent  confrontation 
not  merely  as  acceptable,  but  inevitable.  A  most  dangerous  compo- 
nent of  this  orientation  was  the  establishment  of  paramilitary 
training  camps  where  instruction  was  provided  in  weapons  han- 
dling, in  demolition,  even  in  guerrilla  warfare  techniques.  In  re- 
sponse, ADL's  model  antiparamilitary  training  statute  has  been  en- 
acted in  24  States  and  has  made  a  difference. 

It  is  in  that  rabidly  antigovernment  right-wing  extremism  of  the 
1980's  that  we  may  find  some  of  the  roots  of  today's 
antigovernment  militia  groups  and  their  sympathizers,  some  of 
whom,  it  now  appears,  may  have  been  involved  in  the  Oklahoma 
City  bombing.  These  earlier  groups  shared  a  now  familiar  hatred 
of  Federal  authority'  which  they  regarded  as  controlled  by  the  Jews 
and  extremist  ideology  and  a  program  of  paramilitary  training. 
They  included  the  posse  comitatus;  the  Covenant,  the  Sword,  and 
the  Arm  of  the  Lord;  the  Arizona  Patriots;  and,  most  serious  of  all, 
the  Order,  an  ultra-right-wing,  revolutionary  gang  based  in  the  Pa- 
cific Northwest  whose  crimes  included  bank  robberies,  armored  car 
heists,  counterfeiting,  shootouts  with  Federal  law  officers,  a  syna- 
gogue bombing,  and  murders,  including  that  of  Denver  talk  radio 
personality  Alan  Berg. 

The  Order  had  planned  further  bombings,  designed  to  result  in 
many  deaths  and  major  devastation,  that,  thankfully,  were  thwart- 
ed by  the  efforts  of  Federal  law  enforcement  agencies,  including  the 
FBI  and  the  BATF. 

Of  particular  interest  in  light  of  the  venomous  antigovernment 
views  harbored  by  todav's  right-wing  zealots  was  a  "declaration  of 
war"  issued  by  13  members  of  the  Order  in  November  1984  as  au- 
thorities were  closing  in  on  them.  They  wrote  that  they  no  longer 
considered  the  U.S.  Ciovernment  to  be  their  Government  and 
shrieked  that  Washington  is  in  servitude  to  the  Jews.  The  declara- 
tion went  on  to  threaten  the  hanging  of  Members  of  the  U.S.  Con- 
gress. It  also  designated  as  enemy  combatants  in  this  war  un- 
friendly Federal  agents,  local  police  officials,  State  patrolmen, 
members  of  the  Armed  Forces,  bankers,  journalists,  judges,  and 
business  representatives. 

Last  vear,  a  decade  after  the  capture  of  the  ringleaders  of  the 
order,  the  ADL  exposed  the  activities  of  a  new  strain  of  right-wing 
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antigovem merit  groups:  the  militias.  As  documented  in  ADL's  Octo- 
ber 1994  report  titled,  "Armed  and  Dangerous:  Militias  Take  Aim 
at  the  Federal  Government,"  these  militias  aim  to  lay  the  ground- 
work for  militant  resistance  to  the  Federal  Government  and  its  law 
enforcement  agencies  and  to  gun  control  laws  like  the  Brady  law 
and  the  assault  weapons  ban.  In  the  view  of  many  such  extremists, 
America's  Grovernment  is  the  enemy  now  widening  its  authoritar- 
ian control  and  planning  warfare  against  the  citizenry. 

Militia  ideologues  are  also  obsessed  with  the  role  of  government 
in  two  recent  events,  the  Branch  Davidian  confrontation  in  Waco 
and  the  Randy  Weaver  siege  in  Idaho,  which  they  interpret  as 
signs  of  impending  tyranny.  Their  conspiracy-haunted  views  in- 
clude the  belief  referred  to  by  Ms.  Lofgren  earlier  that  mysterious 
black  helicopters  are  surveilling  Americans  across  the  West,  that 
the  Federal  Emergency  Management  Agency  is  secretly  establish- 
ing concentration  camps  for  American  dissidents,  including  militia 
proponents,  and  that  the  Federal  Government,  in  league  with  some 
nefarious  New  World  Order,  is  planning  a  takeover  of  the  United 
States  by  U.N.  troops.  The  answer,  say  these  extremists,  is  "nec- 
essarily" paramilitary  resistance. 

Since  the  Oklahoma  City  bombing,  amazingly,  many  militia  pro- 
ponents have  stated  on  computer  bulletin  boards  and  elsewhere  the 
idea  that  the  Federal  Grovernment  itself  perpetrated  the  bombing 
as  a  pretext  for  totalitarian  rule,  even  comparing  the  bombing  of 
the  Murrah  Building  to  the  burning  of  the  Reichstag  in  Hitler's 
day. 

For  most,  if  not  all,  of  the  militias,  the  fear  of  government 
confiscation  of  weapons  is  of  paramount  concern.  Samuel  Sher- 
wood, head  of  the  U.S.  Militia  Association  in  Idaho,  has  bellig- 
erently made  that  position  clear,  but  he  has  further  urged  citizens 
to  "look  legislators  in  the  face  because  someday,"  he  said,  "you  may 
have  to  blow  it  off." 

Although  thwarting  gun  control  is  the  chief  aim  of  the  militias, 
they  seek  to  turn  the  clock  back  on  Federal  involvement  in  a  host 
of  other  issues  as  well;  for  example,  abortion,  education,  environ- 
mental protection.  A  case  in  point  is  Norm  Olson,  who  until  this 
past  weekend  was  a  regional  militia  commander  in  northern  Michi- 
gan. Olson  has  envisioned  violence  erupting  if  present  government 
policies  continue. 

A  further  problem  uncovered  by  investigation  of  the  growing  mi- 
litias— they  number  some  10,000  members  in  more  than  half  the 
States — is  the  presence  in  some  of  them,  even  in  leadership  roles, 
of  persons  with  histories  of  racial  and  religious  hatred  and  of  politi- 
cal extremism.  In  the  Northwest,  for  example,  a  prominent  militia 
leader  has  in  the  past  been  a  featured  speaker  at  the  Aryan  Na- 
tions compound,  and  elsewhere  we  find  other  evidence  of  bigotry. 

It  must  be  said  that  this  new  breed  of  extremist  now  has  a 
means  of  communication  unavailable  and,  indeed,  unheard  of  in 
earlier  periods,  having  mastered  the  contemporary  technology  of 
computers  and  telecommunications.  They  have  also  retained  some 
old-time  recruitment  and  organizing  techniques  as  well,  such  as 
rallies,  mass  mailings,  and  the  use  of  widely  distributed  propa- 
ganda organs  like  'The  Spotlight,"  published  by  the  extremist  anti- 
Semitic  Liberty  Lobby  here  in  Washington. 
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We  know  from  experience  that  extremists  in  our  society  tend  to 
try  to  exploit  existing  frictions  and  disagreements  on  public  policy 
issues  such  as  crime,  race  relations,  and  immigration.  These  are  is- 
sued to  be  passionately  debated,  but  we  must  face  and  resolve  such 
conflicts  peaceably  and  not  allow  them  to  be  manipulated  by  those 
who  would  use  tnem  to  promote  their  own  violent  antidemocratic 
agenda. 

The  Anti-Defamation  League  supports  the  broad  policy  objectives 
addressed  in  counterterrorism  legislative  initiatives  now  pending 
before  Congress.  The  American  criminal  justice  system  must  be 
better  equipped  to  cope  with  the  threat  posed  by  international  ter- 
rorists and  their  networks,  as  well  as  violent  domestic  hate  groups, 
operating  here  and  abroad  and  targeting  American  citizens  and  in- 
stitutions. 

ADL  commends  this  committee  for  focusing  public  attention  on 
this  netherworld  of  extremism.  Public  awareness  and  effective 
timely  law  enforcement  work  are  our  best  hope  for  countering  the 
destructive  efforts  of  hate  and  extremism  while  maintaining  our 
precious  constitutional  liberties. 

[The  prepared  statement  of  Mr.  Halpem  follows:] 

Prepared  Statement  of  Thomas  Halpern,  Associate  Director,  Fact  Finding 
Depart.ment,  Anti-Defamation  League 

My  name  is  Thomas  Halpern,  and  I  am  the  Associate  Director  of  the  Fact  Poinding 
Department  of  the  Anti-Defamation  League.  I  am  accompanied  today  by  Jess  N. 
Hordes,  ADL  Washington  Representative,  and  Mira  Boland,  the  League's  Washing- 
ton Fact  Finding  Director.  For  more  than  80  years,  the  League  has  fought  racial 
and  religious  bigotry,  and  anti-democratic  extremists  of  the  far  right  and  the  far 
left.  We  have  sought  to  inform  and  educate  the  American  people  about  extremist 
groups,  in  the  confident  expectation  that  when  Americans  understand  the  true  na- 
ture of  these  groups,  the  people  will  overwhelmingly  reject  them.  The  ADL  monitors 
the  activities  of  these  groups,  by  observing  their  rallies  and  demonstrations,  listen- 
ing to  their  speeches  and  their  radio  and  telephone  propaganda  messages,  reading 
their  literature,  and  collecting  news  reports  about  them.  We  share  our  research  with 
Congress  and  the  Administration,  law  enforcement,  journalists,  and  the  public  at 
large,  through  various  reports  and  special  bulletins.  In  addition,  the  League  has 

Kursued  legal  and  legislative  remedies  for  certain  kinds  of  extremist  or  bigoted  be- 
avior,  including  lawsuits  against  hate  mongers  like  Tom  Metzger  of  the  White 
Aryan  Resistance,  and  drafting  model  legislation — which  have  been  widely  adopt- 
ed— to  address  hate  crimes  and  paramilitary  training. 

Violent  extremists  of  both  the  far  left  and  the  far  right  share  a  hostility  to  demo- 
cratic principles  and  processes,  and  a  demonstrated  willingness  to  use  terror  and 
intimidation  in  an  attempt  to  undo  the  basic  freedoms  that  all  Americans  cherish. 
They  reject  the  lawful  rules  and  restraints  of  our  society,  and  threaten  the  sense 
of  security  and  civic  order  necessary  for  the  peaceful  exercise  of  Constitutional  free- 
doms. From  the  radical  leftists  and  pro-Nazi  Bundists  of  yesteryear,  through  the  Ku 
Klux  Klan  terror  aimed  at  halting  this  country's  progress  in  civil  rights,  to  violent 
bombers  of  the  Vietnam  War  era,  and  right  up  to  today's  heavily-armed  and  conspir- 
acy-obsessed far-right  groups,  America  has  consistently  faced  challenges  from  home- 
grown extremists  who  nave  not  hesitated  to  threaten  and  even  to  use  deadly  force. 

Violence  has  been  a  hallmark  of  the  organized  far  right  hate  groups  in  the  United 
States.  Picking  up  where  Klan  terrorists  of  the  sixties  left  off,  right-wing  extremists 
of  the  1980s  were  often  characterized  by  a  propensity  for  violence.  Judging  by  their 
actions  as  well  as  their  words,  many  regarded  violent  confrontation  as  not  merely 
acceptable,  but  inevitable.  A  most  dangerous  component  of  this  orientation  was  the 
estaolishment  of  paramilitary  training  camps  wnere  instruction  was  provided  in 
weapons  handling,  in  demolition,  and  even  in  guerilla  warfare  techniques.  ADL's 
model  anti-paramilitary  training  statute  has  been  enacted  in  24  states — and  has 
made  a  difference. 

The  patterns  ADL  observed  among  far-right  groups  in  the  1980s — regarding  num- 
bers, leadership,  and,  most  import  Andy,  tactics — refiect  a  paradox.  The  member- 
ship of  hate  groups,  overall,  declined  during  most  of  the  decade,  while  the  movement 
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became  more  dangerous  and  troublesome,  with  certain  elements  resorting  to  a  policy 
of  open  violence  against  society.  Through  their  actions,  these  militant  groups 
achieved  a  spectacular  preeminence  over  older  and  larger  factions. 

It  is  in  the  rabidly  anti-government  right-wing  extremists  of  the  1980's  that  we 
may  find  some  of  the  roots  of  today's  anti-government  militia  groups  and  their  sym- 
patnizers — some  of  whom,  it  now  appears,  may  have  been  involved  in  the  Oklahoma 
City  bombings  These  earlier  groups  shared  a  now  familiar  hatred  of  federal  author- 
ity (which  they  regarded  as  controlled  by  the  Jews),  an  extremist  ideology,  and  a 
program  of  paramilitary  training.  Thev  included  the  Posse  Comitatus;  the  Covenant, 
the  Sword,  and  the  Arm  of  the  Lord  (or  CSA);  the  Arizona  Patriots;  and,  most  seri- 
ous of  all.  The  Order — an  ultra  right-wing  revolutionary  gang,  based  in  the  Pacific 
Northwest,  whose  crimes  included  bank  robberies,  armored  car  heists,  counterfeit- 
ing, shootouts  with  federal  law  officers,  synagogue  bombings,  and  murders,  includ- 
ing that  of  Denver  talk  radio  personality  Alan  Berg.  The  Order  had  planned  further 
bombings^-designed  to  result  in  many  deaths  and  in  major  devastaion — that  thank- 
fullywere  thwarted  by  federal  law  enforcement  agencies,  including  the  FBI  and 
BATF.  The  leader  of  The  Order  ultimately  died  in  a  firefight  with  law  enforcement, 
and  several  other  members  were  eventually  tried  and  sentenced  to  long  prison 
terms. 

Of  particular  interest,  in  light  of  the  venomous  anti-government  views  harbored 
by  today's  right-wing  zealots,  was  a  "Declaration  of  War"  issued  by  13  members  of 
llie  Order  in  November  1984,  as  the  authorities  were  closing  in  on  them.  They 
wrote: 

We  from  this  day  forward  declare  that  we  no  longer  consider  the  regime 
in  Washington  to  be  a  valid  and  lawful  representative  of  all  Aryans  who 
refuse  to  submit  to  the  coercion  and  subtle  tyranny  placed  upon  us  by  Tel 
Aviv  and  their  lackeys  in  Washington.  .  .  .  Let  friend  and  foe  alike  be 
made  aware.  This  is  war! 

The  statement  went  on  to  threaten  the  hanging  of  members  of  the  U.S.  Congress. 
It  also  designated  as  "combatants"  in  its  war — and  therefore  suitable  targets  for  kill- 
ing— unfriendly  federal  agents,  local  police  officers,  state  patrolmen,  members  of  the 
armed  forces,  bankers,  journalists,  judges  and  business  representatives. 

Last  year,  a  decade  after  the  capture  of  the  ringleaders  of  The  Order,  the  ADL 
exposed  the  activities  of  a  new  strain  of  right-wing  anti-government  groups  in  this 
country:  the  "militias."  As  documented  in  ADL's  report  "Armed  &  Dangerous:  Mili- 
tias Take  Aim  At  The  Federal  Government,"  these  militias  aim  to  lay  the  ground- 
work for  large-scale  militant  resistance  to  the  federal  government  and  its  law  en- 
forcement agencies,  as  well  as  to  gun  control  laws.  In  the  view  of  many  such  extrem- 
ists, numbering  in  the  thousands,  America's  government  is  the  enemy,  now  widen- 
ing its  authoritarian  control  and  planning  warfare  against  the  citizenry. 

To  the  militia  ideologues,  gun  control  legislation — especially  the  Brady  Law  and 
restrictions  on  assault  weapons — are  major  stratagems  in  a  secret  government  con- 
spiracy to  disarm  and  control  the  American  people  and  abolish  their  Constitutional 
right  "to  keep  and  bear  Arms."  They  are  also  obsessed  with  the  role  of  government 
in  two  recent  events — the  Branch  Davidian  confrontation  in  Waco  and  the  Randy 
Weaver  siege  in  Idaho — which  they  interpret  as  signs  of  impending  tyranny.  Their 
conspiracy-haunted  views  include  the  belief  that  mysterious  "black  helicopters"  are 
surveilling  Americans  across  the  West,  that  the  Federal  Emergency  Management 
Agency  is  secretly  establishing  concentration  camps  for  American  dissidents  (includ- 
ing militia  proponents),  and  that  the  federal  government,  in  league  with  some  nefar- 
ious "New  World  Order,"  is  planning  a  "takeover"  of  the  United  States  by  UN 
troops.  The  answer,  say  these  extremists,  is  ultimately,  necessarily,  paramilitary  re- 
sistance. An  armed  and  aroused  citizenry,  they  assert,  must  be  mobilized  and  ready 
for  a  call  to  war. 

For  most,  if  not  all,  of  the  militias,  the  fear  of  government  confiscation  of  their 
weapons  is  a  paramount  concern.  Samuel  Sherwood,  head  of  the  "U.S.  Militia  Asso-j 
ciation"  in  Idaho,  states:  "When  they  come  around  to  collect  weapons,  well  have  thei 
legal  and  lawful  structure  to  say  'no'  to  that."  Sherwood  has  stated  further:  "(jo  up 
and  look  legislators  in  the  face,  because  someday  you  may  have  to  blow  it  off." 
Randy  Trochmann  of  the  "Militia  of  Montana"  gets  tougher:  "If  and  when  the  fed- 
eral government  decides  to  confiscate  weapons,  people  will  band  together  to  stop 
them.  They  are  not  going  to  give  up  their  guns."  And  the  "enemy"  easily  becomes! 
nightmarish:  Robert  Pummer,  a  leader  of  the  'Tlorida  State  Militia,"  says  that  his 
group  is  "capable  of  defending  ourselves  against  chemical  and  biological  agents." 

Although  thwarting  gun  control  is  the  chief  aim  of  the  militias,  they  seek  to  turn 
the  clock  back  on  federal  involvement  in  a  host  of  other  issues  as  well,  e.g.,  edu- 
cation, abortion,  and  environmental  protections.  A  case  in  point  is  Norman  Olson, 
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until  this  past  weekend  a  regional  militia  commander  in  northern  Michigan.  Olson, 
a  Baptist  minister  who  owns  a  gun  shop,  has  envisioned  violence  erupting  if  present 
government  policies  continue,  declaring:  we're  talking  about  a  situation  where 
armed  conflict  may  be  inevitable  if  the  country  doesn't  turn  around."  (Emphasis 
added.) 

A  further  and  vexing  problem  uncovered  by  investigation  of  the  growing  militias 
is  the  presence  in  some  of  them — even  in  leadership  roles — of  persons  with  histories 
of  racial  and  religious  bigotry  and  of  political  extremism.  In  the  Northwest,  for  ex- 
ample, a  prominent  militia  leader  has  in  the  past  been  a  featured  speaker  at  the 
Aryan  Nations  compound,  and  elsewhere  we  find  other  erstwhile  neo-Nazis  and 
members  of  the  Ku  Klux  Klan. 

The  militias  are  of  concern  and  doubtless  will  remain  so  in  the  coming  months; 
they  are  driven  by  a  combustible  issue  in  American  life  which  remains  unresolved — 
that  of  gun  control,  an  issue  of  urgency  and  passion  in  a  society  beset  by  violent 
crime.  Coming  head  to  head:  a  cry  for  weapons  restrictions  and  the  Constitutional 
"right  of  the  people  to  keep  and  bear  Arms."  Most  of  those  siding  with  the  latter 
are  law-abiding  citizens  who  feel  that  guns  are  desirable  for  personal  defense  or  for 
sport.  Of  late,  however,  a  segment  of  them  are  paying  heea  to  the  desperate  and 
dangerous  calls  for  "resistance"  advocated  by  the  militia  movement. 

ADL  estimates  that  militia  membership  nationwide  is  approximately  10,000,  in 
more  than  half  the  states.  While  such  numbers  comprise  only  a  tiny  fraction  of  an 
American  population  of  260  million  people,  the  danger  they  represent  must  be  recog- 
nized. It  does  not  take  a  great  numoer  of  dedicated  zealots  to  carry  out  horribly  de- 
structive acts — the  tragic  bombing  in  Oklahoma  City  proved  that,  if  we  did  not 
know  before.  In  addition,  this  new  breed  of  extremist  now  has  means  of  communica- 
tion unavailable,  indeed  unheard  of,  in  earlier  periods,  having  mastered  the  contem- 
porary technology  of  computers  and  telecommunications.  They  have  also  retained 
such  old  time  recruitment  and  organizing  techniques  as  rallies,  mass  mailings  and 
the  use  of  widely  distributed  propaganda  organs,  such  as  The  Spotlights  published 
by  the  extremist,  anti-Semitic  Liberty  Lobby  here  in  Washington,  D.C. 

Extremists  in  our  society  tend  to  try  to  exploit  existing  frictions  and  disagree- 
ments on  public  policy  issues — such  as  crime,  gun  control,  abortion  rights,  and  race 
relations.  These  are  legitimate  issues  to  be  passionately  debated.  But  we  must  face 
and  resolve  such  conflicts  peaceably,  and  not  allow  them  to  be  manipulated  by  those 
who  would  use  them  to  promote  their  own  violent  anti-democratic  agenda. 

ADL  supports  the  broad  policy  objectives  addressed  in  counterterrorism  legislative 
initiatives  now  pending  before  Congress.  The  American  criminal  justice  system  must 
be  better  equipped  to  cope  with  the  potential  threat  posed  by  international  terrorists 
and  their  supporters — as  well  as  violent  domestic  hate  groups — operating  within  the 
U.S.  and  abroad  and  targeting  American  citizens  and  institutions. 

ADL  commends  this  Committee  for  focusing  crucial  public  attention  on  this  neth- 
er world  of  extremism.  It  is  such  public  awareness,  anci  efTective,  timely  law  enforce- 
ment activity  that  is  our  best  hope  of  countering  the  destructive  effects  of  hate  and 
bigotry  while  maintaining  our  precious  Constitutional  liberties. 

Mr.  McCOLLUM.  Thank  you,  Mr.  Halpern. 
Mr.  Glasser,  you  may  proceed. 

STATEMENT  OF  ERA  GLASSER,  EXECUTIVE  DIRECTOR, 
AMERICAN  CIVIL  LIBERTIES  UNION 

Mr.  Glasser.  Thank  you.  Thank  you,  Mr.  McCollum.  We  appre- 
ciate the  opportunity  to  testify  here  today.  And,  with  your  permis- 
sion, we  would  Hke  the  opportunity  to  submit  full  written  testi- 
mony when  we  get  to  see  the  actual  legislation. 

Mr.  McCoLLUM.  Well,  we  certainly  will  be  more  than  happy  for 
you  to  do  that. 

Mr.  Glasser.  Thank  you. 

Mr.  Glasser.  Former  Attorney  General  Barr  said  in  his  testi- 
mony a  few  moments  ago,  "We  cannot  countenance  any  blurring  of 
the  line  between  dissent  and  violent  crime."  Almost  everybody 
seems  to  agree  with  that  principle,  but  I  suggest  that  a  lot  of  what 
has  been  proposed  and  a  lot  of  what  has  been  discussed  here  today 
has  blurred  that  line  and  continues  to  blur  that  line,  and  that 
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drawing  that  line  properly  is  what  the  Congress  ought  to  be  doing 
during  this  time. 

Mr.  Schiff  pointed  out,  quite  properly,  that  the  talk  about  intru- 
sive investigations  into  something  called  the  militia  requires  us  to 
ask,  what  is  it  exactly  that  we're  investigating?  Is  it  something 
that  calls  itself  the  militia?  Is  it  first  amendment  protected  activ- 
ity? Is  it  criminal  activity?  What  is  it? 

And  Mr.  Schumer  has  properly  raised  the  question,  who  should 
decide?  Should  there  be  a  court  order  before  we  engage  in  certain 
intrusive  techniques? 

There  are,  therefore,  really  two  questions  before  us.  One  question 
is:  What  is  the  standard  that  ought  to  be  used  to  justify  intrusive 
full-scale  investigations?  And,  two,  who  should  decide  when  that 
standard  is  invoked  in  particular  kinds  of  investigative  techniques? 

Now  Mr.  Terwilliger  had  what  to  me  was  a  terrifying  answer  to 
that  problem.  He  conceded  that  under  the  current  guidelines  a  pre- 
liminary inquiry  does  not  require  a  criminal  predicate.  A  prelimi- 
nary inquiry  does  not  require  a  criminal  predicate,  but  he  be- 
moaned the  fact  that,  if  after  a  preliminary  inquiry  you  still  didn't 
find  any  criminal  predicate,  you  then  could  not  go  on  to  a  full-scale 
investigation  because  the  current  guidelines  require  some  facts 
that  reasonably  indicate  that  there's  something  criminal  going  on 
or  about  to  go  on. 

He  said  tnat  the  problem  was  that  under  those  guidelines  the 
FBI  is  not  permitted  to  conduct  an  indepth  investigation  of  the  ac- 
tivities of  a  person  or  a  group  without  objective  evidence  of  crimi- 
nal activity.  That  is,  I  think  the  rest  of  us  seem  to  agree,  as  it 
should  be.  Certainly,  Director  Freeh  said  that;  Deputy  Attorney 
General  Gorelick  said  that;  Judge  Webster  said  that.  But  that  is 
the  issue. 

Mr.  Terwilliger  said  that  he  thought  it  was  illogical  to  condition 
the  authority  to  investigate  on  the  existence  of  a  predicate  of  crimi- 
nality that  the  investigation  is  designed  to  uncover.  In  response  to 
a  question,  he  said  he  thought  that  the  FBI  ought  to  have  the  right 
to  gather  intelligence  without  a  criminal  predicate.  Now  what  that 
means  exactly  he  did  not  say,  but  if  we  do  not  use  a  criminal  predi- 
cate, we  have  to  use  something  else,  and  the  something  else  then 
has  to  be  national  origin,  maybe  race,  maybe  political  beliefs  and 
association,  maybe  militant  rhetoric.  That  is  certainly  what  the 
predicate  has  been  for  much  FBI  intelligence  gathering  in  the  past 
which  we  all  now  deplore. 

Whenever  we  drop  the  requirement  of  a  criminal  predicate  in  a 
moment  of  fear  and  anger,  we  always  make  a  mistake.  We  don't 
make  ourselves  safer;  instead  we  create  additional  victims  by  vio- 
lating the  rights  of  innocent  people.  The  outstanding  example  of 
that,  of  course,  was  what  happened  the  day  after  Pearl  Harbor,  at 
which  time  this  country  was  in  worse  shape  than  the  day  after 
Oklahoma  City.  We  abandoned  the  criminal  predicate  and  we 
ended  up  by  imprisoning  100,000  of  our  own  citizens  based  on  na- 
tional origin,  not  based  on  any  evidence  of  espionage.  We  all  now 
recognize  that  was  a  mistake,  but  it  would  have  been  nicer  if  we 
recognized  it  at  the  time. 

The  FBI  gathered  intelligence  on  the  Socialist  Workers  Party  for 
four  decades  and  never  arrested  anybody.  When  you  don't  use  a 
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criminal  predicate  as  the  basis  for  intrusive  investigatory  tech- 
niques, you  use  something  else  improper  which  intrudes  upon  con- 
stitutional rights.  Everyone  says  that  they  don't  want  to  intrude 
upon  precious  constitutional  rights,  but  the  devil  is  in  the  details. 
And  it  is  important  for  Congress  to  look  at  those  details  both  in  the 
legislation  that  none  of  us  has  actually  seen  yet,  but  also  to  subject 
to  even  more  scrutiny  some  of  the  statements  made  here  today, 
which  I  think  were  a  little  bit  fuzzy. 

First  of  all,  the  current  FBI  guidelines  would  seem  to  be  strong 
enough  for  any  legitimate  law  enforcement  purpose.  They  allow  a 
full  investigation  when  the  facts  or  circumstances  reasonably  indi- 
cate that  two  or  more  people  are  engaged  in  an  enterprise  for  the 
purpose  of  furthering  political  or  social  goals  wholly  or  in  part 
through  activities  that  involve  force  or  violence  and  a  violation  of 
the  criminal  laws  of  the  United  States — that  certainly  seems  ade- 
quate. The  guidelines  then  go  on  to  say,  in  determining  whether  in- 
vestigations should  be  conducted — not  a  preliminarv  inquiry  but  a 
full  investigation — the  FBI  should  consider  the  following  four  cir- 
cumstances: the  magnitude  of  the  threatened  harm,  the  likelihood 
that  it  will  occur,  the  immediacy  of  the  threat,  and  the  danger  to 
privacy  and  free  expression  that  will  be  posed  by  the  investigation. 
That,  too,  seems  adequate.  And  Deputy  Attorney  General  Gorelick 
and  Director  Freeh  said  that  they  thought  that  was  adequate,  and 
they  do  not  seek  to  broaden  that  authority. 

But  in  the  same  sentence  they  said  that  they  have  discussed 
with  Attorney  General  Reno  a  reinterpretation  of  those  guidelines 
to  make  themselves  more  comfortable  with  them,  and  they  haven't 
told  us  what  that  means.  They  haven't  told  you  what  it  means; 
they  haven't  told  us  what  it  means;  they  haven't  told  the  public 
what  it  means,  and  it  raises  the  question  for  me,  as  it  should  for 
you:  Does  the  fact  that  they  are  not  now  recommending  a  change 
in  these  guidelines  have  anything  to  do  with  the  fact  that  they 
have  already  changed  the  guidelines  by  interpreting  them  in  a  dif- 
ferent way? 

Now  the  interesting  thing  about  these  guidelines,  of  course,  is 
that  it's  hard  to  imagine  them  being  weaker  without  getting  rid  of 
the  criminal  predicate  altogether,  which  would  plunge  us  all  back 
into  the  situation  no  one  wants  to  see.  What  would  you  do  if  you 
didn't  have  a  criminal  predicate?  Would  you  infiltrate  the  NRA  be- 
cause they've  made  all  kinds  of  militant  statements?  Would  you  in- 
filtrate a  militia  group  whether  or  jiot  there  was  any  evidence  that 
they  were  planning  a  crime? 

You  know,  the  Black  Panthers  had  a  lot  of  militant  rhetoric  also 
in  the  sixties,  and  they  walked  around  with  guns  on  their  shoul- 
ders, but  at  the  end  of  the  day  the  infiltration  by  the  FBI  of  the 
Black  Panthers  resulted  in  more  violence  by  Federal  officials 
against  the  Black  Panthers  than  the  other  way  around.  And  the 
reason  was  that  they  abandoned  the  criminal  predicate  as  the  basis 
for  their  action.  We  dare  not  do  that  again,  no  matter  who  the  tar- 
get is,  because  the  first  target  of  these  intrusive  techniques  is 
never  the  last. 

Now  under  these  guidelines  Judge  Webster  mentioned  the 
CISPES  investigation.  Ms.  Gorelick  said  that  all  these  horrors  are 
a  thing  of  the  past  and  that  the  FBI  has  acted  with  great  re- 
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straint — in  fact,  too  much  restraint,  she  said — ^for  20  years,  but  the 
CISPES  investigation,  which  was  an  outrage,  which  Judge  Webster 
mentioned,  happened  in  the  mideighties,  not  20  years  ago.  And  it 
happened  under  these  guidehnes  and  it  happened  for  27  months. 

They  first  engaged  in  a  preHminary  inquiry.  They  had  no  crimi- 
nal predicate.  They  found  no  criminal  predicate.  They  kept  right 
on.  They  went  to  a  full  investigation.  But  they  put  in  undercover 
agents,  and  this  was  a  church -related  group  engaged  in  entirely 
peaceful  first  amendment  protected  activities. 

Why  did  the  FBI  do  that?  They  did  that  because  a  direct  mail 
letter  from  the  group  characterized  themselves  as  saying  they  sup- 
ported the  opposition  movement  in  El  Salvador,  and  since  the  oppo- 
sition movement  in  El  Salvador,  according  to  the  FBI,  included  an 
alleged  international  terrorist  group,  CISPES  became  a  supporter 
of  an  international  terrorist  group.  And  then  that  created  what 
they  thought  was  a  criminal  predicate  to  do  this  kind  of  intrusive 
investigation  for  27  months.  They  never  had  a  single  fact  to  sup- 
port that  conclusion.  They  never  came  up  with  a  single  fact  over 
27  months,  and  now  everyone  admits  that  the  fiill  investigation 
was  a  mistake.  That  happened  under  current  FBI  guidelines. 

So  we  don't  need  weaker  guidelines.  If  anything,  we  need  strong- 
er guidelines.  And  what  the  CISPES  investigation  showed  is  that 
the  answer  to  Mr.  Schumer's  question  that  Judge  Webster  gave 
was  the  wrong  answer.  The  answer — the  question  Mr.  Schumer 
asked  was,  do  we  need  an  infiltration  warrant?  And  the  answer  is 
yes.  All  our  history  shows  that  if  you're  going  to  allow  the  fox  into 
the  chicken  coop,  you  don't  want  the  fox  to  decide. 

Nothing  can  be  more  intrusive  than  an  infiltration.  It's  much 
more  intrusive  than  a  wiretap.  It's  much  more  intrusive  than  a  tra- 
ditional search.  If  a  policeman  presents  himself  at  your  door  in  uni- 
form with  a  search  warrant  in  his  hand,  you  know  who  he  is;  he 
has  a  limited  purpose.  He  comes  in  with  a  particular  place  to  be 
searched.  He  does  the  search.  He  does  it  for  an  hour.  He  leaves. 
If  the  same  policeman  comes  in  dressed  in  civilian  clothes  and  ap- 
plies for  a  iob  in  your  xerox  room  and  you  don't  know  who  he  is, 
and  he  works  there  for  6  months  or  a  year,  he's  a  vacuum  cleaner 
of  information.  It  is  the  most  intrusive  search  that  there  can  be, 
but  we  have  less  process  to  that  kind  of  a  search  than  we  do  for 
a  normal  search. 

Now  it's  true  such  warrants  would  have  to  be  secret  warrants  be- 
cause the  whole  idea  of  infiltration  is  that  the  person  searched,  the 
group  searched,  can't  know  about  it.  But  the  notion  that  the  FBI 
ought  to  be  deciding  itself  when  to  place  an  undercover  agent  in 
a  group,  when  it  has  demonstrated  over  and  over  again,  even  under 
the  present  guidelines,  that  it  cannot  police  itself,  and  the  notion 
that  a  third  party,  a  judge,  is  somehow  going  to  interfere  with  law 
enforcement  when  the  fact  is  that  for  almost  9,000  search  warrant 
requests  since  1983  only  7  have  been  denied — a  wiretapping  re- 
quest I  mean — only  7  have  been  denied,  there's  very  little  reason 
it  seems  to  me  other  than  to  invite  abuses  to  oppose  an  infiltration 
warrant  procedure  where  a  judge  would  have  the  precise  task  of 
doing  what  we  all  agree  should  be  done,  of  distinguishing  between 
a  valid  criminal  predicate  to  investigate  and  an  invalid  reason  to 
investigate  first  amendment  activity. 
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I  would  like  to  say  one  more  thing  about  the  guidelines.  The  Grov- 
ernment  now  says,  the  administration  says,  they  are  not  looking  to 
expand  the  scope  of  the  guidelines,  but  I  must  call  your  attention 
to  the  bill  which  is  not  the  subject  of  these  hearings  and  its  rela- 
tionship to  these  hearings.  The  omnibus  counterterrorism  bill 
would,  if  it  passed,  allow  the  President,  even  if,  as  they  now  con- 
cede, that  designation  is  reviewable  by  a  court,  allow  the  President 
to  designate  as  terrorists  an  international  organization,  like  some 
of  the  opposition  movements  in  El  Salvador  a  decade  ago,  like  the 
African  National  Congress,  like  the  IRA,  like  the  PLO.  At  that 
point  under  this  omnibus  bill,  any  American  citizen  who  supports 
any  activity,  even  if  peaceful,  of  a  designated  group  commits  a  fel- 
ony. 

What  that  would  mean  is  if  a  group  of  Irish-American  women  de- 
cided to  send  money  and  organize  money  to  the  orphans  of  IRA  vet- 
erans in  Belfast,  they  would  commit  a  felony  if  the  IRA  had  been 
designated  properly  as  a  terrorist  group.  Now  what  that  would  do, 
aside  from  the  fact  that  we  think  that's  improper,  what  that  would 
do  with  respect  to  your  domestic  concerns  here  is  it  would 
criminalize  behavior  because  of  that  bill  that  is  not  now  criminal 
and  that  now  is  protected  by  the  first  amendment,  and  once  that 
kind  of  behavior  was  criminal,  it  would  become  a  predicate  under 
current  FBI  guidelines  for  investigating  a  protected  activity. 

So  that  the  coming  together,  the  melding  of  those  two  bills,  can- 
not escape  your  scrutiny.  There  is  no  bright  line  between  the  inter- 
national bill  and  the  domestic  bill.  The  international  bill,  if  it  is 
passed,  will  grossly  expand  the  scope  of  the  FBI  guidelines  under 
the  current  law. 

As  to  wiretapping  and  the  ability  to  get  credit  and  other  financial 
information,  now  the  wiretapping  issue  is  an  interesting  issue.  Inci- 
dents like  Oklahoma  are  always  occasions  to  ask  for  expanded  ge- 
neric authority,  but  the  generic  authority  to  wiretap,  including  the 
digital  telephony  bill,  is  curious  because  the  Government  has  hard- 
ly used  the  wiretapping  ability  it  has  for  these  kinds  of  crimes. 
They  have  not  borne  any  burden  of  showing  you  why  they  need  ex- 
panded wiretapping  authority  when  they  haven't  used  the  wire- 
tapping authority  they  have  now — not  once  since  1988  in  the  face 
of  increased  bombings.  We've  had  a  lot  of  abortion  clinic  violence. 
That's  been  called  terrorism,  I  think  properly  so.  Does  that  mean 
we're  going  to  wiretap  Operation  Rescue?  I  don't  think  they've  met 
that  burden,  and  until  they  can  show  you  that  thev  have  used 
wiretapping  and  that  they  need  wiretapping  to  deal  with  these 
crimes,  it's  hard  for  me  to  see  why  they  want  even  more  authority 
now. 

As  to  the  credit  information,  Ms.  Grorelick  says  the  national  secu- 
rity letter  process  should  be  used.  The  national  security  letter  proc- 
ess should  not  be  used.  We  should  not  allow  the  Government  to 
scoop  up  all  of  our  financial  information  merely  by  presenting  a  let- 
ter saying  this  is  a  national  security  problem.  That's  an  inter- 
national intelligence  approach;  it's  not  a  criminal  predicate  ap- 
proach. 

Right  now,  if  it's  a  crime  to  be  engaged  in  violence  and  in  terror- 
ism, they  have  the  power  to  get  a  subpoena,  to  get  a  court  order. 
They  want  to  do  it  without  a  court  order.  You  ought  not  to  give 
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them  that  power.  It  can  only  worsen  precisely  the  constitutional 
violations  that  we  all  say  we  want  to  limit. 

Expanding  the  power  of  the  Government  to  violate  protected  con- 
stitutional activity  never  makes  us  safer.  It  never  has;  it  never  will. 
It  seems  to  satisfy  the  fear  of  the  moment.  But  all  it  does  is  create 
an  additional  class  of  victims. 

Thank  you. 

[The  prepared  statement  of  Mr.  Glasser  follows:] 

Prepared  Statement  of  Ira  Glasser,  Executive  Director,  American  Civil 

Liberties  Union 

outline  of  remarks  of  IRA  GLASSER 

I.  Danger  to  civil  liberties  of  proceeding  hastily  with  counter-terrorism  legislation. 

II.  No  new  legislation  is  needed  to  expand  the  scope  of  investigatory  authority  or 
the  ability  to  use  intrusive  investigatory  techniques. 

ni.  Need  to  focus  legislative  proposals  on  conduct,  not  associations,  speech  pro- 
tected by  the  First  Amendment,  or  political  viewpoints. 

IV.  Historical  context  in  which  Attorney  General  Guidelines  were  adopted: 

A.  Past  FBI  abuses. 

B.  Broadening  of  Guidelines. 

V.  FBI  investigatory  authority  under  the  current  Guidelines  is  broad  enough  to 
serve  any  legitimate  law  enforcement  purpose,  and  too  broad  to  adequately  protect 
against  political  abuse. 

VI.  Civil  liberties  concerns  raised  by  White  House  proposals  to  combat  terrorism: 

A.  Counterintelligence  investigations  should  not  be  employed  in  lieu  of  crimi- 
nal investigations  to  investigate  criminal  activities. 

B.  FBI  already  has  sufficient  authority,  by  subpoena  and  otherwise,  to  obtain 
credit,  flnancial,  phone,  hotel  or  motel,  and  common  carrier  records  in  a  crimi- 
nal investigation. 

C.  Military  involvement  in  the  domain  of  law  enforcement  should  not  be  ex- 
panded. 

D.  Probable  cause  finding  by  a  judicial  officer  as  a  pre-requisite  for  a  wiretap; 
the  phone  to  be  tapped  should  be  specified;  and  fruits  of  illegal  wiretap  sup- 
pressed. 

E.  Domestic  implications  of  counterterrorism  bill  (see  ACLU  testimony  of 
416195). 

VII.  Civil  liberties  principles  for  counterterrorism  legislation. 

A.  The  right  to  support  legal  activities  of  groups. 

B.  The  right  to  see  evidence  offered  by  the  government  in  a  criminal  trial  or 
a  deportation  proceeding. 

C.  Narrowly-drawn  statute  will  not  invite  selective  prosecution. 

Mr.  McCoLLUM.  Thank  you,  Mr.  Glasser. 
Mr.  Baker. 

STATEMENT  OF  WILLIAM  M.  BAKER,  FORMER  ASSISTANT  DI- 
RECTOR, CRIMINAL  INVESTIGATION  DIVISION,  FEDERAL  BU- 
REAU OF  INVESTIGATION 

Mr.  Baker.  Mr.  Chairman,  I,  too,  have  submitted  a  brief  pre- 
pared statement,  but,  for  brevity,  I'd  like  to  just  speak  off  the  table 
with  you. 

I  want  to  thank  you  and  your  colleagues  for  the  opportunity  to 
be  here.  I've  listened  to  Mr.  Glasser,  and  it  highlights  what  I  have 
always  considered  healthy  debate  and  even  tension  which  exists  be- 
tween the  powerful  rights  of  the  citizens  and  the  Constitution  and 
the  need  to  conduct  thorough  investigation  and  resolve  criminal 
acts. 

In  1985,  10  years  ago,  I  was  in  Seattle  at  the  time  of  the  arrest 
and  indictment  of  the  Order,  and  at  that  time  I  made  a  statement. 
I  said  that  whenever  an  individual  crosses  from  the  threshold  of 
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rhetoric  to  the  commission  of  violent  acts,  whether  it  be  hate  moti- 
vated or  under  any  other  umbrella,  the  response  of  the  FBI  would 
be  rapid  and  effective.  That  was  put  into  the  New  York  Times  at 
the  time  as  a  quote  of  the  day. 

Subsequently,  I  was  called  up,  Mr.  Chairman,  by  your  prede- 
cessor. I  was  taken  in  chamber  and  he  congratulated  the  FBI  for 
the  investigation  in  sorting  out  this  order  and  getting  the  effective 
indictments,  and  then  we  had  about  an  hour-long  dialog  on  iust 
how  far  one  in  my  position  as  a  spokesman  for  the  FBI  could  go 
and  was  my  statement,  in  fact,  a  threat  to  citizens.  Clearly,  today 
we  have  heard  that  statement  and  other  incarnations,  and  when 
predicated  against  a  violent  criminal  act,  I  don't  think  that  state- 
ment in  any  way  was  beyond  the  scope  of  the  FBI  on  the  occasion 
of  indictment. 

Subsequently,  5  years  later,  in  my  FBI  capacity  of  being  in 
charge  of  all  counterterrorism  worldwide,  I  briefed  you  and  many 
of  your  colleagues  on  the  threat  posed  to  the  United  States  during 
Desert  Wind  and  how  the  FBI  would  position  itself  to  work  against 
terrorist  acts  during  the  forthcoming  predicted  Desert  Storm.  At 
the  same  time,  it  was  made  known  that  the  FBI  was  conducting 
an  initiative  under  the  guidelines  at  that  time  for  international  ter- 
rorism, and  that  initiative  was  for  us  to  overtly  contact  promi- 
nently-placed Arab-Americans,  in  the  United  States  and  advise 
them  of  two  things:  one,  that  the  FBI  was  responsible  for  conduct- 
ing investigations  of  violations  of  the  civil  rights  of  any  citizen  in 
the  United  States,  and  that  we  anticipated,  because  of  ill-conceived 
and  ill-thought-out  logic,  that  some  Americans  might  violate  these 
citizens,  these  Arab- Americans  or  those  here  on  visas.  In  fact,  that 
bore  fruit;  there  were  violations  committed  against  Arab-Americans 
during  Desert  Storm  and  the  preceding  Desert  Wind. 

But  the  second  point  that  I  made  was,  because  of  their  position 
as  prominent  Arab-Americans,  I  asked  them  that,  should  they  re- 
ceive any  information  that  would  indicate  that  a  violent  terrorist 
act  was  contemplated,  I  reminded  them  that  we  would  be  the  gath- 
erer of  that  information  and  would  welcome  their  quick  reporting 
of  it  to  us. 

It  was  interesting  to  me  to  see  the  two  played  out  in  the  press. 
My  first  point  was  nearly  forgotten,  the  fact  that  there  were  per- 
ceived civil  rights  violations  about  to  be  committed  and,  in  fact, 
were  against  Arab-Americans.  The  second  brought  all  kinds  of  com- 
ments such  as:  Are  you  going  back  to  the  post- World  War  II  days? 
Are  you  going  to  intern  Arab-Americans?  And  what  type  of  oppres- 
sion are  you  considering  by  this  overt  presentation  of  an  FBI  agent 
asking  for  information? 

Well,  clearly,  there  was  never  any  word  mentioned  of  internship. 
There  was  never  any  reference  to  it.  But,  again,  Mr.  Chairman,  I 
was  back  up  here  in  your  predecessor's  chamber  and  briefed  him 
again  as  to  the  clear  intent.  In  fact,  it  didn't  stop  there.  I  briefed 
one  of  the  most  prominent  Arab- Americans  in  the  United  States, 
Mr.  Sununu,  on  this  same  concept,  and  I  remember  his  comment. 
He  said,  "Mr.  Baker,  it  sounds  sound.  If  you  can  take  the  heat,  I 
think  the  FBI  is  going  in  the  right  direction." 

I  ^ve  you  those  observations  because  I  think  they  highlight  this 
tension  tnat  I  referred  to,  and  I  would  add  it's  a  necessary  tension. 
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I  believe  that  in  the  oversight  that  I  experienced  in  30  years  of  gov- 
ernment there  was  always  a  proper  vetting  for  both  sides  as  we  ap- 
proached criminal  guidelines  as  to  just  what  the  FBI  could  do  and 
whether  the  FBI  was  going  beyond  its  authority.  Clearly,  when 
there  are  issues  where  we  have,  we  have  been  brought  to  task. 

And  when  I  left  the  FBI,  I  passed  the  baton  of  my  leadership 
over  to  Larry  Potts,  and  I  was  very  pleased  to  see  that  the  FBI  Di- 
rector just  announced  him  Deputy  Director  today.  You  may  recall 
that  leadership  has  been  discussed  at  great  length  today  as  one  of 
the  necessary  ingredients  and  that  it  has  to  be  direct,  and  there 
has  to  be  an  appointed  agency.  After  the  letter  bombing  of  Judge 
Vance  in  Alabama,  we  noticed  discord  even  among  FBI  offices  and 
U.S.  attorneys,  and  it  was  my  recommendation  to  appoint  Larry 
Potts  to  go  aown  and  get  rid  of  this  turf  issue  that  was  cropping 
up  between  postal  authorities,  the  Bureau  of  Alcohol,  Tobacco  and 
Firearms,  the  FBI,  the  Marshal  Service  and  local  authorities.  Also 
through  leadership  Larry  was  able  to  bring  together,  the  various 
FBI  field  offices.  In  Savannah,  a  black  alderman  also  lost  his  life 
when  he  opened  that  letter  bomb. 

Let's  go  back,  though,  and  bear  in  mind  that  at  that  time  the  big 
fear,  and  what  was  stressed  by  the  press,  was  that  this  was  a  mili- 
tant group  that  was  attacking  the  civil  rights  of  black  minorities 
and  of  the  Federal  system  in  the  South  and  elsewhere.  The  FBI  did 
not  overrespond  to  that  at  the  time.  We  conducted  a  reasonable 
and  responsive  investigation  to  irrational  and  irresponsive  acts. 
And,  as  a  result,  Walter  Moody  was  indicted,  a  single  person  acting 
in  rage  against  his  targets.  Again  my  point  to  you  is  that  the  FBI 
worked  within  the  guidelines  and  responded  and  solved  that  very 
important  case  putting  salve  on  a  situation  in  America  which  be- 
lieved that  perhaps  a  right-wing  group  was  behind  this.  By  the 
way,  Larry  Potts  was  the  lead  FBI  agent,  and  I  might  point  out 
that  Louis  Freeh  was  sent  down  there  as  an  assistant  U.S.  attor- 
ney, and  he  was  the  lead  prosecutor.  The  result  was  the  solving  of 
that  case. 

Finally,  I'd  like  to  make  myself  available  to  any  questions,  but 
I  do  stress  again  that  fix  responsibility,  but  fix  authority,  as  has 
been  discussed  abundantly  today  before  you.  I  do  believe  that  the 
FBI  is  the  agency  that  should  be  responsible  and  then  have  that 
authority  and  the  responsibility  affixed  to  it  to  resolve  these  issues 
of  domestic  and  international  terrorism. 

Thank  you. 

[The  prepared  statement  of  Mr.  Baker  follows:] 

Prepared  Statement  of  William  M.  Baker,  Former  Assistant  Director, 
Criminal  Investigation  Division,  Federal  Bureau  of  Investigation 

Mr.  Chairman,  members  of  the  Subcommittee.  A  deadly  attack  against  America 
has  served  as  a  catalyst  to  convene  these  important  hearings  to  focus  on  our  law 
enforcement  and  intelligence  agency  ability  to  combat  terrorism. 

I  offer  for  your  consideration  my  views  on  the  issue  which  are  based  upon  thirty 
years  of  experience  with  the  Federal  Government  starting  with  three  years  with  the 
Air  Force  Office  of  Special  Investigations,  and  then  including  service  with  the  Fed- 
eral Bureau  of  Investigation,  a  one  year  assignment  with  the  House  Appropriations 
Committee  and  two  years  at  the  Central  Intelligence  Agency.  My  last  position  in 
Federal  service,  prior  to  my  retirement  in  late  1991,  was  as  Assistant  Director  of 
the  FBI's  Criminal  Investigative  Division  where  I  was  responsible  for  all  FBI  crimi- 
nal investigations  which  then  included  both  domestic  ana  international  acts  of  ter- 
rorism. During  the  Persian  Gulf  crisis  I  briefed  many  of  you  and  your  Congressional 
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colleagues  on  the  terrorist  threat  and  FBI  ability  to  thwart  and  investigate  terrorist 
activity  against  US  citizens  and  property  around  the  world. 

All  of  me  FBI  initiatives  taken  during  that  period  of  crisis  were  in  compliance 
with  existing  Attorney  General  Guidelines.  While  our  focus  then  was  on  inter- 
national terrorism,  it  is  now  turned  inward  on  the  homegrown,  domestic  variety.  It 
is  wise  in  these  deliberations  to  include  both  types  of  criminal  activity  in  your  scope. 

I  have  reviewed  the  counterterrorist  initiatives  you  are  now  considering.  In  my 
opinion  FBI  Director  Freeh  has  set  forth  a  responsive,  reasoned  approach  to  deal 
with  irresponsive  and  unreasonable  criminals.  Should  these  hearings  result  in  mov- 
ing forward  the  infusion  of  fiscal  and  maternal  resources  to  develop  an  Inter-Agency 
Domestic  Counterterrorism  Center  led  by  the  FBI,  and  staff  the  FBrs 
counterterrorist  program  with  the  resources  and  backing  asked  for  today,  the  Unit- 
ed States  will  be  better  able  to  investigate  and  interdict  many  terrorist  acts  before 
they  occur,  and  rigorously  investigate  and  prosecute  those  crimes  that  are  commit- 
ted. 

In  addition  to  resources  and  material,  rational  requests  have  been  made  to  make 
accessible  to  the  FBI  as  investigative  t6ols  in  conducting  counterterrorist  investiga- 
tions credit  information  now  available  to  retailers  but  not  available  to  F^BI  Agents. 
This  only  makes  good  sense.  Similarly  since  terrorism  is  crime,  pure  and  simple, 
the  same  legal  standard  to  obtain  telephone  numbers  called  by  a  subject,  and  the 
identity  of  those  numbers  used  to  call  a  subject,  should  be  available  in 
counterterrorist  investigations  as  they  are  in  other  criminal  investigations,  FBI 
Agents  are  now  impeded  from  quick  access  to  this  critical  information  in  terrorist 
cases  but  not  in  kidnapping  and  other  criminal  cases. 

The  new  technology  of  the  digital  information  age  has  presented  all  of  us  with 
the  benefits  of  enhanced  communication.  But  it  has  presented  a  massive  dilemma 
to  the  investigator  and  the  prosecutor  who  depend  upon  court-authorized  wiretaps 
to  sort  out  the  criminal  elements  of  complex  criminal  conspiracies.  In  asking  for  the 
ability  to  wiretap  this  new  digital  world  they  are  asking  lor  no  more  ability  than 
legally  provided  them  in  the  analog  telephone  environment  now  being  quickly  re- 
placed with  digital  delivery  systems.  The  tremendous  success  against  organized 
crime  was  achieved  in  great  part  because  of  court-authorized  electronic  surveillance. 
That  is  exactly  what  must  be  available  to  the  counterterrorist  investigator  in  the 
future.  The  requests  made  by  the  law  enforcement  community  for  digital  resources 
and  encryption  standardization  are  crucial  and  they  will  be  no  more  intrusive  than 
the  legal  procedures  now  authorized. 

The  Attorney  General  Guidelines  can  remain  relatively  intact  if  the  above  consid- 
erations, further  detailed  by  other  witnesses,  are  separately  provided.  I  would  like 
to  conclude  my  printed  remarks  with  one  final  thougnt  that  1  would  welcome  elabo- 
rating upon  in  response  to  any  questions.  In  order  to  cut  through  the  well-intended 
but  often  counter-productive  efforts  of  the  many  responding  agencies  to  a  terrorist 
incident,  one  agency  needs  to  be  put  in  charge  and  then  held  responsible.  Crisis 
management  can  work  most  effectively  if  this  often  unobserved  tenet  is  strictly  ad- 
hered to.  The  President  and  the  Attorney  General  saw  there  was  no  room  for  confu- 
sion in  clearly  naming  the  FBI  as  the  lead  agency  following  the  Oklahoma  City 
bombing.  It  couldn't  prevent  the  terrible  crime,  but  it  certainly  makes  a  quick  solu- 
tion much  more  likely. 

Thank  You. 

Mr.  McCoLLUM.  Thank  you  very  much,  Mr.  Baker. 
Professor  Smith, 

STATEMENT  OF  BRENT  L.  SMITH,  PROFESSOR  AND  CHAIR- 
MAN, DEPARTMENT  OF  CRIMINAL  JUSTICE,  UNIVERSITY  OF 
ALABAMA 

Mr.  Smith.  Thank  you,  Mr.  Chairman,  members  of  the  commit- 
tee. I  appreciate  this  opportunity  to  speak  to  you. 

I  was  going  to  provide  an  assessment  of  the  recent  history  of 
American  terrorism,  as  well  as  to  try  to  assess  the  quality  of  our 
counterterrorism  efforts.  In  the  interest  of  time — I  know  we're  run- 
ning very  short — I  will  try  to  shorten  the  discussion  of  the  history 
of  American  terrorism  and  go  right  into  a  discussion  about  the 
quality  of  our  counterterrorism  efforts. 
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The  findings  that  I  am  going  to  present  to  you  are  from  an  analy- 
sis of  213  persons  who  were  indicted  under  the  FBI 
counterterrorism  program  in  the  1980's.  That  analysis  has  ren- 
dered some  fairly  useful  recommendations  that  are  worthy  of  con- 
sideration. 

Prior  to  the  Carter  administration,  the  Attorney  General's  guide- 
lines clearly  placed  the  FBI  in  a  proactive  role  in  its  fight  against 
political  violence.  During  the  early  1920's  there  were  some  20,000 
internal  security  investigations  in  this  country  annually.  In  1977, 
there  were  less  than  300.  Obviously,  abuses  that  occurred  during 
the  Watergate  era  resulted  in  the  more  restrictive  guidelines  that 
were  implemented  in  1976.  As  a  result,  leftist  groups  like  the  Unit- 
ed Freedom  Front,  the  May  19th  Communist  Organization,  and 
others  committed  scores  of  bombings  for  nearly  a  decade  before 
new  guidelines  were  implemented  in  1983  which  hastened  their  de- 
mise. 

Clearly,  the  1983  guidelines  have  had  an  impact  on  America's 
war  on  terrorism.  Within  2  years  of  their  implementation,  rem- 
nants of  the  leftist  extremist  groups  from  the  1970's  had  been  ar- 
rested and  were  being  prosecuted.  Similarly,  the  extreme  rights' 
war  in  1984  turned  into  arrests  in  1985. 

While  basically  being  interpreted  as  reactive  in  nature,  the  cur- 
rent guidelines  reflect  25  vears  of  efforts  to  effect  a  delicate  balance 
between  civil  liberty  and.  governmental  intervention.  I  would  be 
very  cautious  before  proceeding  to  alter  these  guidelines. 

The  manner  in  which  these  cases  have  been  prosecuted  is  inter- 
esting. Federal  prosecutors  basically  have  two  options.  They  can 
choose  to  pursue  these  cases  as  traditional  offenders  under  conven- 
tional criminal  cases  or  to  explicitly  politicize  the  case  by  emphasiz- 
ing the  terroristic  goals  and  motives  of  the  perpetrator.  Clearly,  in- 
jecting the  terrorist  motives  creates  prosecutorial  problems.  Con- 
sequently, I  think  prosecutors  have  been  correct  in  choosing  to  min- 
imize political  motives  in  most  terrorism  cases.  Federal  attorneys 
have  been  most  successful  in  prosecuting  less  serious  felony  of- 
fenses in  which  presumed  liability  can  be  established.  A  much  less 
fruitful  strategy,  and  one  which  has  been  infrequently  used,  is 
prosecution  for  explicitly  political  offenses,  like  seditious  conspir- 
acy, treason,  and  subversive  activities.  These  cases  have  the  high- 
est acquittal  rates  of  all  Federal  offenses  for  which  terrorists  have 
been  tried  in  this  country. 

Given  these  findings,  does  this  imply  that  the  Federal  courts 
have  been  able  to  get  some  terrorists  on  minor  charges,  but  the 
really  big  ones  get  away?  Not  in  the  least.  Terrorists  are  frequently 
tried  and  convicted  in  several  Federal  and  State  trials.  The  Attor- 
ney General's  guidelines  clearly  state  that  they  are  concerned  with 
dismantling  entire  enterprises  rather  than  individual  participants. 
This  strategy  is  reflected  in  the  average  sentences  given  to  the 
leaders  of  terrorist  groups.  For  example,  the  leaders  of  terrorist 
groups  normally  receive  sentences  that  are  two  and  one  half  times 
longer  than  those  given  to  cadre  members. 

A  separate  analysis  of  terrorists  and  nonterrorists  convicted  of 
similar  Federal  offenses  also  reveals  that  terrorists  receive  sen- 
tences that  were  over  three  times  longer  than  the  sentences  re- 
ceived by  nonterrorists,  persons  who  were  not  investigated  under 
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the  counterterrorism  program.  Despite  efforts  to  minimize  to  dis- 
cretion in  sanctioning,  the  Federal  sentencing  guidehnes,  clearly, 
provide  ample  opportunity  for  sentence  enhancement  when  war- 
ranted. 

With  regard  to  some  recommendations,  I  would  recommend  that 
we  avoid  the  temptation  to  create  terrorism-specific  statutes.  Be- 
cause terrorism  by  definition  includes  motive  as  an  essential  ele- 
ment of  the  crime,  such  statutes  are  fi*aught  with  constitutional 
problems. 

Secondly,  I  would  continue  efforts  to  prosecute  terrorists  for  tra- 
ditional offenses.  Such  a  strategy  minimizes  the  notion  of  political 
persecution,  as  well  as  preventing  trials  from  becoming  mired  in 
ideological  debate.  A  caveat  is  in  order,  however.  Severity  of  pun- 
ishment continues  to  be  largely  affected  be  presentence  investiga- 
tions. Safeguards  must  be  established  to  ensure  that  political  mo- 
tive does  not  become  the  major  criterion  of  sentence  length  for  per- 
sons convicted  of  terrorism-related  activities. 

Thirdly,  I  think  that  we  should  retain  the  current  Attorney  Gen- 
eral's guidelines.  They  strike  a  remarkable  balance  which,  by  and 
large,  has  produced  an  exceptional  record  of  successful  terrorism 
prosecutions.  The  prosecution  success  rate  is  about  75  percent,  and 
I  think  that  we  should  retain  a  fairly  reactive  interpretation  of  the 
guidelines.  They  provide  a  good  measure  of  guided  discretion  that 
we  should  continue  to  use. 

Fourth,  I  think  we  need  to  develop  alternative  methods  of  assess- 
ing social  movements  as  opposed  to  placing  Federal  law  enforce- 
ment agencies  in  excessively  proactive  roles.  We  should  identify 
and  fund  methods  to  assess  empirically,  in  an  unbiased  manner, 
the  reasons  why  particular  social  movements  develop  and  turn  vio- 
lent. 

There  are  other  recommendations  and  comments  in  the  written 
materials  that  I've  provided.  I  will  leave  those  for  your  perusal. 

[The  prepared  statement  of  Mr.  Smith  follows:] 

Prepared  Statement  of  Brent  L.  Smith,  Professor  and  Chairman,  Department 
OF  Criminal  Justice,  University  of  Alabama 

modern  AMERICAN  TERRORISM  AND  GOVERNMENTAL  RESPONSE:  SUMMARY  OF  RESULTS 

FROM  A  NATIONAL  STUDY 

The  following  material  is  a  summation  of  the  major  findings  from  my  recent  na- 
tional study  of  American  terrorism.  Data  for  the  study  were  provided  by  the  Federal 
Bureau  of  Investigations'  Terrorist  Research  and  Analytical  Center,  the  Administra- 
tive Office  of  the  United  States  Courts,  the  U.S.  Sentencing  Commission,  federal 
district  courts  and  federal  records  centers  which  retained  case  proceedings  of  the 
subjects  in  the  study.  The  study  examined  the  federal  criminal  cases  of  213  persons 
indicated  as  a  result  of  "terrorism  or  terrorism-related  activities."  These  persons 
represented  twenty -one  different  terrorist  groups  (See  Appendix  A)  and  included 
most  of  the  extreme  leftist  groups  of  the  1970s  and  1980s  such  as  the  United  Free- 
dom Front  (UFF),  the  May  19th  Communist  Organization  (M19C0),  and  the 
Macheteros  as  well  as  representatives  from  the  major  right-wing  groups.  These  in- 
cluded, among  others,  the  Order,  the  Aryan  Nations  (AN),  the  White  Patriot  Party 
(WPP),  the  Ku  Klux  Klan  (KKK),  Sheriffs  Posse  Comitatus  (SPC),  and  the  Cov- 
enant, Sword,  and  Arm  of  the  Lord  (CSA).  While  the  study  also  included  the  activi- 
ties of  environmental  and  other  single-issue  terrorists,  as  well  as  international  ter- 
rorists who  were  indicted  in  the  United  States,  this  discussion  will  be  limited  to  ex- 
treme leftists  and  rightists. 

To  adequately  understand  recent  terrorism  in  the  United  States  and  the  matter 
in  which  the  polity  has  responded,  the  following  discussion  will  provide  a  summary 
of:  (1)  a  brief  historical  examination  of  the  tactical  evolution  of  left-wing  and  right- 
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wing  terrorism  in  America;  (2)  the  sucxess  of  major  investigatoiy  and  prosecutorial 

strategies  used  to  combat  terrorism;  (3)  sanctioning  for  convicted  terrorists;  and  (4) 

recommendations. 

Modern  American  Terrorism  in  Historical  Perspective 

Although  the  extreme  left  and  the  extreme  right  have  obvious  differences,  the  tac- 
tical evolution  of  these  groups  is  remarkably  similar.  Both  leftist  and  rightist  revo- 
lutionaries are  faced  with  the  problem  of  making  the  transition  from  smsfll  guerrilla 
groups  to  conventional  armies.  While  recognizing  the  need  for  massive  public  sup- 
port for  any  successful  coup,  recruiting  new  members  to  a  movement  provides  oppor- 
tunities for  governmental  infiltration.  Selecting  the  appropriate  time  to  make  the 
transition  is  the  major  dilemma  faced  bv  terrorist  organizations.  The  lessons 
learned  by  the  leftists  in  the  1960s  are  now  being  learned  by  the  extreme  light. 

Modem  leftist  terrorism  in  America  can  be  traced  to  Castro's  efforts  to  export 
rural  revolution  to  Central  America.  Using  the  Cuban  revolution  as  a  model,  Che 
Guevara's  goal  in  Bolivia  was  to  create  a  conventional  guerrilla  force  of  sufficient 
size  to  strangle  the  urban  centers.  Easily  located  and  identified,  Guevara's  band  was 
infiltrated  and  he  was  captured  and  later  killed.  His  death  signaled  the  end  of  the 
rural  leftist  revolutionary.  Leftist  urban  terrorism  was  bom  following  Guevara's  fail- 
ure. Carlos  Marighella's  "Mini-manual  of  the  Urban  Guerrilla"  became  the  bible  of 
the  left.  Advocating  the  use  of  a  "cellular"  clandestine  structure,  the  left  forsook  the 
notion  of  conventional  guerrilla  armies.  Throughout  the  1970s  and  1980s  violent 
leftist  extremists  such  as  the  Weather  Underground,  the  May  19th  Communist  Or- 
ganization, and  the  United  Freedom  Front  engaged  in  a  campaign  of  terror.  All  of 
tnese  groups  utilized  a  similar  organization  style — a  cellular  model  which  preserved 
their  anonymity  and  lengthened  tneir  life  underground,  but  which  ultimately  led  to 
their  demise  due  to  the  inability  to  recruit. 

Having  never  been  exposed  to  the  writings  of  the  leftist  tacticians,  the  extreme 
right  in  America  initially  failed  to  learn  from  the  mistakes  of  these  tacticians.  While 
the  violent  extremists  of  the  right  have  a  long  and  sordid  history  through  such 
groups  as  the  Ku  Klux  Klan,  its  modern  version  emerged  in  the  early  1970s.  Fueled 
by  civil  rights  gains  (or  losses,  from  their  perspective)  in  the  1960s  and  1970s,  the 
emergent  movement  was  originally  quite  disparate:  former  Klansmen,  anti-tax 
groups,  and  anti-Semitics.  By  the  late  1970s  and  early  1980s,  the  movement  began 
coedescing  as  leaders  emerged  with  ties  to  the  Christian  Identity  Movement. 

The  Identity  movement  is  associated  with  an  apocalyptic  belief  that  Aryans  rep- 
resent the  "^ost  tribes  of  Israel"  and  are  the  true  seed  oi  Christ,  while  Jews  are  the 
seed  of  Satan.  Believing  that  an  eventual  all-out  war  between  the  forces  of  good  and 
evil  is  on  the  horizon,  Identity  adherents  maintain  that  the  federal  government  is 
controlled  by  Jewish  interests — the  so-called  "Zionist  Occupation  Government" 
(ZOG).  If  these  beliefs  are  accepted,  the  logical  conclusion  to  draw  is  that  federal 
law  enforcement  agencies  such  as  the  FBI  and  BATF  and  the  IRS  are  agents  of  this 
evil  conspiracy.  By  the  mid  1980s,  numerous  former  leaders  of  the  KkK;  the  Ari- 
zona Patriots;  the  Sheriffs  Posse  Comitatus;  the  White  Patriot  Party;  the  Covenant, 
Sword,  and  Arm  of  the  Lord  (CSA);  and  the  Aryan  Nations  had  embraced  Identity 
theology.  Recognizing  that  the  days  of  white  robes  and  pointed  hats  were  numbered, 
leaders  of  the  extreme  right  began  a  recruitment  strategy  that  continues  today — 
the  move  to  military  uniforms  and  paramilitary  training.  The  movement  was  char- 
acterized by  groups  having  rural  bases  of  operation  at  an  armed  compound  and  fre- 
quently afliliated  with  an  Identity  church  located  on  the  premises. 

The  movement  turned  violent  in  1984  following  the  death  of  SPC  member  Gordon 
Kahl  after  an  intense  federal  manhunt.  "War  in  '84"  became  the  watchword  of  the 
extreme  right;  and  Robert  Mathews  would  respond  by  forming  the  Order.  Allied 
with  the  CSA,  the  two  groups  literally  conducted  terrorism  by  the  book,  using  The 
Turner  Diaries  for  the  recipes.  The  Order's  demise  began  with  Mathews'  death  in 
the  shoot  out  on  Whidbey  island,  Washington  and  concluded  with  the  siege  of  the 
CSA  compound  in  North  Arkansas  in  April  1984.  Following  the  successful  prosecu- 
tion of  scores  of  right-wing  extremists  from  1985-1987,  the  leaders  of  the  extreme 
right  were  brought  to  trial  in  Fort  Smith,  Arkansas  in  late  1987  for  "seditious  con- 
spiracy." Despite  the  fact  that  the  defendants  were  acquitted,  the  leaders  of  the  ex- 
treme right  had  finally  learned  the  lesson  the  extreme  left  learned  nearly  twenty 
years  before — that  rural  based  movements  with  national  networks  which  provided 
direct  communication  from  leaders  to  cadre  are  easy  prey  for  law  enforcement. 

Bv  the  early  1990s  the  acquitted  leaders  had  devised  a  cellular  strategy  similar 
to  the  one  used  by  leftist  extremists.  Leading  sources  suggest  that  the  strategy  calls 
for  the  creation  of  independent  cells  of  four  to  eight  persons  under  an  approach 
called  "leaderless  resistance."  While  literature  and  pronouncements  could  still  be  re- 
ceived from  the  movement's  leadership,  "leaderless  resistance"  represents  an  at- 
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tempt  to  minimize  civil  and  criminal  liability  for  the  national  leaders.  The  Okla- 
homa City  bombing  may  be  exemplary  of  the  use  of  the  "leaderless  resistance"  strat- 
egy. If  so,  and  if  tne  leaders  of  the  movement  have  devised  an  effective  approach, 
prosecutorial  efforts  to  link  the  perpetrators  with  group  leaders  in  a  broader  con- 
spiracy case  may  be  more  difficult  than  in  past  trials  of  right-wing  group  members. 
The  early  1990s  saw  the  extreme  right  recruiting  in  two  new  areas:  1)  persons 
influenced  by  the  gi^owing  anti-gun  control  sentiment  and  2)  the  "skinhead"  move- 
ment. Both  tend  to  be  loosely  alTiliated  with  Identity  theology;  it  is  not  uncommon 
for  local  militias  or  skinheaa  organizations  to  have  an  Identity  pastor  as  chaplain 
or  leader.  Many  militia  and  skinhead  groups,  however,  have  not  explicit  religious 
doctrine.  Ties  between  these  two  segments  of  the  extreme  right  movement  appear 
to  be  spurious  at  this  time,  if  not  antithetical.  It  would  be  inappropriate  to  say  that 
all  local  militia  groups  are  directly  linked  to  the  white  supremacy  movement;  how- 
ever, the  more  militant  the  group,  the  greater  the  probability  that  they  are  linked 
in  some  way. 

Prosecutorial  Strategies  in  Countering  Terrorism 

The  Attorney  General's  Guidelines  have  undergone  significant  changes  since  the 
inception  of  modem  American  terrorism.  Prior  to  tne  Carter  administration,  the  FBI 
was  clearly  placed  in  a  pro-active  role  in  its  fight  against  political  violence.  Abuses, 
however,  resulted  in  the  implementation  in  1976  of  hignly  restrictive  guidehnes 
which  minimized  the  FBI's  internal  security  program.  Consequently,  leftist  groups 
like  the  United  Freedom  Front  and  the  May  19th  Communist  Organization  commit- 
ted scores  of  bombings  for  nearly  a  decade  before  new  guidelines  were  implemented 
in  1983  which  hastened  their  demise.  Clearly,  the  1983  guidelines  had  an  impact 
on  America's  war  on  terrorism.  Within  two  years  of  their  implementation,  remnants 
of  the  leftist  extremists  groups  from  the  1970s  had  been  arrested  and  were  being 
prosecuted.  Similarly,  the  extreme  rights'  "war  in  '84"  turned  into  "arrests  in  '84. 
While  basically  "reactive"  in  nature,  tne  current  guidelines  reflect  twenty-five  years 
of  efforts  to  effect  a  delicate  balance  between  civil  liberty  and  governmental  inter- 
vention. Proceed  with  caution  before  altering. 

Two  strategies  are  available  to  federal  prosecutors  in  pursuing  these  cases:  1)  to 
prosecute  terrorists  as  "traditional"  offenaers,  or  2)  to  explicitly  politicize  the  case 
by  emphasizing  the  terroristic  goals  and  motives  of  the  perpetrator.  Clearly,  inject- 
ing the  terrorist's  motives  creates  prosecutorial  problems.  Terrorism,  by  definition, 
includes  crimes  committed  for  some  political  purpose.  Motive,  as  an  essential  ele- 
ment in  criminal  proceedings,  is  irrelevant  except  for  helping  to  establish  intent. 
Consequently,  prosecutors  have  correctly  chosen  to  minimize  political  motive  in 
most  terrorism  cases  (see  Appendix  B).  Federal  attorneys  have  been  most  successful 

f)rosecuting  less  serious  felony  ofi"enses  in  which  "presumed  liability"  can  be  estab- 
ished.  In  such  cases,  discussion  of  political  motive  can  be  minimized,  since  evidence 
f (resented  is  normally  "prima  facie"  evidence  of  intent.  A  much  less  fruitful  strategy 
and  one  which  has  been  infrequently  used)  is  prosecution  for  "explicitly  political" 
offenses.  The  trials  of  UFF  members  in  Hartford,  Connecticut;  M19C0  members  in 
Washington,  D.C.;  and  leaders  of  the  extreme  right  in  Forth  Smith,  Arkansas  are 
classic  examples.  Prosecution  involving  charges  oftreason,  seditious  conspiracy,  and 
subversive  activities  have  the  highest  acquittal  rate  of  all  federal  offenses  for  which 
terrorists  have  been  tried. 

Sanctioning  for  Convicted  Terrorists 

Given  the  above  findings,  does  this  imply  that  the  federal  courts  have  been  able 
to  "get"  some  terrorists  on  minor  charges,  out  the  really  big  ones  get  away?  Not  in 
the  least.  With  the  exception  of  Louis  Beam,  Bob  Miles,  and  Richard  Butler  involved 
in  seditious  conspiracy  trials  had  already  been  tried  and  convicted  in  previous  fed- 
eral and  state  trials.  The  attorney  general's  guidelines  clearly  state  that  they  are 
concerned  with  dismantling  "entire  enterprises,  rather  than  individual  participants." 
As  such,  prosecutorial  efforts  have  focused  upon  conviction  and  sentencing  of  leaders 
of  these  organizations.  This  strategy  is  refiected  in  the  mean  sentences  given  lead- 
ers of  terrorist  groups.  The  average  sentence  of  group  leaders  (327  months)  was  two 
and  one-half  times  longer  than  for  cadre  members  (141  months)  (see  Appendix  C). 

Even  the  use  of  prosecution  for  traditional  crimes  provides  ample  opportunity  for 
severe  sanctioning  for  convicted  terrorists.  A  separate  analysis  of  terrorists  and  non- 
terrorists  convicted  of  similar  federal  offenses  revealed  that  the  terrorist  received 
sentences  that  were  over  three  times  longer  than  the  sentences  received  by  non-ter- 
rorists. Despite  efforts  to  minimize  discretion  in  sanctioning,  the  federal  sentencing 
guidelines  clearly  provide  ample  opportunity  for  sentence  enhancement  when  war- 
ranted. The  "crimmal  history"  section  of  the  Pre-Sentence  Investigation  is  being 
used  as  a  mechanism  to  achieve  more  severe  sanctioning  for  persons  convicted  of 
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terrorism-related  offenses,  despite  the  fact  that  convictions  are  for  traditional  ef- 
forts. 

Recommendatioiis 

1.  Avoid  the  temptation  to  create  terrorism-specific  statutes.  Because  terrorism,  by 
definition,  includes  motive  as  an  essential  element  of  the  crime,  such  statutes  are 
fraught  with  constitutional  problems.  Some  states  have  tried  this  approach  only  to 
have  the  statute  found  unconstitutionally  vague. 

Continue  efforts  to  prosecute  terrorists  for  traditional  crimes.  As  in  number  one 
above,  such  a  strategy  minimizes  the  notion  of  "political  persecution,"  as  well  as  pre- 
venting trials  from  becoming  mired  in  ideological  debate.  Avoid  the  possibility  that 
political  motive  will  become  the  central  focus  of  terrorism  trials.  A  caveat  is  in 
order,  however.  If  severity  of  punishment  continues  to  be  lai^ely  affected  by  pre- 
sentence investigations,  safeguards  must  be  established  to  ensure  that  political  mo- 
tive is  not  a  major  criterion  of  sentence  length. 

3.  Retain  the  current  Attorney  General's  Guidelines.  The  guidelines  reflect  a  quar- 
ter of  a  century  of  debate  over  civil  liberties  and  pro-active  governmental  investiga- 
tions. They  strike  a  remarkable  balance  which,  by  and  large,  nas  produced  an  excep- 
tional record  of  successful  terrorism  prosecutions. 

4.  Develop  alternative  methods  of  assessing  social  movements.  In  contrast  to  pro- 
active law  enforcement  investigations  (prior  to  the  commission  of  a  crime),  identify 
and  fund  methods  to  assess  empirically,  in  an  unbiased  manner,  the  reasons  why 
particular  social  movements  develop  and  turn  violent.  Why  do  members  join  these 
groups?  Are  their  complaints  regarding  the  federal  government  legitimate?  What 
can  be  done  to  resolve  such  disputes  in  a  democratic  manner? 

5.  Don  not  overreact.  Avoid  efforts  to  place  federal  law  enforcement  agencies  in 
excessively  pro-active  roles. 

6.  Where  practical,  provide  separate  facilities  for  federal  law  enforcement  agencies 
and  federal  service  agencies.  While  terrorism  is  highly  indiscriminate,  target  selec- 
tion is  also  highly  symbolic.  Separate  facilities  will  provide  law  enforcement  agen- 
cies with  the  ability  to  control  access  to  the  facility,  while  minimizing  the  risk  of 
civilians  being  inadvertently  being  targeted  by  terrorist  attacks. 
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Appendix  A 


Iiidlctmonts  From  the  FBI'* 

CountertArrorlsm  Frograa:   1980-1989 

Compared 

with  San 

ipled 

Caaet 

Total  Nunber 

Nunber  Included 

Ter^-o 

.rise  Orjfanleatlon 
tic 

of  Pen 

son^ 

in  Samolo 

Dom«s 

1. 

Aryan  Nacions 

4 

3 

2. 

Arizona  Pacrlocs 

10 

10 

3. 

Covenanc,  Sword  and  Arn 

of  the  Lord  (CSA) 

22 

22 

A. 

Klu  Klux  Klan 

1 

1 

5. 

The  Order 

48 

48 

6. 

The  Order  II 

5 

5 

7. 

Sheriff's  Posse  Comltatus 

5 

S 

8. 

White  Patriot  Party 

9 

9 

9. 

El  Rukns 

10 

7 

10 

HacheCeros 

20 

20 

11. 

FALN 

6 

5 

12. 

May  19  Communist  Organization     20 

11 

13. 

United  Freedom  Front 

11 

9 

16. 

Republic  of  New  Africa 

1 

0 

15. 

New  African  Freedom  Fighters 

9 

9 

16. 

Provisional  Party  of  Comaunlsts    1 

1 

17. 

Jewish  Defense  League 

4 

0 

18. 

Eaith  First 

S 

S 

19. 

Individual  Acc'/Group  Unknown 

<» 

? 

Subtotal 

195 

173 

International 

1.  Armenian  Secret  Army  for   the 

Liberation  of  Amtenia   (ASAlA) 

2.  Justice   Coamandos  of  the 

Armenian  Genocide    (JCAC) 

3.  Ejerclto  Revoluclonarlo  Del 

Pueblo  (ERP) 

4.  Indian  Sikhs 

5.  Irish  National  Liberation  Army 

6.  Japanese  Red  Amy 

7 .  Libyans 

8 .  Omega  7 

9.  Palestinian/Syrian 

10.  Provisional  Irish  Republican 

Army  (PIRA) 

11.  Individual  Act'/Group  Unknown  _ 


Subtotal 


TOTALS 


8 
2 
1 
1 

10 
9 
4 

26 

23 
93 
288 


0 
0 
0 

1 

7 

7 

4 

21 


40 
213 


For  years  1983  and  prior,  the  acts  of  soma  individuals  were 
listed  as  classified  as  terrorism.  In  subsequent  years.  In 
accordance  with  the  new  guidelines,  only  persons  affiliated 
with  terrorist  groups  were  listed. 
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Appendix   B-1 


Federal  Statutes  Most  Frequently  Utilized 
in  the  Prosecution  of  American  Terrorists:  1082-1989 


US.' 
Title 

Code 

Chtu?t<?r 

Svbje<;t 

Number  of 
Counts 

Percentage 

ofTplaL 

18 

95 

Racketeering 

412 

30.2 

26 

53 

Machine  Guns,  Destructive 
Devices,  and  Certain  Other 

Firearms 

228 

16.7 

18 

19 

Conspiracy 

127 

9.3 

18 

96 

Racketeer  Influenced  and 
Corrupt  Organizations  CRICO) 

91 

6.7 

18 

44 

Firearms 

77 

5.6 

18 

40 

Explosive  Materials 

74 

5.4 

18 

113 

Stolen  Property 

64 

4.7 

18 

103 

Robbery  and  Burglary 

60 

4.4 

50 

35 

International  Emergency 
Economic  Powers 

49 

3.6 

18 

115 

Treason,  Sedition,  and 
Subversive  Activities 

22 

L6 

18 

63 

Mail  Fraud 

20 

1.5 

18 

51 

Homicide 

19 

1.4 

18 

47 

Fraud/False  Statements 

18 

1.3 

Others 

102 

7.5 

TOTAL 

1,363 

100.0% 

a.   These  remaining  counts  included  violations  contained  in  twenty-one 
different  chapters  of  the  U.S.C. 
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Appendix  B-2 


Outcomes  of  Ten  Most  Frequently  Utilized 
Federal  Statutes  for  Terrorism/Tcrrorism-Related  Activities 


Outcome' 

use  Chaoter 

Trial 
Conviction 

Guilty 
Plea 

Dismissed 
due  to  PleJi' 

Acquittal/ 
•  pistrial 

lOTAL 

Racketeering 

147 

45.  OX 

2 

.6X 

78 
23. 9X 

100 

30. 6X 

327 

Machine  Guns,  etc. 

86 

40. 8X 

9 
4.3X 

9S 

45. OX 

21 

10. OX 

211 

Conspiracy 

32 

28. 6X 

42 

37.5% 

12 
10.  7X 

26 
23. 2X 

112 

Racketeer  Influenced/ 
Corrupt  Organizations 

22 

25. 9X 

20 
23. 5X 

23 
27. IX 

20 
23. 5X 

85 

Firearms 

22 

29. 7X 

0 
O.OX 

17 

23.  OX 

35 
47. 3X 

74 

Explosive  Materials 

14 
20. 6X 

5 
7.4X 

27 
39.  7X 

22 

32. 4X 

68 

Stolen  Property 

13 
34. 2X 

0 

O.OX 

12 
31. 6X 

13 
34. 2X 

38 

Robbery/Burglary 

4 
33. 3X 

1 
8.3X 

3 

25.  OX 

4 
33. 3X 

12 

Emergency  Economic 
Powers 

0 

o.ox 

1 
4.8X 

20 
95. 2X 

0 
O.OX 

21 

Hail  Fraud 

2 

0 

11 

7 

20 

10. OX 

O.OX 

55. OX 

35. OX 

Treason.  Sedition. 
Subversive  Activities 

4 

J9.2X 

2 

9. IX 

0 
O.OX 

16 
72. 7X 

22 

TOTAL 

346 
34. 9X 

82 

8.2X 

298 
30.  IX 

264 
26. 6X 

990 

a.  Excludes  cases  pending  and  cases  where  outcome  unknown.  Of  1363  counts 
in  the  sample,  case  results  were  available  for  1117  of  the  counts.  The 
remaining  127  count  results  for  other  federal  statutes  are  not  presented  here. 

b.  Dismissed  due  to  plea  on  this  or  other  counts. 
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Appendix  C 
Total    Sentence    L-ength    By    Defendant    Characteristics 


Race 


Characteristic* Total  Sentence  Length  in  Mentha _ 

Standard   Statistica 

Number    Mean  Minimum  Maximum  Deviation  Sjqnificanc 
Bex 

Male              110  201.01  0  1800 

Female          _12  157.42  0  ^96 

Total          129  194.59  0  1800 

White             97  192.44  0  1800        333.01         NS 

Non-white        32  201.09  0 

Total          129  194.59  0 

Group  Type 

Right-wing        66  224.61  0  1800        380.10         NS 

Left-wing         36  222.42  0  960        291.09         NS 

International  _22              84.  11  0  _  360  _97.53.        NS 

Total          129  194.59  0  1800        316.28 

Role  In  Group 

Leader            37  327.59  0  1800 

Cadre            _92  141.10  Q.  JL8Q0 

Total          129  194.59  0  1800 


a.  Excludes  four  international  terrorists  (three  who  were  deported  and 
one  who  received  a  life  sentence)  and  five  single-issue  terrorists 
(members  of  EMETIC,  also  known  as  Earth  First,  convicted  in  Phoenix,  t 
in  1991)-. 

b.  statistics  were  generated  using  one-way  analysis  of  variance.   Since 
the  distribution  of  sentence  lengths  was  not  normal  (i.e.,  28  defen- 
dants were  given  probation) ,  the  Mann-Whitney  D  -  Wilcoxon  Test  was 
used  to  verify  statistical  significance.   Non-parametric  tests  such 
as  the  Mann-Whitney  are  generally  not  as  powerful  in  identifying 
statistical  differences;  consequently,  the  failure  of  these  tests  to 
reveal  statistical  significance  should  not  be  used  as  ultimate  indi- 
cators that  statistical  differences  are  not  Important. 

**   Mann  Whitney  U  -  Wilcoxon  Rank  Sum  Test,  Z=  -2.89,  p=.004. 
One-way  Analysis  of  Variance,  DF=128,  F-=9.63,  p=».002. 
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Mr.  McCoLLUM.  Well,  thank  you  very  much,  Professor  Smith.  In 
fact,  thank  the  entire  panel. 

It  seems  to  me  your  panel,  this  group  of  four,  has  brought  to 
focus  one  critical  question  that  maybe  was  alluding  us  a  little  bit 
earlier,  though  some  have  commented  on  it.  And  that  is  the  role 
of  the  FBI  in  domestic  investigations  as  far  as  law  enforcement  is 
concerned  versus  gathering  intelligence,  in  the  sense  that  there  are 
groups  out  there  obviously — it  could  be  left,  right,  who  knows  po- 
litically— that  may  not  yet  be  at  the  point  where  you  really  are  see- 
ing them  do  overt  acts  which  would,  indeed,  be  predicates  to  actual 
criminal  law  violation,  but  because  of  their  nature  are  conducting 
themselves  in  such  a  way  that  we  don't  want,  as  a  public  for  public 
safety,  to  wait  until  those  overt  acts  occur  before  we  learn  the  de- 
tails of  what  they're  doing,  so  that  we  can  catch  it  before  it  hap- 
pens. And  that's  seemingly  what  happened  at  least,  whether  it  was 
a  group  or  how  small  we  don't  know  yet,  in  Oklahoma  City. 

So  my  question  in  part  to  you,  Mr.  Baker — I'll  ask  you  first  the 
question  here:  Am  I  correct  in  that  analysis,  and  based  upon  your 
experience — and  you  were  around  for  CISPES,  for  example.  That 
was  more  of  a — I  thought  that  was  more  of  a  question  of  whether 
they  were  maybe  going  to  be  committing  treason  than  acts  of  vio- 
lence. I  don't  think  anybody  really  thought  they  were  going  to  come 
here  and  commit  violence.  I'm  not  sure  that's  a  real  good  compari- 
son to  the  situation  where  we  are  today  with  the  potential  type  of 
group  we're  talking  about,  where  the  threat  is  terrorism  and  vio- 
lent acts  in  this  country. 

But  you  have  been  around  for  a  lot  of  the  predicates  to  what 
we're  facing  todav.  Can  the  FBI  segregate  these  two  features  and 
can  it,  and  should  it,  perform  an  intelligence-gathering  function? 
And  if  it  can,  are  the  guidelines  that  we  are  talking  about,  we  keep 
discussing,  the  proper  guidelines  for  doing  that  or  is  there  a  need 
to  think  in  terms  of  two  different  things,  and  perhaps  shape  some- 
thing that's  a  little  more  applicable  and  on  the  point  for  the  intel- 
ligence-gathering function,  where  you  don't  yet  have  a  criminal  ac- 
tivity and  you  don't  really  suspect  it's  going  to  happen  at  the  mo- 
ment? 

Mr.  Baker.  Mr.  Chairman,  thank  you. 

I  do  go  back  a  few  years,  8  years  under  Mr.  Hoover.  I  entered 
in  1965  with  the  FBI,  and  I  have  seen  the  FBI  getting  off  course. 
I  have  seen  abuses.  And  where  I've  seen  the  best  corrective  actions, 
it  has  been  when  we  address  our  investigations  toward  the  crimi- 
nal predicate. 

In  New  York  in  the  early  1970's  I  was  on  a  bank  robbery  squad, 
and  there  was  another  intelligence  squad.  Both  were  looking  at  ac- 
tivities of  the  same  group.  It  happened  to  be  at  that  time  of  the 
Black  Liberation  Army.  They  were  killing  police  officers  and  pull- 
ing bank  robberies  and  generally  disrupting  society  through  violent 
crime. 

Our  squad  worked  those  targets  based  upon  the  criminal  predi- 
cate of  the  violent  crimes  that  they  committed,  and  we  were  quite 
effective.  Some  of  the  abuses  that  came  out  about  such  as  letter 
openings  were  created  by  a  pure  intelligence  squad,  as  was  re- 
vealed later  on. 
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My  point  is  that  I  am  well  assured  that,  given  this  direction  to- 
ward the  criminal  predicate,  the  FBI  can  and  should  collect  intel- 
ligence, but  it  should  always  be  focused  on  the  solution  of  crime 
and  not  the  mere  gathering  of  intelligence  to  find  out  more  about 
a  group. 

Mr.  McCoLLUM.  Well,  when  you  say  "focused  on  crime,"  you  have 
to  be  focusing  in  the  sense  that  you  anticipate  that,  because  of  an 
activity  level,  that  some  group  has  the  potential  of  committing  a 
crime,  and  that's  always  the  gray  area  because 

Mr.  Baker.  Yes. 

Mr.  McCoLLUM  [continuing].  If  they've  already  committed  the 
overt  act,  nobody's  going  to  argue  with  that.  It's  always  the  ques- 
tion of  where  that  intent  is,  and  it's  a  balance,  and  that's  what 
we're — Justice  and  the  Judiciaiy  Committee  and  you  in  law  en- 
forcement, all  of  us,  and  the  ACLU,  and  everybody  else — looking 
for  that  right  balance.  Usually,  the  pendulum  swings  a  little  too  far 
one  way  or  the  other,  and  ma^be  we've  swung  a  little  bit  too  far 
in  reaction  to  the  abuses  of  the  past,  but  we  don't  want  to 
overswing  the  pendulum  this  time. 

Mr.  Glasser,  in  general,  do  you  agree  with  that  assessment? 

Mr.  Glasser.  Well,  I  do  agree  with  that  assessment.  I  should 
just  say,  in  response  to  your  characterization  of  the  CISPES  inves- 
tigation, it  was  not  about  espionage;  it  was  about  terrorism.  The 
March  30,  1983,  FBI  memo  to  its  field  offices  referred  to  the  in- 
volvement of  individuals  in  the  CISPES  organization  in  inter- 
national terrorism  as  it  affects  the  El  Salvadoran  Government.  So 
it  was  quite  on  point  to  what  we're  talking  about  today,  particu- 
larly with  the  confluence  of  domestic  terrorism  and  the  omnibus  act 
which  focuses  on  international 

Mr.  McCoLLUM.  Before  you  get  off  of  that  CISPES,  though, 
maybe  the  27-month  duration  was  whipping  a  dead  horse,  so  to 
speak,  but  some  of  us  looking  at  it  at  the  time — and  I  was  around 
for  that,  too — thought  that  that  is  precisely  something  that  the  FBI 
should  have  been  doing,  was  looking  at  it  to  begin  with.  You've  got 
to  have  some  initial  check. 

Mr.  Glasser.  That's  the  issue,  though — that's  the  issue  of  the 
preliminary  inquiry,  which  has  been  mentioned  several  times  here. 
And  Mr.  Baker  can  correct  me  if  I'm  wrong,  but  the  preliminary 
inquiry  has  a  much  lower  threshold  than  even  the  guidelines  are 
talking  about.  The  guidelines  relate  to  a  full  investigation.  The  pre- 
liminary inquiry  can  happen  without  even  that,  and  nobody  is  sug- 
gesting that  it  ought  to  be  any  different.  You  ought  to  be  able  to 
take  a  look  if  you  think  there's  something  there  and  you  have  to 
see:  Is  it?  But  then  when  there  isn't  anv  criminal  predicate,  when 
after  the  preliminary  inquiry  you  dont  find  anything,  then  the 
question  is:  Do  you  go  further?  Do  you  infiltrate?  Do  you  start  to 
use  more  intrusive  techniques? 

And,  you  know,  the  answer  is,  if  you  do  it — what  Mr.  Baker  says 
is  right:  if  you're  going  to  do  without  some  criminal  predicate, 
you've  got  to  use  a  proxy,  and  if  the  proxy  ends  up  being  militant 
rhetoric,  then  we're  off"  to  the  races  and  there's  no  real  way  to  limit 
that.  You  know,  then  every  right-to-life  group  is  going  to  have  to 
be  infiltrated,  every  militia  group,  every  group  that  uses  militant 
rhetoric  of  any  kind 
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Mr,  McCoLLUM.  All  right.  Well,  I  agree.  I'm  going  to — as  my  last 
point  here,  Mr.  Baker,  and  then  I'm  going  to  quit,  I'd  like  to  ask 
each  one,  and  I'm  not  trying  to  discriminate  here  against  Mr. 
Halpern  and  Professor  Smith  on  this,  but  as  a  practical  matter 
today,  if  you  could  say  one  or  two  things,  what  are  from  your  expe- 
rience the  practical  difficulties  facing  the  FBI  in  gathering  intel- 
ligence related  to  domestic  terrorism?  What  are  they? 

Mr.  Baker.  There's  been  confusion  between  the  aggressive  inves- 
tigative interest  of  the  field  agent  and  the  review  and  authority  to 
go  further  from  FBI  headquarters.  That  needs  to  be  continually 
looked  at.  Authority  to  conduct  the  investigations  as  they  become 
more  sensitive,  as  are  the  investigations  we're  talking  about,  need 
a  good  degree  of  review,  but  then  the  field  agents  need  to  be  clearly 
advised  of  what  their  boundaries  are  and  then  encouraged  to  go 
full  bore  toward  that  ceiling. 

The  frustration  from  agents  is  when  they  start  getting  misdirec- 
tion or  varying  views.  And  so  there  needs  to  be  a  clearly  expressed 
and  articulated  set  of  guidelines.  I  am  confident  that  with  someone 
of  the  capacity  of  Director  Freeh  from  on  top  that  that  type  of  over- 
sight and  encouragement  can  be  provided. 

Mr.  McCoLLUM.  That  balance,  in  essence?  Thank  you. 

Mr.  Conyers. 

Mr.  Conyers.  Thank  you  very  much. 

It's  always  good  to  get  a  panel  of  people  not  in  the  Government 
when  we're  examining  these  matters,  and  it's  always  important 
that  they  get  on  in  time  for  us  to  have  this  kind  of  corrective  dis- 
cussion. 

I  want  to  applaud  the  American  Civil  Liberties  Union  for  the 
kinds  of  issues  that  they've  carried  the  water  for  across  the  years, 
difficult,  sensitive  matters  that  are  right  on  the  line. 

And  I  want  to  begin,  Mr.  Glasser,  by  asking  you  this  question: 
What  if  neither  of  these  bills,  the  international  terrorist  bill  and 
this  one,  which  is  still  a  draft,  I'm  told — suppose  upon  reasonable 
consideration  the  administration  decided  not  to  go  forward  with  ei- 
ther of  these  matters.  How  could  we  more  effectively  prosecute  and 
protect  the  American  people  in  the  circumstances,  in  the  reality 
that  we  presently  exist? 

Mr.  Glasser.  Well,  I  think  many  of  the  proposals  that  have  been 
made,  and  which  I  assume  are  in  the  bill,  which  I  haven't  seen,  are 
unobjectionable  certainly  on  a  civil  liberties  ground.  We  would  have 
no  objection  to  having  1,000  more  Agents  if  there  was  a  reason  to 
have  them  and  there  were  things  that  they  needed  to  do  and  they 
could  investigate  more  potential  crimes  than  they  have  the  re- 
sources to  do  now.  We  think  there  are  certainly  no  civil  liberties 
objections  to,  and  a  good  deal  of  public  policy  reason  for,  things  like 
taggants  and  putting  in  materials  like  phosphates  into  the  ammo- 
nium nitrate,  so  it  makes  it  harder  to  use  as  an  explosive.  I 
wouldn't  mind  having  better  parking  restrictions  for  nonemployees 
at  Federal  buildings,  a  simple  thing,  but  if  that  had  been  in  place, 
vou  wouldn't  have  had  the  Oklahoma  City  bombing.  There's  a  num- 
ber of  things  like  that. 

I  also  think  what  Mr.  Baker  said  is  important.  I  think  in  local 
law  enforcement,  as  well  as  Federal  law  enforcement,  having  the 
people  in  the  field  clearly  understand  what  the  rules  are  is  of  criti- 
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cal  importance.  One  of  the  reasons  why  most  local  police  officials 
now  support  the  Miranda  warning  and  the  exclusionary  rule  is  be- 
cause everyone  has  gotten  used  to  it.  They  know  what  it  does,  and 
you  don't  have  the  violations  as  much.  So  I  think  some  clear  guide- 
lines that  are  clearer  than  perhaps  the  ones  that  exist  now  would 
be  important,  and  I'm  not  sure  that  those  shouldn't  be  written  into 
a  statute. 

Mr.  CONYERS.  Well,  I've  looked  at  the  guidelines  and  it  was  very 
important  that  Professor  Smith  made  it  clear  that  the  guidelines — 
he  didn't  say  were  weakened,  but  he  said  they  were  changed  in 
1983.  Under  the  Reagan  administration,  they  were  clearly  weak- 
ened. 

Mr.  Glasser.  Yes. 

Mr.  CoNYERS.  They  went  through  a  downgrading. 

And  I,  before  I  worry  about  putting  them  in  statute,  I  think  we 
ought  to  look  carefully.  They  look  awfully  rubbery  to  me.  There  are 
so  many  "whereases,"  and  I  haven't  had  a  staff  carefully  go 
through  these,  but  it  worries  me.  There's  a  lot  of  room  inside  the 
guidelines,  and  now  if  the  Attorney  Greneral  has  been  having  dis- 
cussions about  reinterpreting  the  guidelines,  the  guidelines  then 
could  become  a  problem  without  us  ever  doing  a  thing  about  them 
whatsoever.  And  that's  a  very,  very  important  caveat  that  we  have 
to  take  under  consideration. 

Now  let's  look  at  the  organizations  that  are  out  here.  We've  got 
the  militias  in  all  forms  and  shapes  and  sizes,  but  we've  got  specifi- 
cally identifiable  individuals  who  have  made  it  very  clear  what 
their  activities  and  aims  are,  have  made  it  clear  that  they're  gath- 
ering weapons.  In  other  words,  there's  some  place  where  the  threat 
and  the  conduct  make  it  very  worthwhile  for  the  FBI  to  be  examin- 
ing what  these  folks  are  doing. 

I  was  stunned  to  have  the  Director  of  the  FBI  tell  me  that  just 
gathering  information  about  what  people  are  planning  to  do  is 
somehow  violating  the  privacy  laws,  that  they  couldn't  even  have 
a  file  on  that.  I  found  that  a  little  bit  astounding  because  some  of 
these  matters,  that's  how  they  come  to  everybody's  attention,  if  you 
are  not  investigating  them  in  a  professional  way;  it's  through  pub- 
lic information  that  they  acquire. 

And  I'd  like  your  reactions  on — you  and  Mr.  Baker  to  react 

Mr.  Glasser.  Well,  I  think  what  Director  Freeh  actually  said 
was  that  you  couldn't — the  Privacy  Act  forbids  that  unless  it  was 
pursuant  to  a  preliminary  inquiry.  And  it's  an  easy  matter  for 
them  to  open  up  a  preliminary  inquiry.  So  if  there's  some  reason 
for  the  FBI  to  look,  then  they  can  do  that. 

And  I  think  what  we  do  want  to  avoid  is  that  if  there's  not  even 
any  reason  to  have  a  preliminary  inquiry,  we  don't  want  to  resur- 
rect that  period  of  time  when  files  on  innocent  political  activity 
were  voluminously  kept  at  the  FBI  without  any  nexus  to  a  criminal 
inquiry  at  all. 

Mr.  CoNYERS.  Yes,  but  what  about  the  kind  of  people  that  Mr. 
Halpern  has  recited  that  go  far  beyond  innocent  conduct  and  activ- 
ity? I  mean,  when  you've  got  assault  weapons  or  semiassault  weap- 
ons and  are  gathering  more,  that's  a  basis  for  checking  it  out  right 
off  the  bat,  wouldn't  you  say? 
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Mr.  Glasser.  Well,  if  you  had — -you  know,  if  you  were  stockpiling 
missile  launchers  and  fragmentation  grenades,  it  would  hardly  ap- 
pear that  that  was  to  hunt  deer  or  protect  yourself  against  bur- 
glars. 

Mr.  CoNYERS.  The  same  for  assault  weapons. 

Mr.  Glasser,  But  my  guess  is  that  the  FBI  is  justified  now  in 
opening  a  preliminary  inquiry,  if  that  were  the  case,  and  once  they 
did,  they  could  also  gather  information.  Now  I'm  not  sure  that 
that's  a  problem.  What  you  really  want  to  avoid  is  having  them 
begin  to  gather  information  about  everybody  who  writes  an  angry 
letter  about  the  second  amendment  to  the  newspaper;  right? 

Mr.  CoNYERS.  Yes,  but  that's  not  the  point  that  I  raise.  Of  course 
not  the  newspaper  writer.  I'm  talking  about  the  weapon  carriers 
that  have  20  years',  10  years'  worth  of  record,  of  activity,  and  are 
notoriously  involved  with  hate  groups  and  other  activities  that  you 
could  almost  follow  along  with.  I'm  not  talking  about  the  letter 
writer.  I  don't  want  to  get  us  confused  about  that.  I'm  talking 
about  the  heavy-duty  fellows,  which  are  identifiable  through  a  cou- 
ple of  our  organizations,  the  constitutional  centers  and  all.  They're 
very  well  known  in  the  society  and  in  the  system,  and  they're  oper- 
ating pretty  freely. 

Could  I 

Mr.  McCoLLUM.  Mr.  Glasser  can  respond,  but  your  time  has  ex- 
pired. 

Mr.  CoNYERS.  Mr.  Baker 

Mr.  McCoLLUM.  Or  Mr.  Baker  can?  Fair  enough.  Fair  enough. 

Mr.  Baker.  I  think  we're  highlighting  now  on  perhaps  one  of  the- 
loopholes  that  really  needs  to  be  addressed.  As  you  heard,  it  isn't 
so  much  the  guidelines  which  preclude  it  or  any  Constitution  prohi- 
bitions, but  it  is  another  well-intended  law  to  protect  American  citi- 
zens, the  Privacy  Act.  And  I  think  we  perhaps — if  I  could  suggest 
it,  Mr.  Chairman,  that's  the  type  of  frustration  that  I  was  talking 
about  with  an  agent  not  having  clear  direction  and 

Mr.  CoNYERS.  Well,  we've  just  solved  that  window  by  saying  all 
you  do  is  open  up  a  preliminary  investigation.  You  don't  say  I  can't 
look  at  a  guy  carrying  two  dozen  semiautomatics.  He's  televised 
and  the  local  FBI  says  it  can't  do  it;  sorry,  his  privacy  would  be 
invaded  if  I  had  that  kind  of  information  that  we  citizens  are  look- 
ing at  from  Dekar,  MI,  to  Detroit  saying,  "Wait  a  minute,  what's 
happening?" 

Mr.  McCoLLUM.  Mr.  Baker,  and  then  we've  really  got  to  go  on 
to  Mr.  Schiff. 

Mr.  Baker.  Mr.  Conyers,  with  all  respect,  I've  had  you  come  at 
me  from  other  directions  on  occasion  on  that  sensitive  issue  of 
where  the  FBI  goes  in,  and  it  really  does  again  focus  on  this  incred- 
ible sensitivity.  I  would  think  that  a  library  as  opposed  to  a  file 
system  might  be  one  way  to  start  looking  at  this.  In  other  words, 
you're  not  keeping  a  file  on  so  and  so  that  s  indexed,  but 

Mr.  Conyers.  Sure. 

Mr.  Baker  [continuing].  You're  having  access  to  the  same  thing 
John  Q.  Citizen  would  have  access  to,  NBC,  CBS,  ABC,  and  the 
newspaper. 

Mr.  McCoLLUM.  Thank  you  very  much,  Mr.  Conyers  and  Mr. 
Baker. 
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Mr.  Schiff. 

Mr.  Schiff.  Thank  you,  Mr.  Chairman. 

I  very  much  want  to  thank  all  these  witnesses,  along  with  the 
previous  witnesses,  for  their  contribution  to  this  hearing. 

Mr,  Halpem,  I  have  a  couple  of  questions.  One  just  a  clarifica- 
tion: When  you  were  talking  about  the  militia  groups,  you  said 
they  were  united  in  opposition  to  the  Brady  bill  and  the  so-called 
assault  weapon  ban.  I  hope  you  were  not  leading  to  the  conclusion 
that  you  have  to  be  radical  to  think  that  those  two  bills  were  ill- 
conceived,  ineffective  legislation. 

Mr.  Halpern.  Right.  Well,  the  fact  is  that  the  militia  groups 
have  chosen  those  two  measures,  in  addition  to  the  confrontations 
at  Waco  and  in  Idaho  involving  Randy  Weaver,  as  their  rallying 
cries. 

It's  important  to  note,  of  course,  that  gun  control  is  a  legitimate 
issue  for  debate,  and  the  militia  groups,  the  vitriolic  militia  groups 
especially  among  them,  go  way  beyond  any  general  disregard  or 
feelings  that  the  second  amendment  is  being  whittled  away,  the 
sort  of  feelings  that  are  widely  held  by  a  number  of  people  across 
the  country.  And,  further,  they  go  way  beyond — and  this  is  "really 
the  crux  of  the  matter — they  go  way  beyona  the  sort  of  fed-up-with- 
Washington  sentiment  that  we  have  seen  in  a  relatively  wide- 
spread way.  They  say  that  the  political  process  is  already  too  far 
gone.  They  use — many  people  in  the  militia 

Mr.  Schiff.  I  think  you've  answered.  You  are  not  suggesting  that 
people  who  oppose  those  two  bills  are  radicals,  extremists, 
antigovemment,  dangerous  in  any  other  way? 

Mr.  Halpern.  Of  course  not  necessarily,  of  course. 

Mr.  Schiff.  Thank  you. 

Now  let  me  say  I  respect  very  greatly  the  Anti-Defamation 
League's  research  into  different  organizations,  and  I'd  like  to  ask 
you  about  the  militias  in  this  respect:  again,  going  to  the  most  vit- 
riolic of  these  groups,  as  I  understand  them,  what  they  seem  to  say 
is  you've  got — and  this  is  going  about  16  steps  because  it's  all  dif- 
ferent kinds  of  groups  and  where  they're  at  and  where  they're  com- 
ing from,  but  over  on  the  edge  it  would  be  something  like  you  have 
to  train  to  protect  yourself  because  Waco  and  the  Weaver  case  in 
Idaho  indicate  that  the  Government  agents  are  going  to  break 
down  your  door  at  any  moment  and  you  have  to  be  prepared  to  pro- 
tect yourself  I  think  that's  what  they're  saying.  Certainly,  I  can 
come  up  with  a  theory,  as  anyone  can,  that  that  could  lead  to  vio- 
lent confrontations. 

But  here's  what  I  want  to  ask  you:  the  subject  at  the  moment 
is  terrorism,  and  terrorism  is  an  act  like  Oklahoma  City  or  like  the 
World  Trade  Center,  where  somebody  is  going  out,  affirmatively,  if 
you  will,  to  create  violence  and  havoc  through  bombings.  In  the 
ADL's  research  of  militia  groups,  what  evidence  do  you  have  that 
militia  groups  are,  in  fact,  engaged  in  or  preparing  to  engage  in 
that  kind  of  conduct,  given  that  that's  what  we're  talking  about 
here  today? 

Mr.  Halpern.  Correct.  There  was  an  episode  last  year  in  Vir- 
ginia involving  a  militia-style  group  that  called  itself  the  Blue 
Ridge  Hunt  Club.  In  that  instance,  law  enforcement  uncovered  an 
alleged  plot  which  they  say  was  going  to  be  carried  out  by  members 
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of  that  group  to  engage  in  violent  action  against  the  Government. 
They  seized,  if  I  recall  correctly,  automatic  weapons  and  other  sorts 
of  materiel,  as  well  as  a  computer  disk  which,  according  to  the 
ATF,  the  leader  had  written  on  the  disk  a  newsletter,  a  draft  news- 
letter, which  laid  out  their  plans  for  action  against  the  Govern- 
ment. And,  furthermore,  the  ATF  described  the  plans  as  including 
raiding  a  National  Guard  armory  in  furtherance  of  collecting  weap- 
ons to  pursue  their  aims. 

If  I  recall  correctly,  the  case  is  still  pending.  I'm  not  sure  if 
there's  been  a  disposition  yet  in  that  case. 

Mr.  SCHIFF.  Has  anyone  been  indicted  for  any  crime  in 

Mr.  Halpern.  There  were  indictments  in  that  case,  and,  again, 
I'm  not  certain — in  fact,  if  I  recall,  I  think  I  did  see  something  in 
the  New  York  Times  just  the  other  day  with  regard  to  some  sen- 
tences in  that  case.  So  there  were  either  guilty  pleas  or 

Mr.  SCHIFF.  And  is  that  group,  with  your  research,  is  that  group 
indicative  of  the  groups  that  calls  themselves  militia  groups? 

Mr.  Halpern.  It  is.  It  is  indicative  in  terms  of  the  positions  for 
which  they  stand,  in  terms  of  the  conspiracy  obsessions  that  they 
have  expressed,  in  terms  of  the  policies  to  which  they  object,  and 
the  rallying  cries  around  which  they  have  tried  to  organize. 

Mr.  SCHIFF.  Is  it  indicative  of  the  actions  that  other  groups  have 
taken?  Do  you  have  evidence  that  other  groups  of  planned— do  you 
have  evidence  that  militia  groups  have  planned  bombings?  Let  me 
just — let  me  just  ask  you  that  point  blank. 

Mr.  Halpern.  No  one  in  our  organization  could  have  predicted 
the  Oklahoma  City  bombing.  We  don't  know  what  all  these  militia 
groups  have  in  mind  There  has  been  a  lot  of  very,  very  belligerent 
propaganda,  a  lot  of  talk  about  the  Government  as  the  enemy,  and 
I  think  these  are  the  sorts  of  expressions  that  we — it's  our  job  to 
bring  to  the  attention  of  the  American  people. 

As  for  what  they  intended  to  do  with  all  the  stockpiling  of  weap- 
ons, I  think  perhaps  that's  the  point  at  which  a  preliminary  inquiry 
of  the  type  that  Mr.  Glasser  has  been  talking  about  might  be  re- 
quired. So,  certainly,  the  atmosphere  created  by  the  militia  groups 
with  their  propaganda,  with  this  talk  of  the  Government  as  being 
the  enemy,  and  with  all  this  encouragement  to  members  and  poten- 
tial members  to  collect  as  many  weapons  and  as  much  ammunition 
as  you  can  while  you  still  can,  they  say,  it  shouldn't  surprise  us 
that  some  sociopath  might  take  that  ideology  and  run  with  it  and 
commit  an  atrocious  act  somewhere. 

Mr.  SCHIFF.  So  now  we're  to  the  point  of,  well,  a  sociopath  might 
run  with  some  propaganda  and  commit  some  act? 

Mr.  Halpern.  Well,  it  isn't  unheard  of,  and  it's  my  job  to  raise 
the  questions  of  what  extremist  groups  stand  for,  so  that  the  Amer- 
ican people  can  judge  whether  or  not  they  want  to  support  them 
or  oppose  them.  It's  our  job  to  get  the  information  out  there,  and 
we  hope  that  the  American  people  will  exercise  good  judgment  and 
avoid  association  with  those  types  of  extremists. 

Mr.  SCHIFF.  Mr.  Chairman,  if  I  can  just  conclude  with  this  brief 
statement:  once  again,  I'm  not  here  to  defend  militias.  It  may  well 
be  that  a  sufficient  amount  of  reason  exists  to  hold  hearings  that 
have  been  requested  by  Mr.  Schumer  and  for  law  enforcement  to 
take  certain  action.  I  want  to  make  that  very  clear.  But  some  of 
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what  I'm  hearing  today,  if  we  as  Republicans  were  saying  it,  would 
be  accused  of  McCarthyism.  You  know,  the  propaganda  is  getting 
people  to  act  in  certain  violent  ways.  "Boy,  let's  bring  back  the 
House  on  Un-American  Activities  Committee." 

Mr.  McCoLLUM.  Thank  you,  Mr.  Schiff. 

Mr.  Scott. 

Mr.  Scott,  Thank  you,  Mr.  Chairman. 

Mr.  Baker,  your  suggestion  we  might  go  to  libraries  for  some  of 
this  information  is  interesting  because  me  technology  is  catching 
up  with  us.  In  newspapers,  you  don't  need  to  do  clippings  anymore; 
you  can  just  do  a  word  search  for  those  newspapers  that  are  online. 
There  are  three  major  dailies  in  my  district  that  are  now  online. 
So  a  few  years  from  now,  you  can  go  back  that  number  of  years 
and  just  do  a  word  search  and  get  every  time  a  person's  name  has 
been  mentioned.  So  we  may  be  able  to  solve  it  that  way. 

Mr.  Baker,  did  you  say  that  the  agents  are  confused  as  to  what 
they  can  do  and  can't  do  or  are  not  confused  as  to  what  to  do  or 
what  not  to  not? 

Mr.  Baker.  On  the  issue  of  compiling  newspaper  clippings,  I  said 
this  is  the  type  of  an  issue  that  would  seem  innocuous,  but,  in  fact, 
has  been  seriously  questioned  because  in  the  past  an  abuse  of  that 
would  be  to  create  a  separate  file  on  a  particular  individual  based 
on  no  predication  whatsoever  and  maintain  this  as  an  intelligence 
base,  and 

Mr.  Scott.  Well,  do  the  present  guidelines  create  confusion  for 
FBI  agents  or  are  the  present  guidelines  clear  enough  for  people 
to  have  a  good  idea  of  what  they  can  and  can't  do? 

Mr.  Baker.  No,  the  guidelines,  sir,  are  clear  enough.  The  prob- 
lem, again,  is  the  Privacy  Act,  which  is  personalized,  and  that 
would  impact  directly  on  a  violator.  In  other  words,  the  agent 
would  not  be  defended  by  his  work  and  duty.  A  violation  of  the  Pri- 
vacy Act  is  personal.  So  there  I  think  is  the  problem. 

Mr.  Scott.  OK  Mr.  Glasser,  I  think  you  indicated  a  different 
standard  for  inquiries  based  on  hunches  and  suspicions  as  opposed 
to  an  actual  invasive  investigation.  We  had  a  little  back  and  forth 
in  an  earlier  panel  about  tax  protesters.  Could  you  comment  on 
that? 

Mr.  Glasser.  Yes.  Well,  the — first  of  all,  the  comment  on  the 
preliminary  inquiry  is  just  a  statement  of  what  the  current  law  al- 
lows. The  colloquy  about  the  tax  protest  was  a  perfect  example  of 
the  blurring  of  that  line  between  dissent  and  violent  crime  that  I 
referred  to  earlier.  It  came  up  because  Ms.  Gorelick  used  it  as  an 
example  of  a  crime  for  which  you  cannot  now  wiretap,  that  the 
Government  would  like  to  extend  the  authority  to  wiretap,  and  it 
was  not  clear  in  her  colloquy  with  either  you  or  Mr.  Conyers — I  for- 
get which — as  to  what  she  was  talking  about  and  what  it  is  exactly 
that  they  are  proposing.  I  mean,  clearly,  you  couldn't  wiretap  some- 
one— I  mean,  you'd  need  probable  cause  to  wiretap.  You  need  a 
warrant.  You're  not  going  to  get  it  if  somebody  is  just  protesting. 
So  there  has  to  have  been  a  criminal  predicate  that  has  to  do  with 
violation  of  the  tax  laws,  and  the  question  is:  Should  violation  of 
the  tax  laws  become  a  predicate  for  wiretapping,  when  there's  no 
reason  to  think  that  wiretapping  is  useful  in  those  kind  of  crimes? 


119 

And  certainly  States  which  have  that  authority  hardly  ever  use  it 
for  that  reason,  for  that  purpose. 

She  then  said,  I  thought,  well,  if  they  are  protesting  really  mili- 
tantly  about  refusal  to  pay  taxes,  that  indicates  a  kind  of  animus 
to  government,  and  if  they  also  violate  the  tax  laws  by  not  paying 
taxes,  maybe  they're  terrorists.  And  that's  exactly  the  kind  of 
maybe  that  I  think  you  want  to  avoid  when  you  are  contemplating 
whether  to  expand  the  Government's  authority  for  these  kinds  of 
intrusive  techniques. 

And  remember  that  wiretapping,  no  matter  how  narrowly  framed 
the  warrant  is,  is  a  vacuum  cleaner.  It  captures  every  conversation 
of  everybody  who  uses  that  phone  or  calls  into  that  phone.  So  it's — 

I  would  not  extend  it  to  that. 

Mr.  Scott.  And  we're  trying  to  separate 

Mr.  SCHIFF  [presiding].  Wait.  I  think  Mr.  Baker  wanted  to  re- 
spond on  th(3  same 

Mr.  Baker.  I  just  wanted  to  add  two  issues  on  wiretapping.  One, 
during  the  Iraqi  War  it  was  used  extremely  effectively  in  prevent- 
ing and  interdicting  terrorist  acts  because  a  comment  was  made, 
perhaps  because  it  was  on  the  classified  side,  but  it  was  used  to 
interdict;  arrests  were  made  during  the  war  of  individuals  based  on 
a  wiretap  and  microphone,  court  authorized,  FISA  (Foreign  Intel- 
ligence Surveillance  Act)  court  authorized 

Mr.  Scott.  And  was  there  a  criminal  predicate  involved  in  those 
cases? 

Mr.  Baker.  Yes,  there  was.  It  was  held  in  internal  FISA  court 
hearings  based  on  international  terrorism,  but  the  conspiracy  in- 
volved the  commission  of  a  violation  of  Federal  crime. 

And  the  second  issue  is  it's  been  most  effective,  and  there  are 
guidelines  to  prohibit  the  open  listening.  There  are  strong  prohibi- 
tions against  expanding.  The  target  has  to  be  identified  when 
you're  submitting  the  affidavits  for  a  warrant,  and  this  is  in  the 
criminal  aspect  now.  And  so  there  is  a  strong  prohibition  against 
listening  in  to  conversations  that  are  not  pertinent  to  the  affidavit. 

Mr.  Scott.  Mr.  Chairman,  my  time  has  expired  and  I'd  like  to 
ask  Mr.  Smith  to  submit  a  response  to  a  question,  if  I  could  just 
pose  it.  He  had  indicated  that  many  acquittals  occur  when  you  get 
away  from  the  criminal  predicate  and  go  into  the  kind  of  generic 
terrorism.  If  he  could  provide  examples  of  those  acquittals,  I  would 
appreciate  it. 

Mr,  SCHIFF.  Mr.  Smith,  would  that  be  all  right  with  you? 

Mr.  Smith.  You  mean  a  written  response  or  right  now? 

Mr.  SCHIFF.  If  you're  ready  right  now,  let's  ask  you  to  do  it. 

Mr.  Smith.  The  use  of  seditious  conspiracy  approaches  have  been 
used  only  about  three  times,  three  or  four  times  in  the  last  7  or 
8  years.  It  was  used  in  the  trial  of  the  extreme  right-wing  leaders 
in  Ft.  Smith,  AR,  back  in  1988.  There  were  about  13  or  14  mem- 
bers there,  3  of  which  had  never  been  convicted;  the  other  10  or 

II  were  already  in  Federal  or  State  prisons.  They  were  all  brought 
in  for  trial.  They  were  all  acquitted.  That  included  Louis  Beam, 
Richard  Butler,  and  Bob  Miles — the  major  leaders  of  the  extreme 
right  at  the  time. 
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The  other  trials  included  the  May  19th  Communist  Organization 
held  here  in  Washington,  DC,  where  Laura  Whitehom  was  con- 
victed. Charges  against  the  other  defendants  were  dismissed. 

The  other  trial  was  in  Hartford,  CT,  involving  the  United  Free- 
dom Front,  and  all  of  those  charges  resulted  in  a  mistrial,  with  the 
exception  of  one  person  who  pled  guilty  earlier  to  a  lesser  charge. 
The  reason  was  that  there  was  confusion  in  many  cases  over — well, 
in  the  one  case  in  Ft.  Smith,  literally,  I  think  the  jury  felt  that, 
'Tiaven't  these  people  already  been  convicted  of  these  things  be- 
fore," despite  the  fact  that  three  of  the  members,  the  leaders  of  the 
group,  Butler,  Miles,  and  Beam,  had  not  been  on  trial  before.  The 
others  had  been,  and  the  perception  of  the  jury  was  that,  because 
we  tried  these  people  so  many  times — they  had  undergone  several 
trials  in  State  and  Federal  courts — that  the  jury,  I  think,  perceived 
this  as  double  jeopardy,  despite  the  fact  that  the  conspiracy  case 
was  separate  from  the  other  acts  they'd  been  convicted  of.  Juries 
get  that  impression  when  overt  acts  from  previous  trails  are  in- 
cluded in  later  conspiracy  cases. 

In  the  case  here  in  Washington  involving  the  May  19th  Com- 
munist Organization,  the  Federal  judge  simplv  declared  that  it  was 
double  jeopardy,  that  these  people  had  already  been  tried  on  these 
charges  previously  in  other  courts.  Charges  against  all  but  one  of 
the  defendants  were  dismissed.  The  jury  got  the  same  impression 
in  Hartford,  CT,  at  the  United  Freedom  Front  trial. 

Mr.  SCHIFF.  OK,  the  gentleman's  time  has  expired. 

Mr.  Bryant. 

Mr.  Bryant  of  Tennessee.  Thank  you,  Mr.  Chairman. 

This  administration  has  proposed  a  Domestic  Counterterrorism 
Center.  We've  heard  a  little  testimony  about  that  today.  What 
would  the  position  of  the  ADL  and  the  ACLU  be?  Would  they — Mr. 
Halpern,  if  you'd  go  first — would  you  support  or  oppose  the  estab- 
lishment of  such  a  Center?  Mr.  Glasser,  you  made  a  reference  ear- 
lier about  the  1,000  additional  people.  You  might  want  to  expand 
on  that  in  terms  of,  if  they're  together  in  this  type  of  center,  would 
your  organization  support  or  oppose  this  establishment,  assuming 
we  can  find  the  money? 

[Laughter.] 

Mr.  Halpern.  Let's  get  to  some  of  those  tax  protesters  about  that 
question. 

We  would  support  the  establishment  of  such  a  Center,  as  we  sup- 
port more  broadly  the  general  counterterrorism  legislative  meas- 
ures that  have  been  advanced  by  the  administration. 

If  I  could  just  sneak  in  one  additional  point  here  for  just  15  sec- 
onds, in  the  discussion  about  preliminary  inquiries  and  further  in- 
vestigations, I  just  want  to  point  out  that  one  additional  factor  to 
consider — I'm  in  no  way  envious  of  the  position  of  law  enforcement 
because  our  research  indicates  that  there  for  a  number  of  years 
now  has  been  a  push  by  extremists,  particularly  on  the  far  right, 
including  people  like  the  late  Bob  Miles  from  Michigan  and  Tom 
Metzger  of  California,  for  something  they  call  leaderless  resistance, 
which  is  an  encouragement  to  form  the  kind  of  small  cells  that  are 
more  resistant  to  infiltration  and  detection  of  the  sorts  of  conspir- 
acies that  would  provide  the  criminal  predicate  for  further  inves- 
tigation. 
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Mr.  Bryant  of  Tennessee.  Mr.  Glasser. 

Mr.  Glasser.  Well,  we  would  have  no  position  either  way  on  the 
number  of  agents  that  the  FBI  has  or  how  to  organize  them  into 
centers  or  anything  else.  For  us,  the  key  question  would  be:  What 
would  such  a  Center  do  that  is  now  not  being  done?  Would  there 
be  any  powers  or  authority  given  to  such  a  Center  that  might  en- 
danger some  constitutional  principle?  But  just  talking  about  a  Cen- 
ter without  describing  its  functions  just  leaves  us  without  anything 
to  say. 

Mr.  Bryant  of  Tennessee.  Mr.  Baker,  I  think  I  probably  know 
your  answer.  In  the  interest  of  saving  time,  I  think  you'd  probably 
support  it. 

But  let  me  ask  again,  Mr.  Halpern  and  Mr.  Glasser,  about  the 
Posse  Comitatus  Act,  and  the  testimony  you  overheard  from  the 
prior  panel,  if  I  understood — and  I  want  your  opinion  on  that,  but 
if  I  understood  it,  what  they  were  saying  is  perhaps  we  should  clar- 
ify the  existing  law  to  provide  that  definite  ability  of  the  military 
to  get  involved  in  biological  and  chemical  assistance,  but  not  law 
enforcement.  And  I'm  not  sure  where  that  line  is,  but  could  the  two 
of  you  perhaps  talk  about  that  and  any  other  changes,  possible 
changes,  to  the  Posse  Comitatus  Act? 

Mr.  Glasser.  We  start  out  with  a  very,  very  strong  presumption 
against  any  further  exceptions  to  the  Posse  Comitatus  Act  and  any 
engagement  of  the  military  in  law  enforcement.  There  is  almost  no 
historical  example  in  any  country  in  the  world  where  the  gradual 
blending  of  tiiose  two  functions  has  not  been  a  disaster  for  individ- 
ual rights. 

Now  there  is  an  exception  now,  as  Ms.  Gorelick  pointed  out,  for 
the  transportation  of  nuclear  devices  in  a  situation  where  there's 
been  a  certification  or  a  finding  of  a  danger  to  the  national  security 
that  requires  the  military,  and  they  say  that  they're  proposing  a 
similarly  narrow  exception  for  the  transportation  of  biological  and 
chemical  warfare  agents.  That  certainly  sounds  a  lot  better  than 
what  they  first  said  in  their  press  release  of  a  few  days  ago  where 
thev  talked  about  anything  involving  weapons  of  mass  destruction, 
andf  who  knows  what  that  means? 

But  I  would  look  at  it  really  carefully.  I  would  look  at  the  legisla- 
tion very  carefully.  I  would  scrutinize  it  very  carefully.  I  would  op- 
erate with  a  presumption  not  to  do  it  unless  there  was  no  other 
way  to  protect  public  safety  in  a  given  situation. 

Mr.  Bryant  of  Tennessee.  Mr.  Halpern. 

Mr.  Halpern.  It  seems  clear  that  in  certain  very  specific  kinds 
of  cases  involving  specific  kinds  of  weapons  or  technologies  the 
armed  services  might  have  expertise  to  lend  to  our  law  enforcement 
agencies  in  pursuit  of  certain  kinds  of  criminal  investigations.  So 
it  seems  when  involving  those  kinds  of  narrow  circumstances  it 
seems  to  us  to  be  a  sensible  approach. 

Mr.  Glasser.  Could  I  add,  if  I  may,  one  other  observation?  I 
think  it  was  said  that  all  that  was  wanted  from  the  military  was 
technical  assistance.  It  sent  a  little  chill  up  my  spine  because  that 
is  how  we  began  to  get  into  Vietnam.  We  sent  over  technical  advis- 
ers. You  have  to  be  careful  of  letting  that  rope  out  and  be  careful 
about  where  it  leads,  and  I'm  not  saying  I  know  the  answer  to  it, 
but  I  would  look  at  it  really  carefully. 
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Mr.  Bryant  of  Tennessee.  Could  we  let  Mr.  Baker  have  a  shot 
at  that  one  also? 

Mr.  ScHlFF,  Mr.  Baker,  do  you  desire  to  answer  on  that  question? 
Please. 

Mr.  Baker.  I  would  like  to  make  a  quick  observation,  and  that 
is  that,  again  during  the  Iraqi  War,  as  emphasized  to  me  after  my 
retirement  on  whats  happened  in  Japan,  one  of  my  biggest  con- 
cerns was  how  to  respond  adequately  to  a  realistic  biological  chemi- 
cal threat.  And  in  that  regard,  law  enforcement  was  not  equipped. 
So  I  think  what  you  need  to  hear  is  what  is  needed  and  that  can 
be  demonstrated  and  presented  to  you.  What  we  needed  was  Ft. 
Belvoir  and  the  military  capability  to  assess  a  threat  and  then,  if 
there  actually  was  the  infusion  of  anthrax  or  any  other  type  of  poi- 
sonous chemical,  we  needed  their  hands-on  expertise  and  equip- 
ment, the  actual  gloves  and  masks  and  sensors.  So  that  is  what  is 
needed.  That,  I'm  sure,  would  be  in  a  list  that  Director  Freeh 
would  present  to  you.  Then  I  think  the  question  is:  Can  that  need 
be  met  and  what  is  necessary  to  cut  that  expertise  loose  on  an  ex- 
peditious basis? 

Mr.  Bryant  of  Tennessee.  Thank  you,  Mr.  Chairman. 

Mr.  SCHIFF.  The  gentleman's  time  has  expired. 

Ms.  Lofgren. 

Ms.  Lofgren.  Thank  you. 

A  couple  of  questions:  Mr.  Glasser,  we  had  a  discussion  earlier 
about  the  second  amendment  and  whether  the  Constitution  does  or 
does  not  permit  the  militias  to  be  regulated  by  the  Federal  Govern- 
ment. Do  you  have  a  view  on  that  question? 

Mr.  Glasser.  Well,  I  was  listening  to  that  and  I  was  sort  of  won- 
dering what  exactly  that  meant.  What  the  second  amendment 
means  when  it  talks  about  a  well-regulated  militia  is  approxi- 
mately what  we  mean  today  when  we  talk  about  the  National 
Guard.  It's  a  State-based  military  force  which  in  the  18th  century 
was  seen  as  an  antidote  to  Federal  force,  and,  therefore,  as  a  bul- 
wark for  liberty.  It  never  referred  to 

Ms.  Lofgren.  Well,  in  California  there  is  both  the  National 
Guard  and  a  militia  that  is  not  regulated  and  is  volunteered  and 
has  caught  some  interest  recently. 

Mr.  Glasser.  Yes,  but  if  you're  talking  about  private  groups  that 
call  themselves  a  militia 

Ms.  Lofgren.  That's  what  I'm  talking  about. 

Mr.  Glasser  [continuing].  You  see,  then  it's  not — it's  not  a 
State — it's  not  a  State  agent.  It  is — and  the  question  of  regulating 
them  seems  to  me  to  run  up  against  the  same  thing  we've  been  dis- 
cussing. 

If  they're  engaged  or  there's  reason  to  believe  that  they  are  plan- 
ning criminal  activity,  then  you're  not  talking  about  regulating 
them;  you're  talking  about  investigating  them  and  prosecuting 
them.  If  they're  not  engaged  in  planning  criminal  activity  but  are 
just  engaged  in  militant  rhetoric,  then  it  seems  to  me  the  first 
amendment  bars  any  regulation. 

Ms.  Lofgren.  What  about  militant  marching  and  maneuvers? 

Mr.  Glasser.  Well,  you  know,  you're  dealing  with  two  problems. 

Ms.  Lofgren.  Or  establishing  an  army. 
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Mr.  Glasser.  First  of  all — first  of  all,  even  the  stockpiling  of 
weapons  in  this  country  is  not  necessarily  illegal.  If  you  want  to 
make  it  illegal,  you've  got  to  legislate;  you've  got  to  make  it  illegal 
to  have  private  ownership  of  those  kinds  of  weapons.  Until  you 
make  it  illegal,  you're  in  a  little  bit  of  a  box  because  you're  talking 
about  investigating  the  stockpiling  of  weapons  which  it  is  lawful  to 
stockpile.  So  you've  got  a  predicate  problem.  You  haven't  yet  made 
that  a  crime. 

And  then  I  always  have  in  mind  the  Huey  Newton  example.  You 
know,  I  remember  how  terrified  people  were  of  blacks  in  Oakland 
walking  around  with  military  arrays  and  mock  uniforms  and  rifles 
swung  over  their  shoulders,  who  were  doing  so,  they  said,  for  the 
same  sorts  of  reasons,  of  a  pattern  of  police  abuse  in  Oakland, 
which  was  very  real,  that  some  people  are  saying  now  has  to  do 
with  their  reaction  to  Waco  and  Randy  Weaver  and  all  that. 

The  question  always  becomes:  Where  does  it  stop  being  a  show? 
Where  does  it  stop  being  rhetoric?  Where  does  it  stop  being  sym- 
bolic and  where  does  it  get  real?  That's  the  line  that  law  enforce- 
ment agents  in  the  street  have  to  draw  every  day,  but  it's  the  right 
line  to  draw.  Now  it  may  be  fuzzy  at  the  edges,  it  may  be  difficult, 
but  that's  the  right  principled  line.  And  I  think  that  the  Govern- 
ment ought  not  to  be  contemplating  regulating  anything.  It  ought 
to  be  contemplating  prosecuting  crime  and  leaving  everything  else 
alone. 

If  Mark  of  Michigan  made  a  statement — ^you  know,  he's  the  guy 
from  that  Michigan  militia;  he  goes  by  the  nom  de  guerre 

Ms.  LOFGREN.  Right. 

Mr.  Glasser  [continuing].  Of  Mark  of  Michigan.  If  he  made  a 
statement  that  said,  "If  President  Clinton  comes  into  my  State, 
he'd  better  wear  a  bullet-proof  vest,"  I  think  the  FBI  might  make 
a  preliminary  inquiry.  But  Senator  Helms  said  exactly  that,  didn't 
he,  and  nobody  opened  up  a  preliminary  inquiry.  So  you  have  to 
be — ^you  have  to  always  be  careful  about  different  judgments 

Ms.  Lofgren.  Well,  we  don't  know  for  sure. 

One  of  the  questions  I've  gotten  asked — and,  frankly,  would  like 
some  recommendations  or  comment  in  writing  after  this  hearing — 
has  to  do  with  the  Privacy  Act  issues  alluded  to  today  by  a  number 
of  witnesses.  The  people  say,  well,  if  Aunt  Tillie  can  know  about 
it  by  reading  in  the  newspaper,  how  come  the  FBI  can't  know  the 
same  thing  Aunt  Tillie  knows?  It'g  kind  of  hard  to  answer  that 
question  in  any  way  that  makes  sense  to  average  people  out  in  the 
country.  At  the  same  time,  none  of  us  wants  to  go  back  to  the  era 
where  there  were  files  on,  you  know,  Leonard  Bernstein  and  Elea- 
nor Roosevelt.  I  mean,  that's  lunacy. 

I  really  don't  think  there's  an  expectation  of  privacy  for  those 
who  write  letters  to  the  editor  or  hold  press  conferences;  there  is 
no  expectation  that  those  statements  would  be  private.  They  are  in 
the  public  arena  for  a  reason,  and  it's  not  a  privacy  reason.  So 
rather  than  get  into  it  now,  given  the  time  frame,  I  would  very 
much  appreciate  any  comments  any  of  the  witnesses  have  on  the 
balance  between  the  information  that's  generally  available  being 
useful  and  what  needs  to  be  done  to  prevent  the  abuses  that  we 
all  know  about. 
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Mr.  SCHIFF.  I'm  just  going  to  ask  for  a  brief  response  from  any 
witness  who  might  want  to  respond  to  Ms.  Lofgren's  question. 

Mr.  Glasser.  Well,  I'll  iust  say  briefly  the — ^you  do  have  an  ex- 
pectation of  no  privacy  wnen  you  write  a  letter  to  the  editor  and 
sign  your  name,  but  what  you  don't  have  an  expectation  of  is  that 
that  kind  of  political  activity  will  become  reason  for  your  Govern- 
ment to  be  following  you  around  and  suspecting  you. 

I  grew  up  in  the  fifties  where  people  didn't  sign  petitions  and 
didn  t  write  letters  to  the  editor,  precisely  because  they  knew  that 
the  Government  was  keeping  files  and  people  lost  their  jobs,  and 
there  were  problems  like  that. 

There  is  a  relationship  between  knowing  that  your  Government 
is  regarding  you  with  suspicion 

Ms.  LOFGREN.  Well,  since  we've  got  into  this  rather  than  do  it  in 
writing,  there  is  a  whole  balance  of  activities  that  triggers  at  some 
point  a  legitimate  criminal  inquiry 

Mr.  Glasser.  Sure. 

Ms.  Lofgren  [continuing].  And  where  that  line  is  is  the  impor- 
tant issue.  And  I  agree  very  much  with  Mr.  Baker;  every  police  offi- 
cer I  have  known  and  dealt  with  over  the  years,  if  they  know  wh^t 
the  rules  are,  they  want  to  live  within  those  rules,  but  they  need 
to  be  clear,  and  it's  very  helpful  if  people  know  what  is  expected 
of  them.  In  my  experience,  all  good  law  enforcement  officers  do 
that,  and  so  we  owe  them,  as  much  as  possible,  clarity  on  what  is 
allowable  and  what  is  not  allowable. 

But  if  you  write  a  letter  to  the  editor  and  say,  "We  need  to  arm 
ourselves  in  preparation  for  the  defense  against  the  Federal  Gov- 
ernment," you're  not  really  threatening  anybody,  and  then  you 
write  a  second  letter  saying,  "They  may  be  coming  to  get  us.  Get 
your  weapons  ready,"  and  then  a  third  letter — put  together,  it  gives 
a  picture  that  this  could  very  well  be  a  group  that's  about  to  take 
action.  I  don't  know  that  it  triggers  a  criminal  inquiry,  but  a  fourth 
piece  of  information  could.  And  so  the  question  is,  if  Aunt  Tillie  can 
see  these  people  are  about  to  let  loose,  you  know,  where  does  that 
leave  the  FBI? 

Mr.  SCHIFF.  The  lady's  time  has  expired. 

Mr.  Ban*. 

Mr.  Bob  Barr.  Thank  vou. 

I  think  several  things  nave  become  apparent,  both  through  some 
of  the  previous  panels  and  especially  through  the  clarity  that's 
been  presented  through  you  all.  And  maybe  it  is  the  fact  that  none 
of  you  all  are  with  the  Government  and  can  kind  of  look  at  this 
from  an  objective  perspective,  but  I  appreciate  it  very  much  and  I 
found  it  very  helpful  to  clarify  some  of  these  issues. 

There  are  two  areas,  one  of  which  we've  already  touched  on  that 
I'd  like  to  ask  you  about  in  just  a  moment,  Mr.  Glasser,  that  we 
have  touched  on,  to  clarify,  and  one  that  we  really  haven't.  And 
that  is  the  scope  of  some  other  laws  that  are  currently  in  force  that 
have  been  in  force  for  many,  many  years,  such  as  the  Federal  con- 
spiracy statute,  18  U.S.C.  371,  very,  very  broad;  RICO  statutes,  not 
only  broad  by  their  terms,  but  construed  very,  very  broadly  by  dif- 
ferent administrations,  Republican  and  Democrat  alike. 

Just  looking  at  the  sort  of  activities  that  happen — that  are  hap- 
pening recently,  the  terrorist  activities,  and  those  that  are  listed 
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in — we  have  a  publication  here  that  you  all  have  probably  seen, 
'Terrorism  in  the  United  States  1993,"  written  by  the  U.S.  Depart- 
ment of  Justice,  FBI,  Terrorist  Research  and  Analytical  Center. 
And  it  lists  various  recent  terrorist  activities  involving  animal 
rights  groups,  antitax  groups,  Puerto  Rican  groups,  other  groups 
whose  names  I  can't  even  pronounce  here,  Skinheads.  I  mean  they 
range  across  the  whole  political  spectrum,  and  that  illustrates  one 
that,  and  that  is  that  one  person — if  we  start  focusing  on  groups 
that  we  don't  like,  one  man's  terrorist  group  is  another,  hey,  that's 
a  very  legitimate  cause  out  there. 

And  I'd  like  to  focus  on  two  questions,  and  maybe,  Mr.  Glasser, 
you  could  start  and  address  both  of  these,  and  if  we  have  time  for 
any  other  panelist  also:  One  is,  are  not  the  existing  Federal  laws 
that  we  have,  quite  apart  from  how  they're  interpreted,  some  of 
these  very  broadly  worded  statutes,  sufficient  to  attack  pretty 
much  most  terrorist  activity  that  we're  talking  about,  and  is  very 
well  defined  in  statutes  and  in  case  law? 

And,  secondly,  the  one  question  I  had,  Mr.  Glasser,  that  I'd  also 
appreciate  your  thoughts  on — and  this  may  be  confusion  bom  out 
of  my  poor  notes.  I  thought  you  said  in  your  opening  statement 
that  if  we  dropped  the  criminal  predicate,  what,  in  fact,  do  we  use 
in  its  place  for  preliminary  inquiries,  and  then  you  went  on,  I 
think,  in  response  to  a  question  from  Chairman  McCollum,  to  say 
that  we  don't  really  need  anything  other  than  just  sort  of  a  general 
hunch  or  something  for  a  preliminary  inquiry.  Did  I  misread  some- 
thing that  you  said  earlier  on  that  point? 

Mr.  Glasser.  Well,  the  answer  to  your  first  question  is,  yes,  I 
think  the  current  laws  are  more  than  sufficient  to  go  after  any  of 
the  kind  of  extortionate,  violent  crimes,  which  is  what  terrorism 
really  is,  that  we're  talking  about.  I  think  we  have  enough  statu- 
tory authority. 

The  answer  to  your  second  question  is  that  the  state  of  the  law 
now  is  that  a  preliminary  inquiry  can  be  made  on  the  basis  of 
maybe  two  militant  letters  and  the  fact  that  you're  known  to  be 
stockpiling  weapons  in  your  barn,  but  what  I  meant  by  the  crimi- 
nal predicate  requirement  is  that  if  that  preliminary  inquiry  does 
not  uncover  any  facts  that  would  lead  you  to  have  a  criminal  predi- 
cate, you  can't  go  any  further. 

Mr.  Bob  Barr.  OK. 

Mr.  Glasser.  And  if  you  do  go  further  in  the  absence  of  a  crimi- 
nal predicate,  then  my  question:  What  else  do  you  use? 

Mr.  Bob  Barr.  OK.  I  think  one  other  thing  that's  become  appar- 
ent, particularly,  Mr.  Baker,  in  regards  to  your  remarks,  and  that 
is  that  in  time  of  true  national  security  concern  or  national  emer- 
gency, such  as  the  war  in  1990  or  1991,  the  Government  really  has 
pretty  broad-reaching  tools  that  it  can  use  and  interpret  wisely.  I 
mean,  is  that  where  we  may  wind  up  with  this  debate,  kind  of  look- 
ing down  the  road  a  little  bit,  that  we  do  have  plenty  of  authority 
and  we  may  need  to  take  a  look  at  some  of  the  regulations  and 
maybe  how  some  of  these  things  are  interpreted,  but,  by  and  large, 
doesn't  our  Government  have  the  capability  currently  to  meet  the 
threat  that  we're  talking  about  here? 

Mr.  Baker.  Well,  in  my  opinion,  it  does,  but  what  I  heard  today 
was  a  request  for  resources  and  material  primarily  and  then  for 


126 

some  fine-tuning,  and  I  think  that's  an  appropriate  and  measured 
response  to  what  brought  us  here,  and  that  is  the  heightening  of 
a  new  internal  domestic  threat  to  our  well-being.  So  I  think  there's 
abundant  resources  to  be  applied,  and  it's  going  to  take  perhaps, 
if  it's  agreed,  the  creation  of  this  Counterterrorist  Center. 

I  would  add  that  I  think  the  encryption  issue  and  the  ability  to 
get  involved  in  the  digital  wiretapping  is  absolutely  crucial.  I  have 
never  seen  a  major  complex  criminal  enterprise  that  has  been  suc- 
cessfully prosecuted  without  at  least  consideration  of  this  tech- 
nique, and  we're  going  to  lose  that  if  we  can't  get,  without  going 
beyond  any  threshold  that  now  exists,  into  the  digital  world. 

Mr.  Bob  Barr.  Do  you  have  any  reaction,  very  quickly,  to  that, 
Mr.  Glasser,  because  we  haven't  really  touched  on  that  particular 
area,  the  technology  and  the  intrusiveness? 

Mr.  Glasser.  Yes.  First,  I  do  disagree  that  what  was  being  asked 
for  today  was  just  fine-tuning  and  resources.  I  mean,  they  have 
asked  for  expanded  authority  in  a  number  of  instances.  First  of  all, 
for  the  reason  I  said,  the  Omnibus  Counterterrorism  Act  that  is  not 
before  you  today,  if  it  passes,  grossly  expands  the  scope  of  jurisdic- 
tion of  the  FBI,  creates  as  a  criminal  predicate  activity  which  is 
now  protected  by  the  first  amendment. 

Mr.  Bob  Barr.  Even  the  draft  that  the  administration  has  sent 
over,  which  I  gather  you  haven't  seen  yet,  does  go  far  beyond  sim- 
ply asking  for  fine-tuning  and  new  resources. 

Mr.  Glasser.  And  they've  asked  for  expanded  wiretapping  au- 
thority. They've  asked  for  an  exclusionary  rule  prohibition.  They've 
asked  for  authority  without  any  kind  of  court  order  or  subpoena  to 
scoop  up  financial  records.  They've  asked  for  a  posse  comitatus 
change,  and  they've  asked  for  digital  telephony  funding. 

The  digital  telephony  issue,  let  me  just  say  briefly,  is  a  more  se- 
rious and  radical  step  than  you  may  think.  It  basically  stands  for 
the  proposition  that  whenever  technology  develops  that  makes  it 
harder  for  the  FBI  to  do  something,  there's  an  affirmative  legal  ob- 
ligation of  the  private  sector  to  make  it  easy.  So  that  it's  as  if 
somehow  somebody  had  found  a  way  in  the  18th  century  to  build 
homes  with  windows  that  you  couldn't  see  through,  and  the  con- 
stables came  in  and  said,  "Well,  the  fourth  amendment  says  we  can 
look  and  see  what's  there  in  plain  view.  You  have  an  obligation  to 
build  windows."  Do  people  who  build  homes  now — are  they  going 
to  be  required,  for  example,  to  plant  a  bug  in  the  walls  of  every 
home  they  build,  which  the  FBI  will  promise  not  to  turn  on  unless 
they  get  a  warrant? 

The  digital  telephony  issue  raises  some  very  fundamental  ques- 
tions. When  the  telephone  was  first  invented,  it  made  it  easier  to 
eavesdrop  on  conversations  because  wires  were  remote  from  where 
the  conversation  occurred  and  there  was  a  place  you  could  tap  that 
didn't  exist  before.  Nobody  came  in  and  said,  "Let's  make  privacy 
whole."  It  got  easier  and  they  were  able  to  eavesdrop  on  conversa- 
tions that  they  didn't  used  to  be.  Now  it's  a  little  harder.  There's 
a  very  fundamental  principle  at  stake  there,  and  in  light  of  the  fact 
that  the  Government's  own  records  show  that  in  domestic  terrorism 
investigations  they've  hardly  applied  for  wiretapping,  even  now,  I 
would  scrutinize  that  a  little  bit  more  before  I  granted  it  as  well, 
because  the  next  step  has  to  be  encryption.  Then  you're  going  to 
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say  that  the  Government  can  bar  any  private  citizen  from 
encrypting  a  message,  but  the  Government  can  encrypt  a  message, 
and  you're  into  the  Chpper  chip  issue,  not  to  mention  the  fact  that 
since  the  Internet  is  international  and  people  can  post  messages  on 
it  all  over  the  world  and  use  equipment  that's  manufactured  in 
other  countries,  it's  not  exactly  clear  what  you  think  you're  getting 
into  when  you  do  that. 

But  the  principal  question  is:  Do  you  really  need  expanded  wire- 
tap authority,  and  if  you  had  it,  would  it  have  made  it  more  likely 
that  you  would  have  caught  Timothy  McVeigh  or  prevented  the 
Oklahoma  City  bombing?  I'm  not  sure  that  there's  any  evidence  for 
that  proposition. 

Mr.  Bob  Barr.  OK.  Thank  you,  Mr.  Chairman,  and  I'd  like  to 
thank  this  panel.  They've  provided,  I  think,  some  very,  very  worth- 
while information. 

Mr.  SCHIFF.  Thank  you,  Mr.  Barr. 

Ms.  Jackson  Lee. 

Ms.  Jackson  Lee.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  Glasser,  let  me  suggest  to  you  that  a  simple  State  law  about 
concealed  weapons  was  certainly  instrumental,  and  I  happen  to  be 
certainly  an  opponent  of  the  expansion  of  allowing  of  the  carrying 
of  concealed  weapons,  which  would  now  have  made  that  illegal,  and 
so  I'm  grateful  for  Oklahoma's  wisdom. 

Let  me  say  thank  you  to  each  and  every  one  of  you.  Mr.  Glasser, 
I  know  your  longstanding  history.  I'm  going  to  ask  for  the  com- 
ments or  the  inquiries  that  I  make  to  come  back  maybe  in  a  couple 
of  sentences  of  writing,  and  my  staff  will  be  in  touch. 

I'll  simply  say,  Mr.  Halpem,  let  me  thank  you  for  the  diligence 
of  the  ADL  on  hate  crimes.  I  happen  to  be  someone  who  has  fol- 
lowed and  utilized  that  material,  and  certainly  some  of  that  is 
intertwined  in  the  efforts  or  the  kinds  of  terrorist  acts  that  we've 
seen  tragically. 

But,  Mr.  Glasser,  if  you  would — and  I  don't  want  to  date  you — 
I  will  be  asking  you  to  help  me  compare  the  activities  of  CO- 
INTEL-PRO,  a  question  I  had  asked  previously,  and  I  know  the 
ACLU  may  have  some  history  on  that  and  our  progress  or  what 
thrust  we  may  be  going  into  at  this  point,  again  qualifying  my 
statement  saying  that  I  know  that  we  need  tools  to  inhibit  terror- 
ism in  this  country,  and  I  am  supportive  of  that,  but  I'd  like  to  see 
the  comparisons,  and  I  would  like  .to  have  you  answer,  what  are 
your  views  on  expanding  or  enhancing  the  use  of  electronic  surveil- 
lance to  fight  terrorism;  I've  heard  some  of  it,  and  I'll  just  be  back 
in  touch  with  your  office  on  that  point. 

Dr.  Smith,  I  appreciate  the  intensity  of  your  research,  and,  obvi- 
ously, I've  had  only  a  chance  to  review  it  in  the  writing,  but  I 
would  be  interested  in  your  assessment  of  whether  current  guide- 
lines of  the  FBI  prevented  the  Grovernment  from  obtaining  irtdict- 
ments  and  convictions  for  terrorist  acts. 

And  I  would  accept  those  in  writing.  Unless  you  had  a  yes  or  no 
or  wanted  to — I  think  the  writing  would  be  helpful. 

Thank  you  very  much.  Thank  all  of  you. 

Thank  you,  Mr.  Chairman.  I  yield  back  the  balance  of  my  time. 

Mr.  ScHiFF.  Thank  you,  Ms.  Jackson  Lee. 

Mr.  Watt. 
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Mr.  Watt.  Thank  you,  Mr.  Chairman.  I  have  only  two  questions, 
which  I  think  can  be  handled  fairly  briefly,  too. 

For  Mr.  Glasser  and  Mr.  Baker,  can  you,  either  of  you,  conceive 
of  any  circumstance  under  which  during  a  preliminary  inquiry 
there  would  be  a  need  to  infiltrate? 

Mr.  Glasser.  Not  I. 

Mr.  Baker.  Some  crimes  and  conspiracies  are  fast-moving.  The 
idea  of  a  preliminary  inquiry  is  to  get  in  and  take  a  look  at  the 
scope  and  assess  the  threat,  the  real  threat,  and  the  capability  of 
the  group  to  carry  out  the  threat.  I  could  see  a  quick  escalation  to 
a  full  field  investigation,  and  at  that  time  it  would  be  expanded. 
So  it  might  occur  during  that  initial  time  frame  that,  because  it's 
such  a  fast-moving  event,  you  quickly  expand  it.  That  is  why  we 
have  provisions,  extraordinary  provisions,  in  the  guidelines,  for  in- 
stance, for  when  life  is  threatened,  to  take  quick  action  and  to  do 
such  things  as  even  conducting  a  microphone  surveillance,  so  that 
we  can  pick  up  conversations.  And  I  have  seen  situations  where 
there  are  hostages.  So  something  could  quickly  expand,  and  that 
would  be  my  answer. 

Mr.  Glasser.  But  that  may — that,  I  would  say — correct  me  if  I'm 
wrong — that  kind  of  an  emergency  might  niove  it  fast  from  what 
is  known  as  a  preliminary  inquiry  to  more,  but  a  preliminary  in- 
quiry, as  a  term  of  art,  does  not  allow,  for  example,  for  wiretaps 
now  or  mail  covers  or  mail  openings,  isn't  that  right? 

Mr.  Baker.  I  agree. 

Mr.  Watt.  And  I  assume  in  the  incident  that  went  for  27  months 
that  you  all  referred  to  earlier,  which  I  was  not  aware  of — was 
there  any  infiltration  in  that  process? 

Mr.  Glasser.  Yes,  I  believe  so,  wasn't  there,  in  CISPES?  There 
was  a  lot  of  infiltration. 

Mr.  Watt.  So  that  went  beyond  a  preliminary  inquiry  into  an  in- 
vestigation, a  more  full-blown  investigation,  even  though  there  was 
not  a  criminal  predicate,  or  what  was  the  criminal  predficate? 

Mr.  Glasser.  There  was  never  a  criminal  predicate.  There  was 
a  criminal  supposition  at  the  outset  that  had  to  do  with  their  own 
self-statement  of  support  for  the  opposition  in  El  Salvador,  but  no 
facts  were  ever  discovered  that  created  any  kind  of  a  criminal  pred- 
icate. Even  so,  it  went  on  very  intrusively  for  that  period  of  time. 

Mr.  Watt.  OK.  Second  inquiry — and,  again,  I  think  this  should 
be  fairly  quick,  and  it  may  be  a  foUowup  to  something  Mr.  Ban- 
raised.  One  of  the  aspects  of  Mr.  Freeh's  testimony  that  I  was  a 
little  confused  about  had  to  do  with  a  series  of  examples  he  gave 
where  the  FBI  would  not  have  jurisdiction  to  take  any  action  be- 
cause essentially  everything  was  occurring  within  a  State.  And  I'm 
trying  to  get  clarification  on  this  whole  Federal  issue  here,  what's 
Federal,  what's  State. 

Is  terrorism  inherently  a  Federal  issue,  as  you,  either  Mr. 
Glasser  or  Mr.  Baker 

Mr.  Glasser.  Not  necessarily.  You  know,  the  FBI's  jurisdiction 
in  the  Klan  cases,  for  example,  which  was  local  and  State-based, 
I  think  flowed  from  the  civil  rights  laws 

Mr.  Watt.  Right. 

Mr.  Glasser  [continuing].  Which  were  Federal.  But,  for  example, 
if  you  define  terrorism  as  extortionate  violent  criminal  activity,  try- 
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ing  to  extort  a  political  result,  all  of  the  violence  against  abortion 
clinics  is  certainly  terrorism,  but  if  it  doesn't  happen  pursuant  to 
a  Federal  statute,  it's  not  necessarily  under  Feaeral  jurisdiction. 
That's  what  the  whole  FACE  litigation  is  about,  and  that  turns  on 
interstate  commerce  as  it  presently  stands.  So  it's — but  you  could — 
you  could  extend  the  reach  of  the  FBI  to  deal  with  State-based  ter- 
rorism also,  but  you  might  have  to  find  a  different  rationale  than 
interstate  commerce. 

Mr.  Watt.  Mr.  Baker. 

Mr.  Baker.  I  think  it's  that  very  issue  that  Director  Freeh  was 
trying  to  address — the  possible  loophole,  but  I  would  have  to  defer 
to  him  for  further  information  to  be  provided  to  you  because  I  don't 
really  know  what  else  was  behind  his  comment  to  you. 

Mr.  Watt.  Well,  in  fairness  to  him,  he  did  have  this  kind  of  gen- 
eral catch-all  proviso  that  he  submitted  to  me  in  the  question  I 
asked  him  that  would  raise  this  to  a  Federal  issue  only  where  the 
basis  of  the  activity  was  designed  to  "affect  the  operation  of  the 
U.S.  Government  and  destroy  the  safety  and  confidence  of  the 
American  public."  That  was  his  Federal  nexus,  as  I  understood 
what  he  was  saying,  but  it  seemed  to  me  that  that  was  a  far  reach 
to  get  a  Federal  nexus.  And  so  I  think  if  that's  your  Federal  nexus, 
then  it  seems  to  me  that  terrorism  is  inherently  a  Federal  offense, 
and  that's  what  I  was  trying  to  be  clear  on  because  it's  not  clear 
to  me  that  every  terroristic  act  would  necessarily  get  you  into  the 
Federal  area. 

And  I  thank  you,  Mr.  Chairman. 

Mr,  ScHiFF.  The  gentleman's  time  has  expired. 

Mr.  Scott,  did  you  wish  to  be  recognized? 

Mr.  Scott.  If  I  could  ask  a  quick  question — I  guess,  Mr.  Baker, 
is  there  any  excuse  to  get  a  wiretap,  to  do  a  wiretap  without  get- 
ting a  warrant  first? 

Mr.  Baker.  Only  in  an  extraordinary  situation,  in  which  case  the 
justification  would  have  to  be  presented  thoroughly  later.  Again, 
the  only  examples  that  I  was  practically  involved  in  were  life-and- 
death  situations  involving  hostages. 

Mr.  Glasser.  The  statute,  Mr.  Scott,  says  an  emergency  situa- 
tion for  wiretapping  without  a  warrant  exists  that  involves  "imme- 
diate danger  of  death  or  serious  physical  injury  to  any  person,  con- 
spiratorial activities  threatening  the  national  security,  or  conspira- 
torial activities  characteristic  of  organized  crime."  And  then  they 
have  to  be  justified  later. 

Mr.  Scott.  Basically,  you're  talking  about — because  the  legisla- 
tion that  we  have  in  front  of  us  includes  a  good-faith  exception  to 
the  exclusionaiy  rule 

Mr.  SCHIFF.  Right. 

Mr.  Scott  [continuing].  Which  I  think  would  already  be  covered 
by  the  Leon  decision,  if  you've  done  it  pursuant  to  a  warrant — is 
that  kind  of  right? 

Mr.  Glasser.  Well,  I  don't  think  so.  The  Leon  decision  had  to  do 
with  basically  a  judicial  error.  I  think  what  is  being  asked  for 
now — I  mean,  I  haven't  seen  the  legislation,  but  I  think  what's 
being  asked  for  is  that  if  the  wiretap  was  done  with  the  belief  that 
there  was  probable  cause,  but  without  a  warrant,  and  it  turned  out 
not  to  be  probable  cause,  the  evidence  could  still  be  used,  but  if 
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there  was  a  warrant,  which  would  be  in  all  situations  except  the 
emergency,  then  the  Leon  decision  would  govern,  yes. 

Mr.  Scott  Thank  you.  Thank  you,  Mr.  Chairman.  I  appreciate 
it. 

Mr.  SCHIFF.  Mr.  Halpern,  one  thing:  during  my  time  you  told  me 
about  a  case  involving  a  Virginia  group.  If  you  happen  to  have 
some  documentation  about  that  incident,  I  wondered  if  you'd  send 
it  to  me  at  your  convenience.  I'd  like  to  review  it. 

Mr.  Halpern.  I  would  be  happy  to  do  so. 

Mr.  SCHIFF.  Thank  you,  Mr.  Halpern. 

Let  me  say,  once  again,  thanks  to  this  panel,  especially  for  your 
patience  in  being  the  third.  Someone's  got  to  be  the  first  panel,  and 
someone's  got  to  be  the  third  panel,  and  we  view  them  all  equally, 
though,  in  terms  of  the  contribution  to  this  subcommittee  and  we 
appreciate  your  testimony. 

And  the  hearing  is  adjourned. 

[Whereupon,  at  2:40  p.m.,  the  subcommittee  adjourned.] 
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Appendix  1.— Statement  of  Hon.  Steve  Chabot,  a 
Representative  in  Congress  From  the  State  of  Ohio 

Mr  Chairman,  I  want  to  thank  you  for  organizing  these  hearings  to  assess  our  domestic 
security  needs  in  light  of  the  tragic  events  in  Oklahoma. 

Like  the  other  members  of  this  body,  I  spent  the  time  since  the  bombing  back  in  my 
district  talking  with  the  people  I  represent.  In  Cincinnati,  of  course,  as  across  the  country,  there 
was  shock  and  outrage  that  anyone  could  have  perpetrated  such  an  unspeakably  evil  act.  People 
want  justice  -  swift  justice,  as  the  President  has  said  —  for  the  criminals  who  committed  these 
murders,  and  people  want  a  reasoned  examination  of  what  additional  steps  can  be  taken  to 
combat  terrorism  and  enhance  public  safety. 

But  I  was  struck,  too,  by  the  wisdom  of  the  men  and  women  throughout  Cincinnati  who, 
almost  to  a  person,  warned  against  sacrificing  our  liberties  in  pursuit  of  some  impossible 
guarantee  of  absolute  security    In  responding  to  this  terrible  episode,  they  said,  we  ought  to  see 
where  safety  precautions  can  be  improved.  We  must  be  realistic.  We  must  be  resolute.  But  we 
must  not  overreact. 

The  individual  liberties  that  we  enjoy  as  Americans,  and  the  limitations  on  government  that 
our  system  provides,  were  won  at  a  real  cost    They  have  been  preserved  by  sacrifice  and 
determination    And  it  is  appropriate,  I  think,  that  we  take  this  moment  of  tragedy  to  reaffirm  our 
commitment  to  protect  the  liberties  that  define  us  as  Americans. 

Political  realities  being  what  they  are,  and  history,  quite  fi-ankly,  being  something  of  a 
guide  for  us.  I  think  that  the  impulse  of  the  people  of  Cincinnati  to  guard  against  knee-jerk 
expansion  of  governmental  powers  is  sensible  and  appropriate    And  I  must  say  that  I  am  pleased 
that  --  even  here  in  our  nation's  capital,  far  from  my  home  town  ~  cool  heads  do  seem  to  be 

pre\ailing 

Some  of  the  more  questionable  responses  hinted  at  earlier  by  some  in  the  Administration 
seem,  fortunately,  to  have  been  reconsidered    And  some  of  the  proposals  being  made  seem  to  be 
simple  common  sense,  we  can  take  some  reasonable  steps    I  do  have  concerns  about  some  of  the 
Clinton  .Administration  requests,  however,  and  I  will  review  carefiiUy  ail  the  legislative  proposals 
that  are  presented  to  us. 

.\nd.  in  light  of  some  of  the  less  well  considered  comments  that  we  have  heard  in  recent 
davs.  I  will  restate  what  we  all  should  know    Political  opportunism  must  not  be  permitted  to 
overwhelm  judgment 

One  final  note.  Mr  Chairman    In  light  of  what  some  people  now  are  speculating  may  have 
been  a  politically  inspired  bombing  (and  it's  far  too  ear'y  for  us  to  know  that),  I  do  want  to  voice 
a  fervent  belief  that  I  know  all  of  us  in  this  room  share    This  system  works.  It  may  work 
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awkwardly,  and  change  may  be  slow,  but  the  system  does  work.  It  works  because  we  have  the 
freedom  to  speak  out.  to  criticize,  and  to  propose  political  action  within  the  democratic  process. 
And  those  of  us  Amencans  who  engage  in  the  debate,  who  seek  to  argue  and  persuade  through 
the  power  of  ideas  and  not  the  force  of  arms,  reaffirm  our  belief  in  that  democratic  system 
through  our  very  participation  in  it    It  is  one  of  the  truly  great  strengths  of  our  nation  that  no 
governmental  power  can  dampen  that  participation. 

In  fact,  our  First  Amendment  rights,  our  structural  limitations  on  government  power,  and 
our  freedom  to  work  for  real  political  reform  largely  explain  why  acts  of  domestic  terrorism  have 
been  so  rare  in  our  history    I  hope  we  can  take  reasoned  measures  to  make  them  even  more  rare, 
and  I  look  forward  to  today's  testimony. 
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Appendix  2. — Statement  of  Hon.  Ed  Bryant,  a  Representative 
IN  Congress  From  the  State  of  Tennessee 

Thank  you  Mr.  Chairman, 

As  we  have  all  seen,  the  headlines  have  caught  up 
with  our  work  in  this  committee.  Before  the  April 
recess,  we  held  a  hearing  on  anti-terrorist  legislation  as 
part  of  the  careful  consideration  of  Mr.  Schumer's 
proposed  legislation,  and  I  think  we  should  continue  in 
our  efforts.  I  believe  that  the  tragic  and  horrible  events 
in  Oklahoma  emphasize  the  need  to  reaccess  our  stand 
against  the  terrorist  threat. 

Mr.  Chairman,  terrorism  -  both  international  and 
domestic  -  should  not  be  tolerated  at  anytime,  and  I 
hope,  as  much  as  you,  to  see  the  government  take 
effective  measures  to  ensure  that  our  society  remains 
safe  and  free.  Those  measures  should  strike  at  the 
callous  terrorists  and  other  criminals  that  will  always 
threaten  the  security  of  the  public,  but  they  should  not 
jeopardize  the  rights  and  freedoms  enjoyed  by  everyone. 


Since  our  current  laws  used  to  undermine  terrorist 
activity  took  effect,  the  technology  available  to  both 
terrorists  and  to  law  enforcement  has  advanced  greatly. 
This  significantly  raises  the  stakes  -  both  in  terms  of  how 
criminals  can  hurt  us  and  how  the  government  can 
monitor  illegal  activity. 
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Tm  glad  that  the  committee  has  taken  up  this 
matter,  but  I  regret  that  the  recent  incidents,  such  as 
the  tragedy  in  Oklahoma  City  and  the  continuing 
activity  of  the  Unabomber,  have  inflamed  opinions  and 
fears  about  proposed  anti-terrorism  legislation.  I  flrmly 
believe  that  the  attention  that  has  been  focused  on  this 
issue  should  not  interfere  with  our  deliberations  on  the 
very  important  issues  involved.  I  would  hate  to  see  this 
committee  or  this  Congress  rush  into  any  rash  actions  in 
an  attempt  to  satisfy  our  desire  to  punish  those 
responsibile.  Mr.  Chairman,  1  do  believe  that  this 
committee  has  the  responsibility  to  see  that  any  anti- 
terrorism legislation  passed  out  of  this  committee 
strongly  and  effectively  combats  the  possibility  of 
terrorist  attacks  against  American  citizens,  but  that  it  be 
tempered  with  our  own  historic  concerns  for  life, 
liberty,  and  the  pursuit  of  happiness. 

Mr.  Chairman,  it  is  of  the  utmost  importance  to 
balance  our  role  in  protecting  society  with  the 
continuation  of  the  freedoms  we  enjoy.  I  do  not  want 
to  see  the  federal  government  overstep  its  constitutional 
authority  and  infringe  on  the  rights  of  the  citizens.  Not 
only  does  it  abuse  the  trust  we  place  in  our  government, 
it  represents  a  victory  for  terrorists.  We  cannot  afford 
to  alter  our  system  out  of  fear  -  the  fear  terrorists  want 
to  use  against  us.  In  no  way  should  we  let  a  few  violent 
factions  dictate  to  us  the  terms  under  which  Americans 
have  come  to  live. 

We  still  need  to  find  the  answers  behind  terrorist 
activity  within  American  borders,  and  I  would  like  to 
commend  the  law  enforcement  officials,  on  both  the 
federal  and  local  level,  who  have  done  a  tremendous  job 
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of  tracking  down  those  responsible  for  this  tragedy.    I 
hope  that  justice  will  be  swift  and  certain. 

I  am  open  to  the  suggestions  of  our  distinguished 
panel  and  very  willing  to  hear  their  views  as  to  how  we 
in  Congress  can  help  keep  America  secure,  but  I  would 
remind  them,  as  well  as  those  calling  for  legislative 
action,  that  we  must  not  only  be  equipped  to  head  off 
threats  to  our  peace  of  mind,  but  we  should  remember 
always  how  we  could  lose  the  benefits  of  our  free  and 
open  society  if  we  let  terrorists  dictate  our  lifestyles 
through  fear. 
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Appendix  3. — Statement  of  Hon.  Sheila  Jackson  Lee,  a 
Representative  in  Congress  From  the  State  of  Texas 

WE  HOLD  THIS  HEARING  TODAY  WITH  THE  SCENES  OF  OKLAHOMA  CITY 

STILL  FRESH  IN  OUR  MINDS.   I  APPLAUD  PRESIDENT  CLINTON'S  PROMPT 

RESPONSE  TO  THIS  TRAGEDY  AND  SALUTE  FEDERAL  LAW  ENFORCEMENT 

OFFICIALS  AS  THEY  CONTINUE  THEIR  INVESTIGATION.   OUR  HEARTS  GO  OUT 

BOTH  CHILDREN  AND  ADULTS. 
TO  THE  VICTIMS  AND  THEIR  FAMILIES^  THIS  HEARING  IS  VERY  IMPORTANT 

BECAUSE  WE  NEED  TO  LET  ALL  AMERICANS,  PARTICULARLY  THE  FAMILIES  OF 

THE  VICTIMS  IN  OKLAHOMA  CITY,  KNOW  THAT  WE  WILL  NOT  TOLERATE 

TERRORISM  IN  AMERICA. 


ANY  ACT  OF  TERRORISM  IS  A  DASTARDLY  ACT  THAT  WE  MUST  STRONGLY 
CONDEMN.   WE  MUST  ALSO  WORK  TO  PREVENT  FUTLTIE  TERRORIST  ACTS. 

:)fssi:nt  is  .-vlways  welcome,  murder  is  not. 

however,  as  members  of  congress,  we  must  also  uphold  the 
constitution  of  the  united  states. 

OVER  THE  LAST  FEW  WEEKS,  THE  MASS  MEDIA  HAS  FOCUSED 
CONSIDERABLE  ATTENTION  ON  CERTAIN  MILITIA  GROUPS  WHO  ARE  HEAVILY 
ARMED  AND  ENGAGE  IN  EXTREME  RHETORIC  AGAINST  THE  GOVERNMENT  AND 
AGAINST  CERTAIN  RACIAL,  ETHNIC,  AND  RELIGIOUS  GROUPS.   AS  MEMBERS 
OF  CONGRESS,  WE  MUST  ESTABLISH  LAWS,  WHERE  NECESSARY,  AND  ENCOURAGE 
THE  EXECUTIVE  BRANCH  TO  ENFORCE  LAWS  THAT  PREVENT  THESE  MILITIA 
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GROUPS  AND  SIMILAR  ORGANIZATIONS  FROM  ACTIIJG  UPON  THEIR  BELIEFS  AND 

ENDANGERING  HUMAN  LIVES. 

WHEN  THE  HOUSE  JUDICIARY  COMMITTEE  HELD  A  HEARING  ON 
THE  OMNIBUS  COUNTERTERRORISM  ACT  OF  1995  LAST  MONTH,  I  EXPRESSED 
CONCERN  THAT  WE  CAREFULLY  REVIEW  THIS  BILL  AND  HOLD  ADDITIONAL 
HEARINGS.  IN  THE  WAKE  OF  THE  TRAGEDY  IN  OKLAHOMA  CITY,  PRESIDENT 
CLINTON  IS  REQUESTING  THAT  CONGRESS  APPROVE  TOUGH  COUNTERTERRORISM 
LEGISLATION  AS  QUICKLY  AS  POSSIBLE.  I  HOPE  THAT  WE  WILL  USE  THIS 
HEARING  TO  GATHER  THE  FACTS  REGARDING  DOMESTIC  TERRORISM  INCLUDING 
A  PROFILE  OF  THE  TYPES  OF  GROUPS  THAT  MAY  ENGAGE  IN  TERRORIST  ACTS 
AND  AN  EXAMINATION  OF  THE  PROCEDURES  THAT  FEDERAL  LAW  ENFORCEMENT 
OFFICIALS  HAVE  IMPLEMENTED  TO  CONTROL  DOMESTIC  TERRORISM. 

THIS  HEARING  IS  CRITICALLY  IMPORTANT  BECAUSE  AMERICANS  SHOULD 
NOT  BE  AFRAID  TO  TRAVEL  ON  AN  AIRLINE  OR  WALK  IN  A  FEDERAL  BUILDING 
OR  OTHER  MAJOR  OFFICE  BUILDING  AND  WONDER  WHETHER  THEY  WILL  HARMED. 
THIS  HEARING  IS  ALSO  IMPORTANT  SO  THAT  WE  CAN  INFORM  AMERICANS  THAT 
ITS  FEDERAL  GOVERNMENT  WILL  PROMPTLY  ARREST  AND  APPROPRIATELY 
PUNISH  THE  PERPETRATORS  OF  SUCH  WANTON  VIOLENCE  AND  DESTRUCTION. 

AS  WE  LISTEN  TO  THE  TESTIMONY  TODAY  AND  SUBSEQUENTLY  DEBATE 
THE  EFFECTIVENESS  OF  ANY  PROPOSED  LEGISLATION,  WE  MUST  NOT  UNFAIRLY 
LABEL  OR  STEREOTYPE  CERTAIN  GROUPS.   WE  MUST  ALSO  BE  FIRM  IN  OUR 
SUPPORT  OF  CONSTITUTIONAL  RIGHTS  SUCH  AS  FREEDOM  OF  ASSEMBLY, 
FREEDOM  OF  SPEECH,  FREEDOM  AGAINST  UNREASONABLE  SEARCH  AND  SEIZURE, 
2UE    PROCESS  OF  LAW  AND  THE  RIG.-.'T  OF  PRIVACY.   MOREOVER,  WE  MUST  BE 
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OUTSPOKEN  AGAINST  RACIAL  AND  RELIGIOUS  BIGOTRY  AND  OUTSPOKEN  IN 
FAVOR  OF  TOLERANCE  AND  RESPECT  FOR  ALL  HUMANITY. 

I  HOPE  THAT  THIS  HEARING  WILL  BE  CONDUCTED  IN  THAT  SAME  SPIRIT 
OF  UNITY  THAT  WE  HAVE  WITNESSED  IN  OKLAHOMA  CITY  AMONG  THE 
RESIDENTS,  THE  VOLUNTEERS  AND  THE  LAW  ENFORCEMENT  OFFICIALS.   THE 
PROBLEM  OF  DOMESTIC  TERRORISM  IS  NOT  A  REPUBLICAN  PROBLEM  OR  A 
DEMOCRATIC  PROBLEM.   IT  IS  AN  AMERICAN  PROBLEM  AND  ALL  OF  US 
WORKING  TOGETHER  WILL  FIND  A  SOLUTION  THAT  PREVENTS  SUCH  VIOLENCE 
AND  PRESERVES  THOSE  RIGHTS  THAT  WE  HOLD  SO  DEAR. 

I  APPRECIATE  THE  WITNESSES  AGREEING  TO  TESTIFY  BEFORE  THE 
SUBCOMMITTEE  THIS  MORNING  AND  LOOK  FORWARD  TO  THEIR  TESTIMONY. 
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Appendix  4. — STATEME^^^  of  Ronald  K.  Noble,  Under 
Secretary  of  the  Treasury 

MR.  CHAIRMAN,    MEMBERS  OF  THE  COMMITTEE: 


IT  IS  AN  UNSPEAKABLE  TRAGEDY  THAT  BRINGS  US 
TOGETHER  TODAY.    THE  EVENTS  OF  APRIL  19,  PERHAPS,  HAVE 
FOREVER  CHANGED  SOME  OF  OUR  PERCEPTIONS  ABOUT  OUR 
SOCIETY.    WHAT  REMAINS  IMMUTABLE,  HOWEVER,  IS  THE 
ABILITY  OF  ALL  GOOD  AMERICANS  TO  PULL  TOGETHER  IN  TIMES 
OF  CRISES.    WE  HAVE  SEEN  THIS  IN  THE  SEARCH  AND  RESCUE 
OPERATIONS  IN  OKLAHOMA  CITY,  AND  WE  HAVE  SEEN  THIS  IN 
THE  PUBLIC'S  CHARITABLE  OUTPOURINGS.    WE  HAVE  ALSO  SEEN 
THIS  SPIRIT  AT  WORK  IN  THE  EXCEPTIONAL  COOPERATIVE 
EFFORTS  OF  LAW  ENFORCEMENT  IN  THE  AFTERMATH  OF  THE 
BOMBING. 

I  HAVE  BEEN  TO  OKLAHOMA  CITY  TO  SEE  THE  DEVASTATION 
THAT  OCCURRED,  AND  TO  TALK  TO  THE  FAMILIES  AND  VICTIMS. 
IN  THE  LAST  TEN  DAYS,  I  ATTENDED  FUNERALS  THAT  WERE 
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NEEDLESSLY  CAUSED  BY  THIS  SENSELESS  BOMBING.    I  HAVE  ALSO 
SEEN  THE  MAGNIFICENT  JOINT  LAW  ENFORCEMENT  EFFORT  TO 
LOCATE  THE  BOMBERS  AND  BRING  THEM  TO  JUSTICE.    WE  MUST 
ALL  BE  COMMITTED  TO  DOING  EVERYTHING  IN  OUR  POWER,  IN  A 
BI-PARTISAN  WAY,  TO  AVOID  A  SIMILAR  HORROR  IN  THE  FUTURE. 

I  AM  PLEASED  TO  HAVE  THE  OPPORTUNITY  TO  SPEAK 
TO  YOU  TODAY  ABOUT  THE  TREASURY  DEPARTMENT'S 
EFFORTS  IN  THE  AREA  OF  DOMESTIC  AND  INTERNATIONAL 
TERRORISM.    SECRETARY  RUBIN  IS  PERSONALLY  COMMITTED 
TO  THE  FIGHT  AGAINST  TERRORISM,  AND  STRONGLY 
SUPPORTS  TREASURY  ENFORCEMENT'S  EFFORTS  IN  THIS 
AREA.    I  SPEAK  TODAY  ON  BEHALF  OF  TREASURY'S 
ENFORCEMENT  BUREAUS,  WHICH  INCLUDE  THE  U.S.  SECRET 
SERVICE,  THE  U.S.  CUSTOMS  SERVICE,  THE  BUREAU  OF 
ALCOHOL,  TOBACCO,  AND  FIREARMS,  THE  INTERNAL 
REVENUE  SERVICE,  THE  FINANCIAL  CRIMES  ENFORCEMENT 
NETWORK,  AND  THE  FEDERAL  LAW  ENFORCEMENT 
TRAINING  CENTER. 
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THE  TREASURY  DEPARTMENT  PLAYS  A  CENTRAL  ROLE 
IN  THE  FIGHT  AGAINST  TERRORISM.    OUR  ENFORCEMENT 
BUREAUS  PROTECT  THE  MOST  VISIBLE  TERRORIST  TARGETS 
IN  THE  U.S.,  ENFORCE  LAWS  DIRECTED  AT  THE  MOST 
COMMON  INSTRUMENTS  OF  TERROR,    PROTECT  AGAINST  THE 
SMUGGLING  OF  WEAPONS  OF  MASS  DESTRUCTION,  AND 
ENFORCE  ECONOMIC  SANCTIONS  AGAINST  COUNTRIES  AND 
GROUPS  THAT  PROMOTE  TERRORISM. 

MR.  CHAIRMAN,  LET  ME  FIRST  TELL  YOU  BRIEFLY  OUR 
PHILOSOPHY  FOR  APPROACHING  TERRORISM  THREATS,  AND 
OUR  POLICIES  FOR  CONDUCTING  INVESTIGATIONS: 

WE  MUST  ENFORCE  THE  LAW,  AND  WE  DO.    WE  MUST 
PROTECT  INNOCENT  CITIZENS  FROM  CRIME  AND  TERRORISM, 
AND  WE  DO.    BUT  FIRST,  AND  FOREMOST,  WE  ARE 
COMMITTED  TO  RESPECTING  THE  CONSTITUTIONAL  RIGHTS 
OF  ALL  AMERICANS.    LET  ME  MAKE  CLEAR  THAT  WE  DO  NOT 
INVESTIGATE  INDIVIDUALS  OR  GROUPS  OF  INDIVIDUALS 
MERELY  BECAUSE  THEY  ADVOCATE  UNPOPULAR  OR 
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UNCONVENTIONAL  IDEAS.     NOR  DO  WE  INVESTIGATE 
GROUPS  SOLELY  BECAUSE  THEY  ARE  LEGALLY  OBTAINING 
FIREARMS  OR  AMMUNITION. 

OF  COURSE,  WE  KEEP  OUR  EYES  AND  EARS  OPEN  WHEN 
INDIVIDUALS  MAKE  THREATENING  STATEMENTS.    AS  PART 
OF  ITS  PROTECTIVE  FUNCTION,  THE  SECRET  SERVICE  MUST 
MONITOR  ANY  ORGANIZATION  THAT  POSES  A  POTENTIAL 
VIOLENT  THREAT  TO  ITS  PROTECTEES. 

SCOPE  OF  THE  PROBLEM  -  DOMESTICALLY 

MR.  CHAIRMAN,  LET  ME  NOW  TURN  TO  WHAT  WE  SEE 
AS  THE  CURRENT  DOMESTIC  TERRORISM  SITUATION. 

I  AM  PLEASED  TO  TELL  YOU  THAT  THERE  IS 
OUTSTANDING  COOPERATION  AND  JOINT  EFFORT  AMONG 
FEDERAL  LAW  ENFORCEMENT  AGENCIES  IN  ATTACKING  THE 
DOMESTIC  TERRORISM  PROBLEM.    ATF,  FBI,  SECRET 
SERVICE,  CUSTOMS,  IRS,  THE  TREASURY  DEPARTMENT,  AND 
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THE  JUSTICE  DEPARTMENT  ARE  SHARING  INFORMATION 
ABOUT  THE  CRIME  THREAT  POSED  BY  CERTAIN  ORGANIZED 
GROUPS. 

THE  OKLAHOMA  CITY  INVESTIGATION  SHOWS  A 
PERFECT  EXAMPLE  OF  HOW  ALL  LEVELS  OF  LAW 
ENFORCEMENT  CAN  WORK  TOGETHER.    AS  YOU  KNOW, 
TIMOTHY  MC  VEIGH.  THE  ALLEGED  BOMBER,  WAS  ARRESTED 
BY  AN  OKLAHOMA  STATE  TROOPER  SHORTLY  AFTER  THE 
BOMBING  ON  WEAPONS  AND  TRAFFIC  CHARGES.    WHEN  MR. 
MC  VEIGH'S  NAME  BECAME  KNOWN  TO  LAW  ENFORCEMENT 
AS  THE  PERSON  IDENTIFIED  AS    "JOHN  DOE  ^^'l,"  AN  ATF 
AGENT   WORKING  AS  PART  OF  THE  JOINT  INVESTIGATION 
TEAM  QUERIED  THE    FBI'S  CRIMINAL  HISTORY  DATABASE. 
HE  DETERMINED  THAT  A  NOBLE  COUNTY  SHERIFF  HAD 
CHECKED  THE  DATABASE  FOR  THE  NAME  TIMOTHY  MC 
VEIGH  SHORTLY  AFTER  THE  BOMBING.    THE  AGENT  CALLED 
THE  NOBLE  COUNTY  SHERIFF  AND  DETERMINED  THAT  MR. 
.\1C  VEIGH  WAS  IN  THEIR  CUSTODY.    THUS.  AN  ATF  AGENT, 
WHO  IS  PART  OF  AN  FBI-LED  INVESTIGATIVE  TEAM,  USED  AN 
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FBI  COMPUTER  DATABASE  TO  LOCATE  A  PRISONER  HELD  BY 
LOCAL  POLICE  BASED  ON  AN  ARREST  BY  STATE 
AUTHORITIES.    WE  CONSIDER  THIS  AN  EXTRAORDINARY 
MODEL  OF  COOPERATION. 

TURNING  NOW  TO  SUBSTANTIVE  ISSUES.  DOMESTIC 
TERRORISM  IS  A  BROAD  CONCEPT  WITHOUT  A  PRECISE 
DEFINITION.    WHEN  I  USE  THAT  TERM  TODAY,  -  I  AM 
REFERRING  TO  INDIVIDUALS  OR  GROUPS  WITHIN  THE  UNITED 
STATES  WHO  REJECT  THE  LEGITIMATE  AUTHORITY  OF  THE 
UNITED  STATES  GOVERNMENT,  WHO  DO  NOT  RECOGNIZE 
THE  VALIDITY  OF  FEDERAL  LAW,  OR  WHO  ADVOCATE  THE 
OVERTHROW  OF  THE  UNITED  STATES  GOVERNMENT,  AND 
WHO  USE  OR  PLAN  TO  USE  VIOLENCE   OR  TO  OTHERWISE 
VIOLATE  FEDERAL  LAW  IN  FURTHERANCE  OF  THESE 
OBJECTIVES. 

WE  HAVE  SEEN  DOMESTIC  TERRORISM  IN  THE  FORM  OF 
THE  UNABOMBER,  WHO  HAS  STRUCK  16  TIMES  SINCE  1978, 
KILLING  THREE  AND  WOUNDING  23  OTHERS.    A  SAN 
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FRANCISCO-BASED  TASK  FORCE  CONSISTING  OF  ATF,  FBI  AND 
POSTAL  INSPECTION  SERVICE  IS  INVESTIGATING  THIS  CASE. 
EXPLOSIVES  TECHNICIANS  AND  AGENTS  IN  ATF  FIELD 
OFFICES  NEAREST  THE  SITE  OF  THE  BOMBINGS  (WHICH  HAVE 
BEEN  IN  EIGHT  STATES)  ALSO  HAVE  BEEN  INVOLVED 
CLOSELY  IN  THE  UNABOMBER  INVESTIGATION.    AFTER  HIS 
MOST  RECENT  ATTACK  WHICH  KILLED  A  MAN  IN 
SACRAMENTO  ON  APRIL  25,  1995,  LETTERS  WERE  RECEIVED 
FROM  THE  UNABOMBER.    THESE  LETTERS  AND  OTHER  LEADS 
ARE  BEING  EXAMINED  TO  ADD  TO  THE  UNABOMBER'S 
PROFILE  AND  TO  DETERMINE  HIS  MOTIVE,  AND.  IT  IS  HOPED, 
TO  LEAD  TO  HIS  ARREST. 

TREASURY'S  ENFORCEMENT  AGENCIES  BELIEVE  THAT 
DOMESTIC  TERRORISM  HAS  BEEN  GROWING  STEADILY.    WE 
HAVE  NOTED  AN  ESCALATION  IN  VIOLENT  INCIDENTS 
DURING  THE  PAST  DECADE. 

BETWEEN  1983  AND  1993,  THE  NUMBER  OF  YEARLY 
BOMBINGS  IN  THE  UNITED  STATES  MORE  THAN  TRIPLED. 
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BOMBING  DEATHS  AND  INJURIES  WERE  AT  AN  ALL  TIME 
HIGH  IN  1993  WITH  49  DEATHS  AND  1,323  INJURED.    THE 
OKLAHOMA  CITY  BOMBING  WILL  MAKE  1995  THE  MOST 
DEADLY  YEAR,  YET. 

OUR  BEST  ESTIMATE  IS  THAT  IN  THE  PAST  FIVE  YEARS, 
THE  VAST  MAJORITY  OF  BOMBING  INCIDENTS  HAVE 
INVOLVED  CRIMINAL  DESTRUCTION  OF  PROPERTY  OR  NON- 
TERRORIST  RELATED  REVENGE.    NEVERTHELESS,  IT  IS  CLEAR 
THAT  THERE  IS  AN  INCREASING  TENDENCY  AMONG  SOME 
GROUPS  TO  ENGAGE  IN  ANTI-GOVERNMENT  AND  ANTI-LAW 
ENFORCEMENT  VIOLENCE. 

CIVILIANS,  AS  WELL  AS  FEDERAL  AND  LOCAL  LAW 
ENFORCEMENT  PERSONNEL,  HAVE  BEEN  THREATENED, 
HARASSED,  SURVEILLED.  ASSAULTED,  AND  MURDERED. 
FEDERAL  EMPLOYEES,  SUCH  AS  IRS  AUDITORS,  EXERCISING 
THEIR  LAWFUL  DUTIES  HAVE  BEEN  CONFRONTED  BY 
RESISTANCE,  SOMETIMES  ARMED,  BY  GROUPS  THAT 
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CHALLENGE  THE  AUTHORITY  OF  THE  FEDERAL 
GOVERNMENT. 


LET  ME  TALK  A  LITTLE  BIT  ABOUT  THESE  GROUPS.    WE 
HAVE  INVESTIGATED  VIOLENT  ACTS  BY  INDIVIDUALS 
CONNECTED  TO  WHITE  SUPREMACIST  GROUPS,    MILITIA  OR 
PATRIOT  GROUPS,  SECTS  AND  CULT-TYPE  GROUPS,  AND 
ANTI-ABORTION  GROUPS.    I  HASTEN  TO  SAY  THAT  WE  DO 
NOT  CONSIDER  EVERY  ONE  OF  THESE  GROUPS  TO  BE 
INVOLVED  IN  DOMESTIC  TERRORISM.    WE  HAVE,  HOWEVER, 
RECEIVED  INFORMATION  ABOUT  ILLEGAL  CONDUCT  BY     ' 
PERSONS  CONNECTED  TO  THESE  GROUPS  OR  ON  THE  FRINGES 
OF  THESE  GROUPS.    WE  HAVE  INVESTIGATED  THAT 
CONDUCT,  AND,    IN  THE  COURSE  OF  THESE  INVESTIGATIONS, 
WE  HAVE  LEARNED  A  SIGNIFICANT  AMOUNT  ABOUT  THESE 
GROUPS. 

IT  IS  BELIEVED  THAT  THERE  ARE  SEVERAL  HUNDRED 
VIOLENT  WHITE  SUPREMACIST  GROUPS  IN  THE  UNITED 
STATES.    IN  RECENT  YEARS,  INVESTIGATIONS  OF  CRIMINAL 
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CONDUCT  BY  MEMBERS  OF  THESE  GROUPS  HAVE  YIELDED 
SEIZURES  OF  ILLEGAL  WEAPONS  CACHES,  AND  THE 
DISCOVERY  OF  PLOTS  TO  COMMIT  MASS  MURDER  AND  PLOTS 
TO  DESTROY  PROPERTY. 

THE  MILITIA  MOVEMENT  IS  A  GRASSROOTS  POPULIST 
MOVEMENT  THAT  DERIVES  ITS  PHILOSOPHY  FROM  THE 
SECOND  AMENDMENT  TO  THE  CONSTITUTION.    MILITIAS  ARE 
GROUPS  OF  INDIVIDUALS  WHO  ARE  VIRULENTLY  ANTI-GUN 
CONTROL  AND  ANTI-FEDERAL  GOVERNMENT.    THEY  BAND 
TOGETHER  TO  CONDUCT  PARA-MILITARY  TRAINING,  TO 
ACQUIRE  DESTRUCTIVE  DEVICES,  AND  TO  POSSESS 
FIREARMS,    INCLUDING  IN  SOME  CASES  ILLEGAL  FIREARMS. 

SOME  MILITIAS  CHALLENGE  THE  LEGITIMACY  OF  THE 
FEDERAL  GOVERNMENT,  AND  REFUSE  TO  COMPLY  WITH 
OBLIGATIONS  IMPOSED  BY  THE  GOVERNMENT,  SUCH  AS 
PAYING  TAXES.    MILITIAS  HAVE  BEEN  FORMED  IN 
APPROXIMATELY  34  STATES,  WITH  MEMBERSHIP  RANGING 
FROM  TEN  TO  SEVERAL  HUNDRED  IN  EACH  GROUP.    THEY 
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CAN  POSE  A  SERIOUS  THREAT  TO  GOVERNMENT  EMPLOYEES 

AND  ESPECIALLY  FEDERAL  LAW  ENFORCEMENT. 


CURRENTLY,  IT  IS  ESTIMATED  THAT  THERE  ARE 
BETWEEN  700  AND  2,000  SECTS  OR  CULT-LIKE  GROUPS  IN  THE 
UNITED  STATES.    SOME  OF  THESE  GROUPS  ARE  COVERTLY 
OBTAINING  FIREARMS  AND  EXPLOSIVE  MATERIALS  IN  ORDER 
TO  PREPARE  FOR  WHAT  THEY  BELIEVE  IS  THE  COMING  END 
OF  THE  WORLD,  OR  ARMAGEDDON.    MANY  OF  THESE 
GROUPS  VIEW  THE  UNITED  STATES  GOVERNMENT  AS  THE 
ENEMY,  AND  BELIEVE  AN  ARMED  CONFRONTATION  IS 
INEVITABLE. 

SCOPE  OF  THE  PROBLEM  -  INTERNATIONALLY 

ACCORDING  TO  THE  STATE  DEPARTMENT,  WHICH  HAS 
PRINCIPAL  RESPONSIBILITY  FOR  INTERNATIONAL  TERRORIST 
MATTERS,  THERE  WERE  321  INTERNATIONAL  TERRORIST 
ATTACKS  DURING  1994.    SIXTY-SIX  OF  THEM  WERE  ANTI-U.S. 
ATTACKS.    THE  NUMBER  OF  INTERNATIONAL  AND  ANTI-U.S. 
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ATTACKS  IN  1994  WAS  A  23  YEAR  LOW  AND  WAS  A  DECREASE 
OF  25%  FROM  1993.    NOTWITHSTANDING  THOSE  IMPROVED 
STATISTICS,  WORLDWIDE  CASUALTIES  WERE  314  PERSONS 
KILLED  AND  663  WOUNDED. 

NEVERTHELESS,  TREASURY'S  ENFORCEMENT  AGENCIES 
SEE  NEW  OPPORTUNITIES  FOR  INTERNATIONAL  TERRORISM 
TO  WIDEN  IN  SCOPE.    WITH  THE  DISSOLUTION  OF  THE  SOVIET 
UNION,  AND  THE  END  OF  ITS  CENTRALIZED  CONTROL  OVER 
NUCLEAR  MATERIALS  AND  ASSOCIATED  TECHNOLOGIES,  WE 
ANTICIPATE  INCREASED  TERRORIST  PROBLEMS.    WEAPONS 
PROCUREMENT  NETWORKS  ARE  BECOMING  MORE  ADVANCED 
AND  CLANDESTINE. 

TO  COMBAT  THESE  PROBLEMS,  TREASURY,  THROUGH 
THE  U.S.  CUSTOMS  SERVICE,  HAS  A  LONGSTANDING 
TRADITION  OF  OPERATING  IN  A  FRAMEWORK  OF 
INTERNATIONAL  COOPERATION  WITH  FOREIGN  CUSTOMS 
AGENCIES  IN  126  COUNTRIES.    THROUGH  JOINT  OPERATIONS, 
TACTICAL  INTELLIGENCE,  AND  MUTUAL  ASSISTANCE 
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TREATIES,  CUSTOMS  HAS  THE  ABILITY  TO  DETECT  AND 
DISMANTLE  INTERNATIONAL  SMUGGLING  AND 
PROLIFERATION  NETWORKS. 

CUSTOMS  RECENTLY  HAS  MADE  A  NOTABLE  SHIFT  IN 
ITS  ENFORCEMENT  MISSION  TO  EMPHASIZE  DETECTION  AND 
DEVELOPMENT  OF  SYSTEMS  WHICH  WILL  EXPOSE 
SUSPICIOUS  INDIVIDUALS  AND  CARGO.    THIS  CAPACITY  WILL 
HELP  WARN  FEDERAL  AUTHORITIES  OF  TERRORIST 
ACTIVITIES  BEFORE  PEOPLE  ARE  HURT  OR  BUILDINGS 
DESTROYED. 

ATF  IS  ALSO  CONTINUING  ITS  INTERNATIONAL  TRAFFIC 
IN  ARMS  (I.T.A.R.)  PROGRAM,WHICH  IS  DESIGNED  TO 
CURTAIL  INTERNATIONAL  ARMS  TRAFFICKING.    THE  I.T.A.R. 
PROGRAM  WAS  DEVELOPED  WHEN  IT  BECAME  APPARENT 
THAT  FIREARMS  ORIGINATING  FROM  THE  UNITED  STATES 
WERE  BEING  RECOVERED  WORLDWIDE  IN  SUCH  CRIMINAL 
ACTS  AS  NARCOTICS  TRAFFICKING  AND  TERRORISM. 
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TREASURY  BUREAUS'  ACTIVITIES 

NEXT,  I  WOULD  LIKE  TO  TELL  YOU  BRIEFLY  WHAT 
EACH  OF  OUR  TREASURY  ENFORCEMENT  BUREAUS  IS  DOING 
TO  COMBAT  TERRORISM. 

•         ATF  HAS  LONG  PLAYED  A  CRUCIAL  ROLE 
INVESTIGATING  TERRORIST  ACTS  BOTH  IN  THE  UNITED 
STATES  AND  ABROAD.    ATF  HAS  CLEAR  RESPONSIBILITY  IN 
THESE    INVESTIGATIONS  BECAUSE  ILLEGAL  FIREARMS  AND 
EXPLOSIVES  ARE  THE  TOOLS  USED  TO  COMMIT  ACTS  OF 
VIOLENCE  AGAINST  THE  UNITED  STATES  AND  ITS  CITIZENS. 

ATF  INVESTIGATES  MORE  BOMBING  INCIDENTS  THAN 
ANY  OTHER  U.S.  LAW  ENFORCEMENT  AGENCY.    BETWEEN 
1989  AND  1993,  THERE  WERE  APPROXIMATELY  12,200  ACTUAL 
OR  ATTEMPTED  BOMBINGS  IN  THE  UNITED  STATES.    THE  FBI 
ESTIMATES  THAT  24  WERE  TERRORIST  RELATED.    THERE  IS  A 
MEMORANDUM  OF  UNDERSTANDING  BETWEEN  THE  FBI,  ATF, 
AND  THE  POSTAL  INSPECTION  SERVICE  TO  DETERMINE  WHO 
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HAS  INVESTIGATIVE  JURISDICTION  OVER  A  BOMBING 
INCIDENT.    NINETY  FIVE  PERCENT  OF  THESE  TOTAL  BOMB 
INCIDENTS  WERE  DETERMINED  TO  FALL  WITHIN  ATF'S 
JURISDICTION. 

ATF  HAS  THE  FOREMOST  FEDERAL  EXPERTISE  IN 
EXPLOSIVES  AND  ARSON.    THEY  WORK  CLOSELY  WITH  THE 
FBI  AND  THE  POSTAL  INSPECTION  SERVICE.     FEDERAL, 
STATE.  LOCAL  AND  FOREIGN  GOVERNMENTS  ALIKE 
RECOGNIZE  ATF  AS  BOMB  INVESTIGATION  EXPERTS,  AND 
FREQUENTLY  RELY  ON  ATF'S  TECHNICAL  AND 
INVESTIGATIVE  EXPERTISE.    FOR  EXAMPLE,  ATF'S 
INTERNATIONAL  RESPONSE  TEAMS  ASSISTED  IN  THE 
INVESTIGATION  OF  THE  1992  BOMBING  OF  THE  ISRAELI 
EMBASSY  IN  BUENOS  AIRES,  ARGENTINA. 

AS  WE  SIT  HERE  TODAY,  OVER  130  ATF  PERSONNEL  ARE 
IN  OKLAHOMA  CITY  WORKING  HAND-IN-HAND  WITH  THE  FBI 
AND  OTHER  AGENCIES  TO  SOLVE  THE  EVIL  BOMBING 
COMMITTED  THERE.    ATF  IS  PROVIDING  THE  TECHNICAL 
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BOMBING  EXPERTISE  AT  THE  OKLAHOMA  CITY  BOMBING 
SITE.    ATF'S  FORENSICS  CAPABILITIES  ENABLED  THEIR 
CHEMISTS  TO  IDENTIFY  THE  ELEMENTS  OF  THE  BOMB  AND 
THE  PROPORTIONATE  PRESENCE  OF  THOSE  ELEMENTS.    ATF 
ALSO  BELIEVES  THAT  IT  HAS  DETERMINED  HOW  THE 
EXPLOSION  WAS  INITIATED,  HOW  MANY  CONTAINERS  OF 
EXPLOSIVE  MATERIALS  WERE  USED,  AND  WHERE  THE 
CONTAINERS  WERE  POSITIONED  IN  THE  TRUCK.    FURTHER, 
ATF  HAS  IDENTIFIED  THE  LIKELY  MANUFACTURER  OF  THE 
BARRELS  BELIEVED  TO  HAVE  HELD  THE  EXPLOSIVE 
MATERIALS. 

•        THE  SECRET  SERVICE  IS  CHARGED  WITH  PROTECTING 
THE  PRESIDENT,  THE  FIRST  FAMILY,  THE  VICE  PRESIDENT, 
FORMER  PRESIDENTS,  FOREIGN  HEADS  OF  STATE  WHO  VISIT 
THE  UNITED  STATES,  THE  WHITE  HOUSE  COMPLEX,  AND 
FOREIGN  EMBASSIES  LOCATED  IN  THE  UNITED  STATES. 
THESE  ARE  PERHAPS  THE  HIGHEST  PROFILE  TARGETS  OF 
POTENTIAL  TERRORIST  ATTACKS  IN  THE  WORLD.    AS  SUCH, 
THE  SECRET  SERVICE  WORKS  CLOSELY  WITH  OTHER  LAW 
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ENFORCEMENT  AGENCIES  AND  THE  INTELLIGENCE 
COMMUNITY  TO  ENSURE  THE  SAFETY  OF  ITS  PROTECTEES. 
THE  SECRET  SERVICE  SEEKS  TIMELY  AND  RELIABLE 
INTELLIGENCE  RELATING  TO  THE  EXISTENCE,  CAPABILITY, 
HISTORY,  PLANS  AND  INTENTIONS  OF  BOTH  DOMESTIC  AND 
INTERNATIONAL  TERRORIST  GROUPS.    THIS  INFORMATION  IS 
ESSENTIAL  TO  THE  ABILITY  OF  THE  SECRET  SERVICE  TO 
ASSESS  THE  THREAT  POSED  BY  THESE  EXTREMIST  GROUPS 
AND  TO  PREVENT  AN  ATTACK  ON  THE  PRESIDENT, 
VICE-PRESIDENT,  FOREIGN  DIGNITARIES,  OTHER  PROTECTEES 
AND  PROTECTED  FACILITIES.    IN  ADDITION,  THE  SECRET 
SERVICE  INVESTIGATES  DIRECT  THREATS  TO  PROTECTEES 
MADE  BY  PERSONS  ASSOCIATED  WITH  EXTREMIST  GROUPS. 

•        THE  U.S.  CUSTOMS  SERVICE,  BY  VIRTUE  OF  ITS 
ENFORCEMENT  AND  SEARCH  AUTHORITY,  IS  THE  PRIMARY 
BORDER  LAW  ENFORCEMENT  AGENCY.    CUSTOMS  USES  AN 
INTEGRATED  ENFORCEMENT  APPROACH  TO  COMBATTING 
ILLEGAL  EXPORTS  AND  IMPORTS  OF  MATERIALS  AND 
INDIVIDUALS  THAT  SUPPORT  TERRORISM.    IN  ADDITION,  THE 
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CUSTOMS  SERVICE  MAINTAINS  A  TERRORIST  DATABASE  IN 
THE  TREASURY  ENFORCEMENT  COMMUNICATIONS  SYSTEM 
AND  IS  LINKED  DIRECTLY  TO  THE  CIA'S  COUNTER 
TERRORISM  CENTER. 

CUSTOMS  HAS  SEIZED  SOPHISTICATED  TECHNOLOGY 
AND  CHEMICAL  PRECURSORS  FOR  EXPLOSIVES.    SEIZED 
ITEMS  INCLUDE  AMMONIUM  PERCHLORATE,  SODIUM 
SULFIDE,  ZIRCONIUM,  LASER  GUIDANCE  DEVICES, 
ENCRYPTION  COMMUNICATIONS  EQUIPMENT,  NUCLEAR 
TRIGGERS,  AND  NON-RADIOACTIVE  ISOTOPES.    DELIVERY  OF 
ANY  OF  THESE  ITEMS  INTO  TERRORIST  HANDS  WOULD  HAVE 
DEVASTATING  EFFECTS  FOR  PERSONS  AND  PROPERTY. 

•        THE  OFFICE  OF  FOREIGN  ASSETS  CONTROL  (OFAC) 
ADMINISTERS  OUR  COUNTRY'S  ECONOMIC  SANCTIONS 
PROGRAMS  AGAINST  SELECTED  FOREIGN  COUNTRIES  AND 
GROUPS  THAT  SUPPORT  TERRORISM  OR  COMMIT  TERRORIST 
ACTS.    THESE  PROGRAMS  INCLUDE  $2.8  BILLION  IN  ASSET 
FREEZES  AND  TRADE  EMBARGOES  AGAINST  SEVERAL  STATE 
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SPONSORS  OF  TERRORISM,  INCLUDING  LIBYA  AND  IRAQ,  AND 
IMPORT  AND  PETROLEUM  DEVELOPMENT  SANCTIONS 
AGAINST  IRAN.    OFAC  SANCTIONS  ALSO  TARGET  DOMESTIC 
FUNDRAISING  ACTIVITY  BY  MIDDLE  EAST  TERRORIST 
GROUPS. 

•  THE  INTERNAL  REVENUE  SERVICE,  ALTHOUGH  NOT 
USUALLY  DIRECTLY  INVOLVED  IN  COUNTER-TERRORISM 
INVESTIGATIONS,  CONDUCTS  INVESTIGATIONS  OF  TAX 
PROTESTERS,  MANY  OF  WHOM  ARE  LINKED  TO 
ORGANIZATIONS,  SUCH  AS  MILITIAS,  THAT  CHALLENGE  THE 
LEGITIMATE  AUTHORITY  OF  THE  U.S.  GOVERNMENT.    IRS'S 
INSPECTIONS  DIVISION  HAS  BEEN  INVOLVED  IN 
INVESTIGATING  THREATS  AGAINST  IRS  PERSONNEL  MADE  BY 
PROTESTER  GROUPS. 

•  THE  FINANCIAL  CRIMES  ENFORCEMENT  NETWORK 
(FINCEN)  PROVIDES  VALUABLE  INTELLIGENCE  SUPPORT  TO 
LAW  ENFORCEMENT  AGENCIES  CONDUCTING 
INVESTIGATIONS  OF  TERRORISTS.    IN  THE  PAST,  FINCEN  HAS 
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PROVIDED  ANALYTICAL  INTELLIGENCE  IN  SUPPORT  OF 
INVESTIGATIONS  OF  MURDER  AND  BOMBINGS  CARRIED  OUT 
BY  SUSPECTED  TERRORISTS. 

THROUGH  RESEARCH  AND  ANALYSIS  OF  VARIOUS  LAW 
ENFORCEMENT  AND  COMMERCIAL  DATABASES,  FINCEN  IS 
ABLE  TO  RAPIDLY  DEVELOP  INFORMATION  CONCERNING 
RESIDENCES  UTILIZED  BY  SUSPECTS,  DOMESTIC  AND 
INTERNATIONAL  FINANCIAL  TRANSACTIONS,  FOREIGN 
TRAVEL,  BUSINESS  ACTIVITIES,  NAMES  OF  ASSOCIATES,  AND 
ALIASES  USED  BY  SUSPECTS.    THIS  INFORMATION  PROVIDES 
TIMELY  INVESTIGATIVE  LEADS  THAT  CAN  BE  USED  TO 
IDENTIFY  TERRORISTS  AND  THEIR  ASSETS. 

FINALLY,  ALL  OF  THE  TREASURY  ENFORCEMENT 
BUREAUS  ARE  FOCUSED  ON  ATTACKING  THE  MEANS  BY 
WHICH  ORGANIZED  CRIMINAL  GROUPS  FUND  THEIR 
OPERATIONS.    WE  HAVE  FOUND  THAT  OFTEN  CRIMES  LIKE 
FINANCIAL  FRAUD  OR  COUNTERFEITING  ARE  USED  TO 
FINANCE  ACTS  OF  TERRORISM.    WE  ARE  DEDICATED  TO 


159 

21 

USING  OUR  FINANCIAL  CRIMES  EXPERTISE  TO  ATTACK  THESE 
FUNDING  MECHANISMS. 

RECENT  PRESIDENTIAL  INITIATIVES 

ON  JANUARY  23rd  OF  THIS  YEAR,  PRESIDENT  CLINTON 
SIGNED  AN  EXECUTIVE  ORDER  PROHIBITING  TRANSACTIONS 
WITH  TERRORISTS  WHO  THREATEN  TO  DISRUPT  THE  MIDDLE 
EAST  PEACE  PROCESS.    THIS  ORDER  IS  BEING  ENFORCED  BY 
OFAC.    THE  ORDER  BLOCKS  PROPERTY  OF  CERTAIN 
TERRORIST  ORGANIZATIONS,  OR  PERSONS  ACTING  ON  THEIR 
BEHALF,  THAT  THREATEN  THE  MIDDLE  EAST  PEACE 
PROCESS.   THE  ORDER  ALSO  PROHIBITS  THE  TRANSFERRING 
OF  ANY  CONTRIBUTION  OF  FUNDS,  GOODS,  OR  SERVICES  TO 
OR  FOR  THE  BENEFIT  OF  SUCH  PERSONS.    THE  ORDER 
PROVIDES  A  NEW  TOOL  TO  COMBAT  FUNDRAISING  IN  THIS 
COUNTRY  ON  BEHALF  OF  ORGANIZATIONS  THAT  USE  TERROR 
TO  UNDERMINE  THE  MIDDLE  EAST  PEACE  PROCESS  AND 
CUTS  OFF  THEIR  ACCESS  TO  SOURCES  OF  SUPPORT  IN  THE 
U.S.  AND  TO  THE  U.S.  FINANCIAL  SYSTEM. 
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JUST  THIS  WEEK,  THE  PRESIDENT  ANNOUNCED  HIS 
INTENTION  TO  IMPOSE  ADDITIONAL  SANCTIONS  AGAINST 
IRAN. 

SECTION  301  OF  THE  OMNIBUS  COUNTERTERRORISM 
ACT  OF  1995,  WHICH  WAS  RECENTLY  TRANSMITTED  BY 
PRESIDENT  CLINTON,  CONTAINS  SIMILAR  BLOCKING 
PROVISIONS  AND  PROHIBITIONS  AGAINST  THE  MAKING  OR 
RECEIVING  OF  CERTAIN  CONTRIBUTIONS  TO  DESIGNATED 
TERRORISTS. 


NEW  LEGISLATIVE  INITIATIVES 

THE  PRESIDENT  HAS  ALSO  ANNOUNCED  NEW  ANTI- 
TERRORISM MEASURES  IN  THE  WAKE  OF  THE  BOMBING  IN 
OKLAHOMA  CITY.    WE  WELCOME  THE  OPPORTUNITY  TO  JOIN 
OUR  RESOURCES  AND  EXPERTISE  WITH  OTHER  FEDERAL  LAW 
ENFORCEMENT  AND  INTELLIGENCE  AGENCIES  IN  ATTACKING 
THE  TERRORISM  PROBLEM.    THE  ANTI-TERRORISM  INITIATIVE 
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CONTAINS  PROVISIONS  THAT  WILL  ENHANCE  OUR  ABILITY 

TO  ENFORCE  THE  EXPLOSIVES  LAWS  AND  TO  ADDRESS  THE 

TERRORISM  PROBLEM. 

WE  LOOK  FORWARD  TO  WORKING  WITH  THIS 
COMMITTEE  TO  PASS  EFFECTIVE  ANTI-TERRORISM 
LEGISLATION. 
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Appendix  5. — Statement  of  Gerald  H.  Goldstein,  President, 
National  Assocl\tion  of  Criminal  Defense  Lawyers 

Chainnaii  Specrer  axid  Members  of  -he  CanniLiccee  : 

On  behalf  of  the  National  Association  of  Criminal  Defense 
Lawyers  (NACDL.)  ,  I  want  to  thank  the  Committee  for  this  opporrunity 
to  offer  the  following  written  statement  for  the  official  record  -- 
regarding  the  Committee's  April  27,  1995  general  hearing  on 
terrorism.  NACDL  respectfully  iirges  the  Committee  to  hold 
additional  hearings  as  soon  as  possible  specifically  focused  on  S. 
390  (the  Clinton  Adminispration' s  Omnibus  Councerterrorism  Act  of 
1995),  Title  VI  of  S.3,  and  any  other  bill  that  may  be  introduced 
regaxding  terrorism,  international  or  domestic. 

Further,  NACDL  respectfully  requests  permission  to  offer  both 
oral  and  written  testimony  at  such  an  additional,  necessary  hearing 
on  the  above  referenced  sections  of  S.3,  S.  3  90  and  any  other  bills 
on  the  subject  of  terrorism.  NACDL  submits  that  the  views  of  its 
members  --  who  have  devoted  their  lives  to  representing  persons 
accused  of  committing  a  crime  --  are  imperative  to  gaining  a  true, 
full  understanding  of  the  dangers  to  the  Republic  inhering  in  these 
pieces  of  proposed  legislation. 

The  members  of  NACDL  are  front-line  defenders  of  the  People's 
rights  and  liberties.  NACDL  represents  the  nation's  criminal 
defense  lawyers,  and  in  turn:  People  accused  of  having  doramitted 
a  crime;  and  our  constitutional  democracy  itself.  NACDL 's  8,70C 
direct  members  and  over  20,000  affiliated  members  of  70  State  and 
local  affiliates  include  private  criminal  defense  lawyers,  public 
defenders,  and  law  professors  who  have  devoted  their  lives  to 
ensiixing  that  others  do  not  wrongfully  lose  theirs .  NACDL  members 
are  the  legal  advisors  and  advocates  who  represent  the  people  whose 
rights  and  liberties  will  be  trampled  by  enactment  of  S .  3  90  and 
similar  terroriam  proposals.  Thus,  NACDL  respectfully  submits  that 
its  members'  experienced  insights  are  critically  important  tc  full 
understanding  of  these  proposals  --  and  that  these  insights  cannot 
be  gleauied  from  full-time  academics,  agency  representatives,  or 
others  who  might  also  testify  about  such  proposals. 


"Tough  on  Terrorism" 

The  members  of  NACDL,  like  all  Americans,  moxim  the  loss  of 
life  caused  by  last  week's  Oklahoma  City  bombing.  In  fact,  many  of 
our  members  have  been  quite  personally  affected  by  this  horrible 
event.   The  Federal  Public  Defender's  office  in  Oklahoma  Citv  was 
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ia  Che  federal  building  chat  was  bombed,  and  several  persons  there 
have  been  unreachable  since  the  bombing.' 

The  membership  of  NACDL  is  also  quite,  mindful  of  the  fact 
that,  especially  in  the  aftermath  of  the  horrible  bombing  in 
Oklahoma  City  on  April  19,  1995,  being  tough  on  terrorism  is  not 
exactly  a  difficult  stance  for  one  to  take,  and  yet,  it  is  a  stance 
w:.th  Its  own  potentially  devastating  consequences  for  our  country.- 

[Precisely  because  Che  label  [of  "terrorist"]  is  so  powerful, 
it  invites  overreaction.  Just  as  the  Communist  threat  led  to 
the  blacklisting,  imprisonment,  and  deportation  of  countless 
uinocent  persons  for  their  lawful  political  activities  during 
the  Cold  War,  so  .  .  .  recent  measures  against  terrorism 
threaten  to  throw  innocent  citizens  in  jail  and  innocent 
immigrants  out  of  the  country  simply  for  their  political 
associations .^ 

NACDL  would  also  respectfully  remind  the  Committee  of  Che 
similarities  between  this  bill  and  Che  infamous  Japanese -American 
internment  horror  of  Korematisu  (which  most  Americans  recall  now 
wich  shame,  but  at  least  a  somewhat  reassuring  assiimpcion  chac  we 
have  learned  our  lesson  --  that  such  a  lapse  in  our  nation's 


^  See  e.g.,  Statement  of  Former  NACDL  President  Ephxaim 
Margolin,  quoted  in  Michael  Taylor,  "U.S.  Reaction  to  Terror 
Bombing  Worries  Civil  Liberties  Experts,"  San  Francisco  Chronicle, 
April  22,  1995,  at  A12 : 

There  is  no  (law  enforcement)  tool  that  could  be  made 
available  to  everyone  to  make  sure  all  people  are  protected. 

♦  ♦  *  But  there  are  measures  we  now  have  that  are  sufficient. 
There  is  such  a  panoply  of  electronic  surveillance  that  is 
available  when  justified  that  no  additional  measures  would 
Geem  justified.  *  *  ♦  It  would  be  unfortunate  if  our  response 
becomes  similar  to  those  who  are  attacking  us.  *  *  *  I've  done 
some  cases  in  Oklahoma  City,  and  I  have  several  friends  in  the 
public  defender's  office  (in  the  federal  building  there)  . 

♦  *  *  I've  been  unable  to  reach  them. 

2  Professor  (and  Chair,  NACDL  Supreme  Court  Argument 
Preparation  Committee)  David  Cole,  "The  Omnibus  Counter-Civil 
Liberties  Act,"  Legal  Times,  March  13,  1995,  at  31.  See  aIso 
Professor  David  Cole,  "Councerterrorism' s  Dirty  Secrets,"  Legal 
Times,  Aoril  17,  1995,  at  23  (hereinafter.  Cole,  ""Dirty  Secrets")  . 
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consticucional  character  could  not  happen  again)  ,--'  and  Che  Star 
Chamber  so  anathema  to  our  Founders . * 


'  Koremacsu  v.  United  States,  323  U.S.  214  (1944)  .  But 
please  note  that  even  in  the  now- infamous  Koreanatsu  set  of  cases, 
the  government's  placement  of  Japanese -Americans  in  concentration 
camps,  based  on  their  ancestry,  and  solely  because  of  their 
ancestry,  without  evidence  or  inquiry  concerning  the  individuals' 
loyalty  and  good  disposition  towards  the  United  States,  was  even 
then  upheld  by  the  Coiirt  because  of  wartime,  "military  necessity" 
(irrespective  of  ^^he  actiial  lack  of  a  martial  law  declaration)  - 
And  no  such  wartime,  "military  necessity"  even  ^^guahly  exists 
relative  to  S.  390  and  its  kind.  Certainly  any  such  "emalogous" 
claim  must  be  deemed  to  be  as  dubioiis  as  the  government '  s  claims  in 
Koreroarsu  were  later  revealed  to  have  been.  See  e.g.,  Korematsu  v. 
United  States,  584  F.  Supp .  1406  (N.D.  Cal .  1984)  (federal  district 
court  grant  of  writ  of  coram  nobis,  based  on  findings  that  the 
government  deliberately  omitted  relevant  infonnation  and  provided 
misleading  information  in  papers  submitted  to  the  Supreme  Court  of 
the  United  States  concerning  whether  militaxy  orders  at  issue  were 
reasonably  related  to  the  security  and  defense  of  the  nation  and  to 
the  prosecution  of  the  war);  Hohri  v.  United  States,  782  F.2d  227 
(D.C.  Cir.  1986)  (federal  appeals  coxixt  holding  that  the 
government ' s  fraudulent  concealment  of  facts  undermining  its  claims 
of  military  necessity  tolled  the  applicable  statute  of  limitations 
on  at  least  cerrain  claims  by  a  group  of  Japanese-American  victims 
of  the  evacuation  in  their  suit  to  recover  damages  for  injuries 
arising  out  of  their  wartime  internment)  ,  vacated  on  other  (Fsdera.1 
Circuit  appellate  jurisdiction)  grounds,  482  U.S.  64  (1987)  .  See 
generally  Professors  Peter  M.  Shane  &  Harold  H.  Bruff ,  The  Law  of 
Presidential  Power  o94-S97  (1988). 

*   The  Star  Chamber: 

[t]hat  curious  institution,  which  flourished  in  the  late 

16th  and  17th  centuries,  was  of  mixed  executive  and 

judicial  character,  and  characteristically  departed  from 

common- law  traditions.   For  those  reasons,  and  because  it 

specialized  in  trying   "political"  defenses,  the  Star 

Chamber  has  for  centuries  symbolized  disregard  of  basic 

individual  rights . 

Faretta  v.   California,   422  U.S.   806,   821   (1975).     See  a.lso 

Professor  Lawrence  Friedman,  A  History  of  American  Law  23  (1973) 

(hereinafter  Friedman,  History) : 
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Both  S.  390  and  Title  VI  of  S  3  represent  massive  assaults  on 
our  Bill  of  Rights,  and  indeed,  would  inflict  more  damage  on 
constitutionally  protected  rights  and  liberties  than  any 
legislation  in  recent  memory.  These  bills  trash  such  cherished 
individual  rights  and  liberties  as  the  presumption  of  innocence, 
freedom  of  lawful  speech  and  association,  equal  protection  of  the 
laws,  the  right  to  due  process,  the  right  to  reasonable  bail,  the 
right  to  confront  the  "evidence"  against  you,  and  the  right  to  be 
free  from  unreasonable  searches  and  seizures.  These  bills 
represent  nothing  short  of  proposals  for  concentrating  absolute 
power  over  the  People's  rights  and  liberties  in  the  hands  and 
discretion  of  the  President.  As  Lord  Acton  put  it  long  ago,  and  as 
the  Founders  understood  and  tried  to  systemically  guard  against: 
power  corrxipts  and  absolute  power  corrupts  absolutely. 

For  example,  these  bills  propose  that  the  President's  mere 
suspicion  of  one's  involvement  with  even  the  lawful  activities  of 
an  organization  that  has  members  who  may  resort  to  terrorism  (e.g., 
Mr.  Mandela's  African  National  Congress  in  South  Africa  or  Mr. 
Adams's  Sinn  Fein  in  Ireland)  would  be  sufficient  to  allow  the 
executive  bz'anch  of  government  to  immediately  "detain"  an  alien 
with  no  right  to  a  release  hearing  and  no  chance  of  bail. 
Permanent  resident  aliens  would  get  the  chance  to  get  out  of  jail 
on  bail,  but  the  government  would  be  able  to  use  ~secret  evidence" 
against  them  in  any  release  hearing,  and  these  persons  would  also 
have  to  contend  with  the  burden  of  proof  being  shifted  to  their 
shoulders;  they  would  have  to  prove  that  there  was  no  basis  for 
their  detention,  rather  than  have  the  government  having  to  prove 
that  there  is  such  a  basis.* 


The  court  of  stair  chamber  was  an  efficient,  somewhat 
arbitrary  arm  of  royal  power.  It  was  at  the  height  of 
Its  career  in  the  days  of  the  Tudor  and  Stuart  kings . 
Star  chamber  stood  for  swiftness  and  power;  it  was  not  a 
competitor  of  the  common  law  so  much  as  a  limitation  on 
it  --  a  reminder  that  high  state  policy  could  not  safely 
be  entrusted  to  a  system  so  chancy  as  English  law.  .  .  . 

5ee  gensrally  also   3  W.  Holdsworth,  A  History  of  English  Law  155- 

214   (1927)  . 

""   See  S.  390,  section  201,  subsection  502(b). 
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These  legislaLive  pT-oposals  also  go  well  beyond  even  H.R.  SfiS 
(a  bill  opposed  by  Representative  Charles  Schumer,  the  chief 
sponsor  of  S .  3  90's  House  companion,  for  exan^le)  --  permiccing  law 
enforcement  agencies  to  conduct  criminal  investigations  into 
"tnaterial  support"  to  alleged  terrorists  with  no  requirement  for 
even  reasonable  suspicion  that  the  target  of  such  an  investigation 
knowingly  had  or  would  violate  any  federal  criminal  law.  S.  3  90 
would  ?»lso  completely  bar  motions  to  suppress  information  obtained 
.Illegally  in  cases  involving  certain  categories  of  persons,  on 
"secrecy"  grounds.   History  tells  us  we  should  know  better.* 


'   See  e.g..    Anthony  Simmers,  Official  and  Confidential;   The 
Secret  Life  of  J.  Edgar  Hoover  112-116  (1993)  : 

In  May  1940,  [President  Franklin  D.]  Roosevelt  gave 
the  go-ahead  for  use  of  that  vital  tool  of  any  secret 
police,  the  telephone  tap.  On  its  face,  Edgar's  track 
record  on  wxretapping  was  entirely  respectable .  The 
Bureau's  first  manual,  issued  in  1928,  said  flatly  that 
tapping  was  "improper,  illegal  .  .  .  unethical"  and  woxild 
not  be  colerated.  Edgar  had  assured  Congress  that  any 
agent  caught  wiretapping  would  be  fired. 

Though  some  sought  to  find  loopholes  in  it,  the 
Federal  Communications  Act  of  193  4  had  seemed  to  outlaw 
wiretapping  altogether.  And,  in  spite  of  an  Attorney 
General ' s  ruling  that  allowed  some  tapping  with  prior 
approval,  Edgar  continued  to  say  that  he  was  against  it 
except  in  life-or-death  circumstances,  such  as 
kidnappings.  The  testimony  of  his  own  men,  however, 
makes  it  clear  that  was  not  true. 

*  *  • 

According  to  .  .  .  agents ,  Edgar  had  on  occasion 
used  bugging  to  further  his  own  private  interests.  There 
had  been  the  time,  years  earlier,  when  he  ordered  taps  on 
the  telephones  of  Roosevelt ' s  Postmaster  General  James 
Farley,  who  wsinted  him  replaced  as  FBI  Director.   •  *  • 

"Perhaps  only  Mr.  Hoover  himself,"  Federal 
Communications  Chairman  James  Fly  was  to  write,  "can  tell 
exactly  how  many  times  he  has  instructed  his  men  to  breaJc 
the  law  that  his  Bureau  was  supposed  to  enforce ;  but  he 
has  chosen  not  to  discuss  such  details."  In  1940,  when 
Edgar  was  quietly  lobbying  for  looser  wiretapping  laws, 
it  was  Fly's  congressional  testimony  that  ensured  the 
legislation  was  rejected.  Edgar  detested  the  FCC 
Chairman  from  then  on,  so  much  so  that  --  even  two 
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decades  later  in  retirement  --  Fly  insisted  on  meeting  a 
reporter  out  of  doors,  for  fear  his  home  was  bugged  bry 
the  FBI . 

In  spring  of  1940,  convinced  chat  wiretapping  was 
vital  Co  national  security,  President  Roosevelt  overrode 
the  law.  He  authorized  the  Attorney  General  to  permit 
eavesdropping  on  "persons  suspected  of  subversive 
activities  against  the  United  States,  including  suspected 
spies.  .  .  .  "  .  This  order,  [Roosevelt  Attorney  GeneraJ] 
Francis  Biddle  pointed  out  long  afterward,  "opened  the 
door  pretty  wide  to  wiretapping  of  anyone  suspecved  of 
subversive  activities  CBiddle ' s  emphasis] ."  It  was  to 
remain  Edgar's  basic  authority  for  telephone  tapping  for 
a  quarter  of  a  century. 

*  *  » 

*  *  *  During  the  run-up  to  the  1944  election,  [Sdgar] 
would  reportedly  supply  the  White  House  with  the  results 
of  wiretaps  on  Republican  politicians  --  an  alleged 
Watergate  three  decades  before  the  scandal  that  would 
topple  Richard  Nixon. 

According  to  Nixon,  Edgar  told  him  "every  president 
since  Roosevelt"  had  given  him  bugging  assignments.  As 
the  Senate  Intelligence  Committee  would  discover  in  1975, 
Presidents  Truman,  Eisenhower,  Kennedy,  Johnson  --  and 
Nixon  --  all  used  the  Bureau  to  conduct  wiretaps  and 
surveillance  for  purposes  that  had  nothing  to  do  with 
national  security  or  crime,  and  which  can  only  be 
described  as  political.  By  ignoring  ethics,  and  on 
occasion  the  law,  and  by  using  the  FBI  to  do  it,  they  all 
made  themselves  beholden  to  Edgar. 

Against  that  background,  it  is  hardly  surprising 
that  Edgar  would  feel  free  to  deceive  Congxess  on  the 
sTibject.  •  *  * 

*    *    * 

[In  addition,]  [w]  e  shall  probably  never  )cnow  how 
much  wiretapping  was  done  solely  on  the  authority  of 
senior  FBI  officials,  without  the  approval  of  attorneys 
general .  *  *  * 

The  FBI's  surveillance  index,  started  in  1941, 
contains  13,500  entries.  While  the  identity  of  the 
individuals  tapped  is  withheld  on  privacy  grounds,  the 
index  estcLblishes  that  Edgar's  FBI  tapped  or  bugged 
•-hirteen  labor  unions,   eighty- five  radical  political 
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The  news  also  cells  us  we  should  know  beccer.'' 

Finally,  the  Chief  Justice,  "special  court"  appointment 
mechanism  contemplated  by  the  bills  notwithstanding,  these  bills 
seek  to  remove  the  nation' s  courts  from  the  legal  landscape.  The 
bills  propose  to  place  in  the  stead  of  the  "chancy"   third. 


groups  and  twenty-two  civil  rights  organizations. 

^  See  e.g.,  Tim  Weiner,  "Guatemalan  Agent  of  CIA  Tied  tc 
Killing  of  American,"  New  York  Times,  March  22,  1995,  at  Al 
("Guatemalan  military  officer  who  ordered  the  killings  of  an 
American  citizen  and  a  guerrilla  leader  married  to  an  American 
lawyer  was  a  paid  agent  of  the  C[IA]"  and  "the  intelligence  agency 
knew  about  the  killings  ordered  by  the  Guatemalan  colonel  on  its 
payroll,  but  concealed  its  knowledge  for  years");  id.  (recalling 
that  the  "role  of  Guatemala's  military  and  intelligence  services  in 
death-squad  killings  has  long  been  suspected",  and  in  1993,  "that 
role  was  confirmed  by  two  Guatemalan  soldiers,  who  linked  many  such 
killings  to  the  military  high  command",  and  the  "CIA's  station  in 
Guatemala  has  had  close  links  to  the  Guatemalan  military  since 
19S4,  when  the  intelligence  agency  led  a  coup  that  overthrew  the 
nation's  President  .  .  .  and  helped  install  a  right-wing  junta"),- 
id.  (reporting  that  military  intelligence  is  "'a  pervasive  factor 
in  Guatemalan  life'  ....  'The  Guatemalan  Army  keeps  close  tabs 
not  just  on  suspected  guerrilla  supporters,  but  on  a  wide  variety 
of  academics,  human  rights  activists,  religious  figures,  unionists 
and  political  rigures'")  (quoting  Rachel  Gairst,  Washington  Office 
on  Latin  America)  .  It  by  the  svinlight  and  reason  of  such  history 
and  recently  disclosed  official  misconduct  that  NACDL  opposes  S.j, 
sections  S05-606  --  which  would  authorize  law  enforcement  personnel 
of  a  foreign  government  or  of  a  State  or  sxibdivision  of  a  State  to 
"participate  in"  the  communication  interceptions  undertaken  by 
domestic  federal  government  personnel,  and  would  authorize  the 
commiinications  interceptors  of  this  country  to  "share"  their 
intercepted  communications  (apparently  including  illegally-obtamec 
ones)  with  foreign  law  enforcement  agencies .of  "friendly  countries' 
--  all  without  any  apparent  regard  to  privacy  or  other  safeguards 
for  those  affected,  either  here  or  in  "friendly"  foreign  lands. 
Likewise,  NACDL  opposes  Title  VII  of  S.  3  90  ( "Antiterrorisx 
Assistance"),  which  would  allow  the  executive  branch  "nior° 
flexxhilif-Y  ...  in  providing  trainers  and  courses  overseas  and  to 
provide  personnel  needed  to  enhance  the  administration  and 
evaluation  of  the  courses." 
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independent  judicial  branch  of  goverrmient. , '  a  "special"  seven 
(section  607  of  S.3),  or  five  (section  S03  of  S.  390)  judge  "secret 
court'  --  with  the  "power"  (read  duty)  to  deport  immigrants  for 
"supporting*  "terrorist  orgainizations"  without  the  presidential 
branch  of  government  ever  having  revealed  its  "evidence"  against 
the  accused  individual.  The  independent  federal  Judlciajry  has 
consistently  ruled  that  such  evidentiary  procedures  violate  the  due 
process  clause  of  the  United  States  Constitution.  Given  the 
contra- Constitution,  micro -managing  mandates  these  bills  impose 
upon  the  "special  court,"  this  would-be  statutory  creature  is 
nothing  less  than  the  Star  Chamber  revived.' 

Of  course,  a  great,  overarching  danger  inhering  in  these  anti- 
constitutional  legislative  proposals  (even  if  expanded  to  cover 
domestic  terrorists  explicitly)  --  given  our  history  --is  that  the 
vague  ajad  sweeping  powers  ushered  in  by  such  legislation  would  be 
wielded  by  the  President  only  "selectively, "  at  the 
disproportionate  or  exclusive  expense  of  the  "politically 
unpopular"  and  relatively  powerless  groups  and  individuals  among 
us .  NACDL  respectfully  siibmits  that  as  a  country  we  should  learn 
from  and  heed  history."   Indeed,  S.3's  Title  VI  and  S.  390  might 


'  See  Friedman,  History,  supra  note  4  ( "The  court  of  star 
chamber  was  an  efficient,  somewhat  arbitrary  arm  of  royal  power. 
*  *  *  [Ij  t  was  not  a  competitor  of  the  common  law  so  much  as  a 
limitation  on  it  --  a  reminder  that  high  state  policy  could  not 
safely  be  entrusted  to  a  system  so  chancy  as  English  law.  .  .  .")  . 

*   See  supra   note  4 . 

-°  See  supra   notes  6-7.   See  aJso  e.g..  Cole,  "Dirty  Secrets," 
supra  note  2  : 

On  April  6,  199S,  the  House  Judiciary  Committee  held 
hearings  on  the  Clinton  Administration's  Omnibus 
Count erterrorism  Act  of  1995.  It  heard  from  four  government 
officials,  a  representative  of  a  conservative  think  tank,  a 
professor,  and  an  attorney  from  the  American  Civil  Liberties 
Union.  Absent  from  the  hearings  altogether  were  any  of  the 
people  who  are  likely  to  be  affected  by  this  bill.  Yet  it  is 
their  stories  that  Congress  should  be  considering  in  deciding 
whether  to  enact  what  would  be  one  of  the  most  repressive  laws 
in  this  nation's  history. 

«  *  * 

[H] istory  provides  us  with  some  real-life  stories  that  shed 
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be  seen  as  bald  atrempts  at  the  "legalization  of  racism. 


light  on  what  happens  when  government  is  afforded  the  power  to 
impose  guilt  by  association  and  use  secret  evidence. 

*  *  * 

Harry  Bridges  might  .  .  .  have  a  few  words  for  Congress  if  he 
were  still  around.  ^  Australian  by  birth.  Bridges  came  to 
the  United  States  in  1920  and  became  an  effective  union  leader 
of  West  Coast  longshoremen.  His  effectiveness  mkde  him  many 
enemies  among  the  rich  and  powerful,  and  by  the  mid-1930s 
efforts  to  deport  him  as  a  Communist  begaji.  *  «  * 

Bridges'  first  deportation  hearing  ended  successfully  for 
him  when  the  hearing  examiner  found  no  evidence  that  Bridges 
was  currently  a  member  of  the  Communist  Party.  In  response, 
the  House  of  Representatives  passed  a  bill  expressly  directing 
the  attorney  general  to  arrest  and  deport  Bridges,  "whose 
presence  in  this  country  Congress  deems  hurtful . '  When  the 
bill  of  attainder  died  in  the  Senate,  Congress  amended  the 
deportation  laws  generally  to  permit  deportation  for  past 
membership  :.n  or  affiliation  with  groups  advocating  the 
forceful  overthrow  of  the  U.S.  government,  explaining  on  the 
floor  that  this  amendment  would  do,  "in  a  perfectly  l^ai  and 
constitutional  manner,  what  the  bill  specifically  aimed  at  the 
deportation  of  Harry  Bridges  seeks  to  accomplish." 

Bridges  was  then  charged  under  the  new  law,  and  found 
deportable  as  am  affiliate  and  member  of  the  Coramunist  Party. 
.  .  .  [H]  e  appealed  his  case  all  the  way  to  the  Supreme  Court , 
which  overrumed  the  deportation.  The  Court  found  that  as  to 
the  "affiliation"  changes,  the  TNS  had  proved  only  that 
Bridges  had  supported  the  Coramianist  Party  in  its  lawful 
activities,  not  its  unlawful  ends.  ♦  ♦  *  As  to  the  charge  of 
"membership,"  the  Court  held  that  the  government  had 
impermissibly  relied  on  unsworn  hearsay  to  prove  the  charge, 
violating  Bridges'  right  to  due  process. 

"  Korematsu  v.  United  States,  323  U.S.  214  (1944),  dissent: 
of  Justice  Murphy;  see  also  id.  at  n..l  ("That  this  forced 
exclusion  was  the  result  in  good  measure  of  th[e]  erroneous 
assun^tion  of  racial  guilt  rather  than  bona  fide  military  necessity 
is  evidenced  by  the  Commanding  General ' s  Final  Report  on  the 
evacuation  from  the  Pacific  Coast  area.");  id.  at  n.  15  ("The  Final 
Report,  p. 34,  maJces  the  amazing  statement  that  as  of  February  14, 
1942,  'The  vezy  fact  that  no  sabotage  has  taken  place  to  date  is  a 
disturbing  and  confirming  indication  that  such  action  will  be 
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II. 

Tbe  OSciiecked,  Unfiafe,  Would-B*  'Nvw*  W«apoaxy  Sought  by  S.  390 

and  its  ICin  is  a  Red  Hexxing 

It  must  be  understood  chat  the  Onited  States  government 
already  has  the  power  (and  the  budget)  under  cuxrent  law  to  attack 
^.h!=  problems  of  terrorism  purportedly  driving  proposals  like  S. 
3  90.  The  only  "inadequacy"  that  could  possibly  be  seen  to  exist 
regarding  these  current  terrorism- fighting  powers  is  that  they  must 
take  place  according  to  the  rule  of  constitutional  law  --  within 
our  venerable  system  of  separation  of  powers,  checks  and  balauices, 
and  respect  for  fxindamental  individual  rights  and  liberties . 

Ic  is  already  illegal  to  provide  money  for  the  terrorist  acts 
of  any  group  or  person."  What  the  proposals  now  being  considered 
by  this  Connnittee  would  add  to  the  law  books  (at  least,  until  the 
independent  federal  Judiciary  has  a  chance  to  hold  it 
unconstitutional)  is  a  prohibition  on  fundraising  for  the  lavful 
activities  of  an  organization  that  has  been  conclusively, 
unreviewcibly,  identified  by  the  President  as  having  engaged  in,  or 
likely  to  engage  in  "terrorism"  activities  threatening  the 
security,  foreign  policy  or  economic  interests  of  the  United 
States."  S.  390  seeks  to  criminalize  any  fundraising  or  monetary 
support  of  any  presidentially-designated  "terxorist"  group." 

Also  under  cuxrent  law,  aliens  axe  excludable  and  deportable 
if  they  either:  1)  engage  in  a  terrorist  activity  themselves,  or 
2)  if  they  provide  material  support  to  an  individual,  organization 
or  government  in  conducting  a  terrorist  act  at  any  time .  And 
indeed,  "terxorist  activity"  under  current  law  is  defined  extremely 
broadly,  to  include  any  use  of  a  firearm  or  an  explosive  with  the 
intent  to  endanger  person  or  property.   However,  the  current  law 


taken.'  Apparently,  in  the  minds  of  the  military  leaders,  there 
was  no  way  that  the  Japanese  Americans  could  escape  the  suspicion 
of  sabotage.")  .  See  also  generally  supra,  note  6  (regarding  example 
entities  on  the  FBI's  surveillance  index) - 

^   See  18  U.S.C.  section  2339A. 

-^  See    S.390,  section  301.   . 

-*   See  Id. 
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does  require  che  presidential  bremch  of  government  to  prove  that 
the  individual  it  seeks  to  deport  or  exclude  ha.s  accually  engaged 
in  such  activzcy,  or  ha.s  provided  maceriaJ  support  for  the 
conducting  of  such  aczi-vity.  Under  the  bills  being  considered  by 
this  Committee,  the  President  need  only  prove  that  an  alien  has 
afforded  "material  support  to  any  individual,  organization,  or 
government  which  the  actor  knows  or  reasonably  should  know  has 
committed  or  plans  to  commit  terrorism  activity.'"  Thus,  under 
the  would-be  law,  an  individual  who  raises  funds  solely  for  lawful 
medical  services  provided  by  an  organization  that  may  aJ.so  contain 
at  least  some  "element"  that  has  engaged  in  "terrorism  activities" 
would  be  deportaible  as  a  "terrorist." 

S.  3  90  also  explicitly  provides  that  a  "terrorist 
organization'  is  to  be  defined  without  reference  to  lawful 
activities  of  a  group.  It  defines  such  "terrorist  organization"  as 
"any  organization  engaged,  or  which  has  a  significant  subgroup 
which  engages,  in  terrorism  activity,  regardless  of  any  legitimate 
activities  conducted  by  the  organization  or  its  subgroups . "  For 
exau^le,  any  alien  who  provided  money  for  the  peace  process  to 
Yasir  Arafat's  Palestine  Liberation  Organization  (PLO)  would  be 
subject  to  deportation  by  the  United  States  government, 
notwithsteinding  that  the  peace  process  is  lawful ,  and  that  the 
United  States  government  itself  has  provided  the  PLO  with  funds  for 
that  purpose  and  has  asked  others  to  do  the  same . "  Thus ,  under 
these  proposals,  aliens  would  be  excludable  and  deportable  for 
doing  the  very  things  the  United  States  government  itself  is  doing 
and  asking  others  to  do . " 


"   See  S.  390,  section  202  (a) (B) (iii) . 

"  The  PLO ' s  subgroups  include  the  Democratic  Front  for  the 
Liberation  of  Palestine  and  the  Popular  Front  for  the  Liberation  or 
Palestine ,  both  of  whom  this  government  charges  are  engaged  in 
terrorism.   See  Executive  Order  dated  January  24,  1395. 

^^  Compare  also  e.g..  S.  390,  section  202  (a)  (B)  (v)  ("the  term 
•terrorism'  means  premeditated,  politically  motivated  violence 
perpetrated  against  noncombatant  targets"),  with  Ramsey  Clark,  The 
Fire  This  Time:  U.S.  War  Crimes  in  the  Gulf,  Ch.  3  (reporting 
violence  perpetrated  by  the  United  States  military  and  its  allies 
against  noncombatant,  civilxan  Iraqi  targets) . 
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S.  390's  section  202(a)  (B)(1)  provides  for  the  President, 
along  with  the  Secretary  of  State  and  the  Attorney  General,  to 
designate  any  alien  a  "representative*  of  a  "terrorist 
organization."  And  this  section  specifies  that  such  an  executive 
determination  "shall  be  controlling  and  shall  not  be  subject  to 
review  by  any  court . "  Once  the  presidential  branch  of  government 
has  made  this  unchecked  determination,  it  is  free  to  exclude  and 
deport  the  individual  it  has  so  labeled. 

But  the  United  States  Supreme  Court  has  long  held  that  the 
First  Amendment  forbids  punishment  for  association  alone.  And  the 
right  to  association  means  that  all  persons  in  the  United  States 
have  a  right  to  support,  join,  recruit  for,  and  raise  money  for 
organizations  that  engage  in  both  lawful  and  unlawful  activities.^* 
The  Supreme  Court  has  established  that  in  order  for  the  government 
to  punish  an  individual's  associational  activities  on  behalf  of  a 
group,  it  must  prove  that  the  individual  spscifica.lly  Intended  to 
further  the  unlawful  ends  of  the  group.  ^' 

Deportation  proceedings  in  this  country  have  been, 
historically  and  traditionally,  conducted  on  the  basis  of  evidence 
disclosed  to  the  alien  --  to  afford  him  or  her  the  basic  right  to 
defend  him  or  herself.  The  Judiciary  has  long  held  that  due 
process,  which  protects  all  aliens  living  in  the  United  States 
(whether  here  lawfully  or  unlawfully) ,  does  not  permit  the  use  of 
"secret  evidence"  against  aliens.^"   But  under  the  proposals  now 


-"  See  e.g.,  Citizens  Against  Rent  Control  v.  Berkeley,  454 
U.S.  2  90  (1981)  (monetary  contributions  to  a  group  are  a  form  of 
"collective  expression"  fully  protected  by  the  right  of 
association)  ,-  Federal  Election  Comm.  V.  National  Conservative 
Political  Action  Comm.,  470  U.S.  480  (1985)  (same);  Staub  v.  City 
of  Baxley,  3S5  U.S.  313  (1958)  (striking  down  restriction  on 
solicitation  of  members  for  unions  and  other  organizations  as 
violation  of  First  Amendment);  City  of  Watseka  v.  Illinois  Pxiblic 
Action  Council,  796  F.2d  1547 (upholding  award  of  damages  for  First 
.^mendment  violation  based  in  part  on  organization's  "inability  to 
recruit  new  members") . 

'■*      See   e.g..    Healy  v.  James,  408  U.S.  169  (1972). 

^o  See  e.g.,  Kwong  Hai  Chew  v.  Colding,  344  U.S.  590  (1953) 
(holding  INS  could  not  subject  returning  permanent  resident  alien 
to  "summary  exclusion"  procedure  in  which  INS  would  rely  on  secret 
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being  considered  by  this  Committee,  there  would  be  constructed 
within  our  legal  system  a  "secret  evidence"  procedure  --  by  which 
the  executive  sranch  of  government  would  need  only  to  maJce  a 
showing  that  an  alien  is  subject  to  deportation  under  the 
"terrorism"  provisions  discussed  above,  and  that  adherence  to 
regular  deportation  proceedings  would,  in  the  view  of  the 
President,  "pose  a  risk  to  the  national  security  of  the  United 
States"*^  So,  anytime  the  President  has  "classified  information" 
he  does  not  waxit  to  reveal,  he  might  simply  claim  ordinary 
procedures  are  too  "risky  to  be  used  because  such  would  require 
the  disclosure  of  such  information.  And  should  the  secret  court 
somehow  find  the  executive  branch  has  not  made  an  adequate  showing 
of  risk,  the  executive  has  a  right  to  an  immediate  appeal,  which 
will  be  "ejc  p^rte"  --  so  that  the  accused  alien  and  his  or  her 
lawyer  will  have  no  right  to  participate  in  that  appeal."  The 
accused  alien  has  no  appeal  right. 

At  first,  these  legislative  proposals  may  look  like  they  at 
least  require  the  President  to  give  to  the  accused  alien  summaries 
of  the  purported  evidence  against  the  accused.  But  in  fact,  should 
the  executive  oranch  maJce  a  "showing"  (ex  pajrte)  to  the  "special 
court"  that  the  alien's  continued  presence  or  the  provision  of  ^ 
summary  "would  likely  cause  serious  and  irreparable  harm  to  the 
national  security  or  death  or  serious  bodily  injury  to  any  person" 
(emphasis  added) ,  the  executive  branch  could  proceed  against  the 
accused  individual  in  the  "special  court"  without  providing  him  or 
her  with  any  "stmnaary"  of  "evidence.""  Of  course,  all  the 
presidential  branch  of  government  would  really  need  to  do  is  to 
claim  that  some  "secret,"  unidentified  "informant"  is  involved  m 
a  case,  and  that  even  a  "summary"  would  disclose  the  identity  of 
the  "informant,"  and  that  the  "informant's  safety  would  thereby  be 
endangered.  Such  an  "informant  preservation,"  ex  parte  plea  seems 
likely  to  be  raised  quite  often,  if  current  law  enforcement 
dependence  on  "informants"  is  any  indication.^* 


evidence) . 

^^   See  S.  390,  section  201,  subsection  502(a). 

"   See  3.  390,  section  201,  subsection  502(d) (1) . 

"   See  S.  3  90,  section  201,  subsection  502(e) (2) . 

n   See  e.g.,  Mark  Curriden,  "Informer's  Lies  Trigger  a. 
Tragedy,"  Nat'l  L.  J.,  Mar.  6,  1995,  at  Al  (telling  story  of  San 
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S.  390  also  provides  Chat  under  the  "special  court,"  "special 
removal'  procedures,  the  accused  alien  xs  barred  from  seeking  to 
suppress  any  evidence  --no  matter  how  illegally  it  was  obtained. 
For  exanrple,  under  this  set  of  proposals,  the  accused  alien  would 
have  no  right  to  discover  information  the  government  obtained 
through  electronic  surveillance  under  the  Foreign  Intelligence 
Sur-^eillance  Act  (50  U.S.C.  section  1801  et  seg.  )  ,  which  S.  390 
says  the  government  may  use  even  if  such  information  was  obtained 
in  violation  of  the  law  of  this  country  restricting  electronic 
surveillance.^*  Ordinarily,  any  person  in  a  proceeding  can  at  least 
move  to  suppress  the  introduction  against  him  or  her  of  such 
information  on  the  ground  that  it  was  obtained  by  the  government 
through  the  vice  of  its  own  wrongful  conduct.^* 

Simply  put ,  these  "terrorism"  bills  under  consideration  by  the 
Committee  would  place  unprecedented,  unchecked,  indeed,  imperial 
power  in  the  hands  of  the  presidential  branch  of  government.  Such 
power  is  not  only  unnecessary,  but  dangerous  in  its  obvious  (albeit 


Diego  computer  executive  Donald  L.  Carlson,  who  was  wrongfully 
shot  by  an  overzealous.  bungled,  multi-agency  task  force 
operation  including  the  DEA  and  Customs,  due  to  law  enforcement's 
misplaced  reliance  upon  an  informant's  "information"  of  lies;  and 
quoting  the  U.S.  Attorney  in  San  Diego  as  saying  "we  believe  the 
agents  were  also  victimized  by  this  out -of -control,  rogue 
informer" ,  despite  the  fact  that  the  government  purports  to  also 
believe  that  this  "officer  victimization"  "does  not  excuse  their 
lack  of  control  over  the  informer."   See  also   Jack  Anderson, 
"Drug  Informants  Beating  the  System,"  Wash.  Post,  Sept.  10,  1992, 
at  D23  (repsortmg  that  the  highest  paid  federal  informant  for 
1990  was  compensated  in  the  amount  of  $780,018.39,  more  than  the 
salary  of  both  the  President  and  the  Vice  President  of  the  United 
States  combined) . 

^^   See  S.  390,  section  201,  subsection  501(b). 

26   See  18  U.S.C.  section  3504  (explicitly  rendered 
inappiicable  by  S.  390,  section  201,  subsection  501(b)) .   These 
"no  suppression  rights"  provisions  should  be  read  especially 
carefully  in  conjunction  with  S.3's  Title  VI  --  which  seeks  to 
authorize  broad-scale  joint  interception  operations  and  sharing 
of  :i.ntercepted  commxinications  information  among  domestic  federal 
and  "friendly"  foreign  law  enforcement  agencies,  as  well  as 
between  domestic  federal  and  state  law  enforcement  agencies. 
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"official")  extremism.  The  dangers  of  such  legislacive  proposals 
will  only  be  compounded  by  a  post -Oklahoma  City  bombing,  over- 
reactive,  "domestic  terrorism"  trending  of  these  already 
unconstitutional,  essentially  anci-iimui grant  "terrorism"  bills. 
But  if  the  government  agencies  charged  with  fighting  crime, 
including  cer-rorism,  would  efficiently  focus  on  usi-ng  the  weapons 
they  now  have  --  within  the  bounds  of  the  law  --  instead  of  trying 
to  shift  attention  to  the  red  herring  of  their  professed  need  for 
more  powerful  statutory  weaponry,  we  would  all  be  better  served  and 
our  tax  dollars  better  spent . 

III. 

Tliis  Unchecked,  nasafe,  Would-Be  "New"  Weaponry  Would  Violate  Our 

Govemmeixtal  System  of  Ch,ec)c  a&d  Balances  and  Separation  of  Powers, 

at  the  Expense  of  the  Nation's  Independent  Judicial  Branch 

as  Well  as  Individual  Rights  and  Liberties 

NACDL  thinks  it  especially  imperative  to  emphasize  the  mockery 
these  bills  would  make  of  the  third.  Judicial  branch  of  our 
government  --  the  ultimate  guarantor  of  the  Constitution.-''  While 
there  my  be  broad  disagreement  among  the  members  of  this  Coranu-ttee, 
Congress,  and  society,  about  how  our  Constitution  should  be 
interpreted,  "here  is  fundamental  agreement  that  under  our 
country' s  scheme  of  civics  this  constitutional  interpretation  is  to 
be  undertaken  by  the  indepsndenc  Judlci^  branc±i  of   our  qoveirament . 

The  fig  leaf  of  a  third  branch.  Chief  Justice  appointment 
"power"  notwithstanding:  S.  3  90  and  Title  VI  of  S.3  would  so 
cripple  the  Judiciary' s  ability  to  uphold  the  Constitution  that 
they  would,  as  a  practical  matter,  do  away  with  our  constitutional 


'■"   See  e.g.,  Marbury  v.  Madison,  5  U.S.  (1  Cranch)  137  (1803). 
See  also   The  Federalist  No.  78  (Hamilton)  ("No  legislative  act 

contrary  to  the  constitution  can  be  valid.  To  deny  this, 
would  be  cc  affirm  .  .  that  the  representatives  of  the  people  arc 
superior  to  the  people  themselves ,  that  men  acting  by  virtue  cf 
powers,  may  do  not  only  what*  powers  do  not  authorize,  but  what  they 
forbid.");  id.  ("If  it  be  said  that  the  legislative  body  are 
themselves  the  constitutional  judges  of  their  own  powers 
It  is  far  more  rational  to  suppose,  that  the  courts  were  desigr^ed 
to  be  an  intermediate  body  between  the  people  and  the  legislature . 
in  order,  among  other  things,  to  keep  the  latter  within  the  limits 
assigned  to  its  authority") . 
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system  of  checlcs  and  balances  and  sepaxacion  of  powers  --  replacing' 
our  coLLrc  system  with  a  "secret  court,"  Scat  Chaaber  system,  as 
described  above.  NACDL  respectfully  urges  this  Connnittee  to  heed 
the  wajrzimG  warning  of  Justice  Jackson,  the  Nurembujrg  War  Trial 
prosiecutor : 

I  should  hold  that  a  civil  court  cainnot  be  made  to 
enforce  an  order  which  violates  constitutional 
limitations  even  if.  it  is  a  reasonable  exercise  of 
military  authority.  The  courts  can  exercise  only  the 
judicial  power,  c«in  apply  only  law,  and  must  abide  by  the 
Constitution,  or  they  cease  to  be  civil  coxirtis  and  become 
instruments  of  military  policy. 

Of  coiixse  the  existence  of  a  military  power  resting 
on  force,  so  vagrant,  so  centraJ.izcd,  so  necessarily 
heedless  of  the  individual,  is  an  inherent  threat  to 
liberty.  But  I  would  not  lead  people  to  rely  on  this 
Court  for  a.  review  chat  seems  to  be  wholly  delusive. 
*  *  • 

*  ♦  *  I  do  not  thinJc  [the  courts]  may  be  asked  to 
execute  a  military  expedient  that  has  no  place  in  law 
under  the  Constitution." 

As  has  been  noted  above,  it  is  especially  iraportiant  to 
recognize  that  United  States  courts  have  consistently  ruled  chat 
lawful  activities  are  constitutionally  protected.  And  yet, 
"terr-orist  support"  is  so  broadly  defined  in  S.  3  90  and  its  fellow 
proposals  that  the  term  specifically  covers  lawful  activities. 
Further,  the  read  courts  have  rejected,  on  due  process  grounds,  Che 
"secret  evidence"  procedures  advocated  by  S.  390. '* 


"   Korematsu  v.  United  States,  323  U.S.  214  (1944),  dissent 
of  Justice  Jackson  (emphasis  added) . 

"   See,  e.g.,  Rafeedie  v.  UIS,  880  F.2d  506,  516  (D.C.  Cir. 
1989)  : 

Rafeedie  --  like  Joseph  K.  in  The  TriaJ.  --  can  prevail 
before  the  [INS]  Regional  Commissioner  only  if  he  can 
rebut  the  \indisclosed  evidence  against  him,  i.e.,  prove 
chat  he  is  not  a  terrorist  regsLrdless  of  what  might  be 
implied  by  the  Government's  confidential  information.  It 
iS  difficult  to  imagine  how  even  someone  innocenc  of  all 
wTTongdoing  could  meet  such  a  burden. 


16 


178 


But  then,  under  S.  390  and  Title  VT  of  S.3,  the  cbuntry' s 
court  system  is  effectively  thwarted.  Regardless  of  the 
Judiciary's  long  line  of  jvixisprudence,  these  bills  seek  to  draft 
the  Judiciary  into  the  executive  branch  --  decreeing  that  judges 
impose  up  to  ten  years'  imprisonment  on  citizens,  and  deportation 
on  non-citizens,  when  an  individual  has  done  nothing  more  than 
support  the  lawful  activities  of  an  organization  that  the  President 
and  his  executive  branch  agencies  have  decided  to  label  "terrorist" 
--  even  Lf  ic  is  rinrii  sputed  that  the  organization  so  laJbeled 
engages  in  a  wide  range  of  lawful  a.ccivi.ties  and  that  the 
individxiai  so  "^zaznted"  supported  only  such  lawful  activities.  As 
one  recent  common -sensical,  outside  the  beltway  editorial  (from 
Oregon)  put  it :  "The  president  alone  would  decide  which  groups  are 
terrorists  threatening  the  national  interests,  foreign  policy  or 
economy  of  the  United  States.  No  court  could  second-guess  him;  no 
checks,  no  balances."" 

XV. 

Conclusion: 
The  Cammittee  Should  Reject  These  Legal  Pretandez-s  Mow; 
or  at  Least,  Convene  Additional  Heaz-ings  Foouslng 
on  S.3 90  and  Title  VT  of  S.3  ia  Particular, 
in  Which  the  F\l11  Range  of  Views  Regarding  These  Bills  are  Heard 

Passage  of  S.  390  or  like  provisions  in  S .  3  would  represent 
an  historic  abdication  of  congressional  constitutional 
responsibility  and  creation  of  a  constitutional  crisis,  and  an 
extraordinary  exacerbation  of  what  already  appears  to  be  a 
"push/shove'  mode  of  connminit!ation  between  the  branches  of  our 
government,  this,  in  a  day  of  macroeconomic  budgetary  and  federal 
court  caseload  concerns.'^    As  the  independent  Judiciary  has 


"   Editorial,  "Mugging  the  Bill  of  Rights,"  The  Orecronian. 
April  1,  1995. 

"  See  e.g..  The  Federalist  No.  76  (Hamilton),  discussing  how 
the  Judiciary'  is,  "from  the  nature  of  its  functions,         the 

[department]  least  dangerous  to  the  political  rights  of  the 
constitution,"  not  because  its  acts  are  subject  to  legislit  i'-^^ 
correction,  but  because  the  binding  effect  of  its  acts  are  limited 

cc  particular  cases  and  controversies ;  and  thus,  "though  individual 
oopression  :nay  now  and  then  proceed  from  the  courts  of  justice,  t>  e- 
general  liberty  of  the  people  can  never  be  endangered  from  that 
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consistently  held:  the  due  process  clause  "is  a  restraint  on  the 
legislative  as  well  as  the  executive  and  judicial  powers  of  the 
government  and  cannot  be  so  construed  as  to  leave  Congress  free  to 
make  any  process  'due  process  of  law,  '  by  its  nere  will."" 

Substituting  a  Star  Oiamber  "court;  system"  for  the  independent 
Judiciary  envisioned  by  the  Founders,  by  which  our  great  nation  has 
proudly  prevailed  for  more  than  200  years,  will  not  txim  the  lacJc 
of  due  process  contained  in  current  "terror ism'  proposals  into  due 
process.  Nor  will  it  transform  the  bills'  other  constitutional 
flaws  into  constitutional  virtues. 

NACDL  urges  the  Comtnittee  to  unabashedly  heed  history  and  the 
Constitution,  and  to  accordingly  quickly  reject  the  Orvellian  and 
Kafkaesque  S.  3  90  and  Title  VI  of  S.3  --  putting  these  legal 
pretenders  out  of  their  misery  and  the  People  out  from  vmder  the 
risks  posed  by  these  proposals. 

In  the  alternative,  at  minimum,  NACDL  submits  that  the 
Committee  needs  to  convene  hearings  devoted  exclusively  to 
consideration  of  these  legislative  proposals.  The  matters  at  stake 
are,  we  think  all  can  agree,  simply  too  important  to  proceed 
through  Congress  without  the  People  being  afforded  the  ability  to 
fully  consider  these  proposals  and  be  heard  on  them. 

FinaJly,  NACDL  respectfully  requests  permission  to  contribute 
both  oral  and  written  testimony  at  such  future  hearings  on  these 


quarter:  .     .     .    so  long   as  the  judlciaxy   remains  truly  dlscincv  from 
both    Che   Isqislative  and   executive.'       (emphasis  added) 

See  also  e.g.,  United  States  v.  Lopez,  --  U.S.  --,  No.  93-1260 
'decided  April  26,  1995) (holding  that  the  Gun-Free  School  Zones  Act 
of  19  9  0  --  which  forbids  "any  individual  Jcnowingly  to  possess  a 
firearm  at  a  place  that  [he]  knows  ...  is  a  school  zone,"  18 
O.S.C.  sec.  922 (q)  (1)  (A)  --  exceeds  Congress'  Commerce  Clause 
authority) ;  Lester  C.  Thurow,  The  Zero-Sum  Society:  Distribution 
and  the  Possibilities  for  Economic  Change  12,  122-123  (1980)  ("Once 
a  goal  has  been  legislated  into  law,  the  fight  has  just  begun.  To 
a  great  extent  the  time  delays  and  uncertainty  that  this  process 
creates  have  a  more  adverse  effect  on  the  economy  than  the 
regulations  themselves."). 

'*   Murray's  Lessee  v.  Hoboken  Land  and  Improvement  Co.,  18 
Kow.  272,  276,  15  L.Ed.  372  (1855). 
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proposals,  as  the  organization  of  persons  who  have  devoted  their 
lives  to  providing  legal  representation  to  those  wrongfully 
targeted,  accused  and  prosecuted  by  the  presidential  branch  of 
government  --  and  who  will  perform  this  function  on  behalf  of  those 
to  be  victimized  by  the  current  wave  of  terrorism  proposals  should 
the  presidential  branch  of  government  be  given  this  "new, " 
high-powered.  Constitution-crippling  weaponry  it  so  covets. 
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Appendix  6. — Letter  Dated  May  1,  1995,  to  Daniel  J.  Bryant, 
Assistant  Counsel,  Subcommittee  on  Crime,  From  Glenn 
Harlan  Reynolds,  Associate  Professor  of  Law,  University 
OF  Tennessee,  Knoxville 

THE  UNIVERSITY  OF  TENNESSEE 

KNOXVILLE  ^: 


College  ot  Lam 

F<^-ultv 

1505  W.  Cumberland  Avenue 

Knosvillc.  Tennessee  17^W-1«00 

M-^  1     iQO<  (615)^74-42-41 

May  1,  lyw  fax(615)974-o«<i 


Mr.  Dan  Bryant 

Subcommittee  on  Crime 

House  Judiciary  Committee 

U.S.  House  of  Representatives 

Washington.  DC  205 15 

Via  Facsimile  -  Original  Follows  Overmght 

RE:   Hearings  on  Domestic  Coimterterrorism  Legislation 

Dear  Mr.  Bryant: 

I  am  sorry  that  I  will  be  unable  to  attend  the  hearings  on  Wednesday.  However,  as  we 
discussed,  here  are  some  thoughts  of  mine  on  the  subject.  I  appreciate  your  agreeing  to  place 
them  in  the  printed  hearing  record. 

Need  for  Legislation 

Despite  today's  crisis  atmosphere.  Congress  should  be  inspired  by  the  Hippocratic  First 
Principle  that  is  taught  to  physicians:  "First,  do  no  harm. "  American  history  is.  unfortunately, 
fiill  of  examples  in  which  a  sense  of  crisis  produced  harsh  legislation  that  later  turned  out  to  be 
a  mistake.  From  the  Alien  and  Sedition  Acts,  to  the  Palmer  Raids,  to  the  forced  deportation  of 
American  citizens  of  Latino  descent  in  the  1930s,  to  the  intemmem  of  American  citizens  of 
Japanese  descent  during  World  War  n,  to  the  various  restrictions  on  civil  liberties  resulting  from 
1950s  red  scares  and  1960s  antiwar  protests,  the  first  instinct  has  often  been  to  pass  what  are 
bUled  as  "tough  laws  to  address  the  crisis."  But  despite  the  sound-bite  appeal  of  "tough  laws," 
such  action  has  typically  not  helped,  and  has  often  actually  made  things  worse.  Indeed,  such 
'tough  laws"  often  ftiel  the  paranoia  that  is  the  lifeblood  of  extremist  movements. 

Furtbeimore,  it  is  a  natural  tendency  of  bureaucracies,  particularly  those  whose  budgets 
are  imder  threat,  to  seize  on  crises  as  a  justification  for  more  money  and  authority.  Such 
behavior  is  not  necessarily  conscious  manipulation,  just  human  nature.  But  Congress  should  not 
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Professor  Glenn  Harlan  Reynolds 
Page  2 

allow  itself  to  be  stampeded  into  taking  action  on  this  basis.  Instead,  it  should  begin  with  the 
presumption  that  things  work  pretty  well  as  they  are,  and  ask  whether  any  of  the  changes  that 
are  being  proposed  today  would  have  prevented  the  Oklahoma  City  bombing,  or  might  prevent 
such  tragedies  in  the  future.  Most  of  the  time,  the  answer  will  be  no.  In  press  accounts,  I  have 
heard  Attorney  General  Janet  Reno  express  the  opinion  that  none  of  the  changes  in  the  law  that 
the  Administration  is  requesting  would  have  prevented  the  Oklahoma  City  bombing.  If  this  is 
the  case,  then  those  changes  probably  would  not  prevent  another  such  event  either.  Nor  do  the 
facts  suggest  that  we  need  "tough  laws"  in  order  to  catch  perpetrators  after  the  fact.  Certainly 
the  FBI  did  an  excellent,  and  very  speedy,  job  of  discovering  suspects  in  the  Oklahoma  City 
bombing,  with  several  currently  in  custody.  This  is  probably  all  that  can  be  exp)ected.  This 
country  unfortunately  is  abundantly  supplied  with  nuts,  and  there  is  no  reliable  basis  for 
determining  in  advance  which  nuts  are  dangerous  and  which  are  harmless.  Nor  is  it  easy  to 
infiltrate  or  identify  the  small  groups  of  likeminded  individuals  that  are  all  that  is  required  to 
carry  out  terrorist  actions:  note  the  British  government's  lack  of  success  in  dealing  with  the 
IRA,  or  the  Israeli  government's  difficulty  with  various  Palestinian  terror  groups,  in  spite  of 
much  less  sensitivity  to  civil  liberties  issues  than  has  been  traditional  in  this  country. 

Repeal  of  the  Posse  Comitatus  Act 

Aside  from  these  general  cautions,  I  take  no  position  on  many  of  the  provisions  in  the 
Administration's  proposal:  I  am  no  explosives  expert,  for  example,  and  have  no  idea  whether 
"tagging "  explosives  would  do  good  or  not.  But  I  do  wish  to  caution  in  very  strong  terms 
against  the  repeal  of  the  Posse  Comitatus  Act,  which  currently  limits  military  involvement  in  law 
enforcement. 

There  are  two  reasons  to  oppose  such  an  action:  the  practical  and  the  constitutional.  The 
practical  reason  is  that  it  won't  help.  Soldiers  make  lousy  police,  and  police  make  lousy 
soldiers.  It  is  thus  a  serious  mistake  to  blend  their  roles.  If  we  do,  we  are  likely  to  get  bad  law 
enforcement,  while  simultaneously  undermining  the  quality  of  our  military.  Indeed,  the 
"militarization  of  law  enforcement"  --  in  terms  of  tactics,  equipment,  and  attitude  ~  that  has 
accompanied  the  War  on  Drugs  is  in  no  small  part  responsible  for  the  paranoia  of  many  of 
today's  anti-government  extremists.  It  is  much  easier  to  fear  a  BATF  or  DEA  agent  in  black 
nomex  coveralls,  faceshield,  and  bullet-proof  vest,  carrying  an  M-16  or  an  Uzi,  than  it  is  to  fear 
a  more  traditional  law-enforcement  presence.  And  "no-knock"  raids,  with  the  inevitable 
incidents  involving  wrong  addresses  and  innocent  people,  do  much  to  foster  fear  and  resentment. 

All  of  this  pales,  however,  in  comparison  to  the  response  that  armed  troops  would 
produce.  Aside  from  the  fact  that  it  would  play  to  the  worst  fears  of  those  who  already  worry 
about  "black  helicopters"  and  so  on,  I  fear  that  such  an  approach  would  fuel  a  drastic  increase 
in  antigovemment  sentiment,  even  among  ordinary,  non-nutty  individuals.  It  is  a  mainstay  of 
terrorist  doctrine  to  use  acts  of  terror  in  order  to  provoke  an  excessive  government  response  that 
will  alienate  moderate  elements  of  the  populace.  I  see  no  reason  to  play  into  the  hands  of  such 
a  strategy.  A  militarized  approach  would  also  probably  do  little  to  address  the  problem  of 
extremist  fanatics  with  a  tendency  toward  violence,  as  military  troops  are  not  particularly  good 
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at  dealing  with  such  individuals. 

Aside  from  these  practical  problems,  such  an  action,  though  not  explicitly  forbidden  by 
the  Constitution,  raises  serious  concerns.  Throughout  our  nation's  history,  our  general 
philosophy  toward  law  enforcement  has  been  one  of  concern  about  too  much  centralization.  Law 
enforcement  organizations  have  been  fragmented  by  both  geographical  and  subject-matter 
jurisdiction.  Not  only  have  we  placed  most  law  enforcement  authority  at  the  state  level 
(something  that  probably  is  required  by  our  constitutional  system  given  the  Tenth  Amendment 
and  the  doctrine  of  enumerated  powers),  but  even  at  the  federal  level  there  has  always  been 
immense  reluctance  to  create  anything  that  might  look  like  a  national  police  force  for  fear  that 
it  might  endanger  libeny.  I  believe  that  those  fears  have  basis,  and  that  our  actions  today  should 
be  based  not  only  on  today's  problems,  but  on  a  more  long-term  view.  Our  nation's 
longstanding  hostility  to  centralized  law  enforcement  has  always  been  well  founded,  and  we 
should  not  abandon  it  because  of  an  atmosphere  of  crisis. 

Militia  Groups  and  the  Constitution 

Although  the  involvement,  if  any,  of  so-called  "militia  groups"  in  the  Oklahoma  City 
bombing  is  at  this  point  unclear,'  there  has  been  considerable  discussion  of  these  groups  and 
their  fear  of  the  U.S.  government  since  the  tragedy  took  place.  Since  any  legislation  passed  in 
response  to  the  Oklahoma  City  bombing  is  likely  to  be  affected  by  this  discussion,  and  since 
most  of  what  I  have  heard  from  both  militia  supporters  and  critics  is  just  plain  wrong,  it  is  worth 
briefly  reviewing  some  of  the  issues  involved. 

The  unfortunate  confusion  in  this  area  can  be  described  as  "collateral  damage"  from  the 
gun-control  debate,  where  the  mention  of  a  "well  regulated"  militia  has  become  the  subject  of 
much  political  use  and  misuse.  There  are  two  camps  in  this  debate.  One  is  the  gun-control 
camp,  which  argues  that  the  "militia"  to  which  the  Second  Amendment  refers  is  merely  the 
modem-day  National  Guard,  and  that  Second  Amendment  rights  exist  only  in  connection  with 
the  militia.  The  other  is  the  militia-movement  camp,  which  argues  that  its  groups  constitute  that 
militia,  and  enjoy  constitutional  rights  because  of  it.    Both  of  these  positions  are  wrong. - 


And  I  strongly  agree  with  Senator  Moynihan's  remarks  yesterday  that  in  our  system 
individuals,  not  groups,  commit  crimes. 

The  following  discussion  is  based  on  my  forthcoming  article,  A  Critical  Guide  to  the 
Second  Amendment,  forthcoming  later  this  month  in  the  Spring,  1995  issue  of  the 
Tennessee  Law  Review,  which  is  a  Second  Amendment  symposium  issue.    I  will  be 
happy  to  provide  a  copy  of  the  manuscript  or  page  proofs,  which  contain  numerous 
citations  to  the  historical  and  legal  literamre,  upon  request;  for  a  copy  of  the  entire 
issue  contact  the  Tennessee  Law  Review  at  (615)  974-4464.    See  also  Joyce  Lee 
Malcolm.  To  Keep  and  bear  Arms:   The  Origins  of  an  Anglo-American  Right 
(Harvard  Univ.  Press,  1994). 
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The  National  Guard  is  not  the  militia  of  which  the  Constitution  speaks  because  it  is  a 
small,  select  body  under  federal  control.  The  Framers,  by  contrast,  intended  the  militia  to  be 
a  group  composed  of  the  "whole  of  the  people,"  and  were  quite  hostile  to  "select  militias," 
whom  they  regarded  as  being  no  better  than  a  standing  army.  The  purpose  of  the  Second 
Amendment  was  to  provide  a  check  on  Federal  military  power.  An  armed  citizenry  would 
serve,  in  the  words  of  the  Tennessee  Supreme  Court  "to  keep  in  awe  those  who  are  in  power. "' 
Since  the  militia  was  composed  of  the  entire  populace,  it  could  not  be  a  threat  to  the  people: 
it  was  the  people.  The  National  Guard  is  simply  not  such  an  institution.  Today's  National 
Guard,  which  might  more  properly  be  thought  of  as  "troops"  than  "militia"  anyhow,*  is  a  very 
select  militia  indeed,  and  can  hardly  be  expected  to  substitute  for  the  "whole  of  the  people. " 
The  National  Guard  was  created  in  response  to  the  perceived  shortcomings  of  the  militia  as  an 
offensive  force;  there  were  repeated  incidents  in  which  the  militia  refused  to  invade  Canada, 
Mexico,  and  various  other  locations,  or  in  which  federal  attempts  to  so  employ  the  militia  were 
held  illegal.' 

As  one  military  ofTicer  says: 

By  providing  for  a  militia  in  the  Constimtion,  the  Framers  sought  to 
strengthen  civilian  control  of  the  military.  They  posmlated  that  a  militia 
composed  of  citizen-soldiers  would  curb  any  unseemly  ambitions  of  the  small 


Aymeite  v.  State.  21  Tenn.  152.  153,    2  Hum.  154,  156  (1840).    This  case  was  cited 
in  the  U.S.  Supreme  Court's  only  Second  Amendment  opinion  of  this  century.  United 
States  V.  Miller,  307  U.S.  174.  178  (1939). 

Compare  Joyce  Lee  Malcolm,  To  Keep  and  Bear  Arms,  at  4  ("The  militia  was  first 
and  foremost  a  defensive  force  and  could  not  be  taken  out  of  the  realm.   Members 
were  even  reluctant  to  leave  their  own  counties.")  with  id.  at  23  ("With  the 
commonwealth  threatened  by  internal  insurrections  and  foreign  invasions  [after  the 
English  Civil  War]  the  new  rulers  had  ample  excuse  to  maintain  a  large  standing 
army.  .  .  .    and  the  country  that  had  always  depended  upon  an  impromptu  militia 
found  itself  supporting  a  standing  army  respected  and  feared  throughout  Europe."). 
See  also  The  Federalist  nos.  8,  19,  20,  supra,  at  67-68,  131,  135  (using  the  word 
"troops"  to  refer  to  members  of  a  professional  standing  army,  as  opposed  to  the 
militia,  which  is  made  up  of  citizen-soldiers). 

In  fact,  when  the  Army  wanted  to  use  militia  units  to  chase  Mexican  bandits  south  of  the 
border.  Attorney  General  Wickersham  opined  that  this  clause  prohibited  the  use  of  militia 
units  outside  American  borders.  29  Op.  Atty.  Gen.  322  (1912).  For  a  litany  of 
complaints  about  the  militia's  unsuitability  in  providing  the  kind  of  "global  reach"  needed 
by  a  nascent  superpower,  see  Frederick  Bemays  Wiener.  The  Militia  Clause  of  he 
Constitution,  54  Harv.  L.  Rev.  181  (1940).  esp.  at  189-193. 
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standing  army.  Today's  National  Guard  is  often  perceived  as  the  successor  to  the 
militia,  and  observers  still  tout  the  Guard's  role  as  the  ultimate  restraint  on  the 
professional  military. 

The  reality,  however,  is  much  different.  Today's  national  guard  is  a  very 
different  force  from  the  colonial-era  militia.  With  178.000  full-time  federal 
employees  and  almost  all  of  its  budget  drawn  from  the  federal  government,  the 
National  Guard  is,  for  all  practical  purposes,  a  federal  force.  Indeed,  one 
commentator  concluded  that  it  is  very  much  akin  to  the  "standing  army"  against 
which  the  Founding  Fathers  railed.* 


It  is  thus  difficult  to  argue  that  the  "militia"  referred  to  in  the  Second  Amendment  is  merely 
today's  National  Guard,  or,  for  that  matter,  any  other  select  governmental  body.'  As  Professor 
Malcolm  states: 

The  argument  that  today's  National  Guardsmen,  members  of  a  select  militia, 
would  constitute  the  only  persons  entitled  to  keep  and  bear  arms  has  no  historical 
foundation." 

As  a  result,  militia  groups  argue  that  they  are  the  militia  that  the  Constitution  describes. 
But  they  are  wrong,  too.    Although  the  militia  was  a  body  that  was,  in  a  way,  external  to  the 


Col.  Charles  J.  Dunlap,  Jr.,  Welcome  to  the  Junta:  The  Erosion  of  Civilian  Control  of 
the  U.S.  Military.  29  Wake  Forest  L.  Rev.  341, 384-85  (1994) quoting  William  S,  Fields 
&  David  T.  Hardy,  The  Militia  and  the  Constitution:  A  Legal  History,  136  Mil.  L. 
Rev.  1.  2  (1992).' 

Note  also  the  following: 

Nowadays,  it  is  quite  common  to  speak  loosely  of  the  National  Guard 
as   the  state  militia,'  but  200  years  ago.  any  band  of  paid,  semi- 
professional  part-time  volunteers,  like  today's  Guard,  would  have  been 
called  'a  select  corps"  or  'select  militia'  -  and  viewed  in  many  quaners 
as  little  better  than  a  standing  army.    In  1789,  when  used  without  any 
qualifying  adjective,  'the  militia'  referred  to  all  Citizens  capable  of 
bearing  arms.  .  .    [So]  'the  militia'  is  identical  to  'the  people.' 

Akhil  Reed  Amar,  The  Bill  of  Rights  as  a  Constitution,  100  Yale  L.  J.  1131.  1166 
(1990). 

Joyce  Lee  Malcolm.  To  Keep  and  Bear  Arms,  at  163. 
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state  in  the  sense  of  being  an  institution  of  the  people,  the  expectation  was  that  the  state,  not 
private  groups,  would  provide  the  scaffolding  upon  which  the  structure  of  the  militia  would  be 
erected.'  This  is  difficult  for  many  modem  Americans,  with  more  European-influenced  ideas 
of  the  state,  to  appreciate.  But  pwrhaps  the  best  analogy  would  be  to  the  institution  of  the  jury. 
The  jury  was  intended  not  just  as  a  protection  for  individuals,  but  far  more  importantly  as  a 
check  against  overweening  state  power,  since  it  could  always  refuse  to  convict  in  cases  of 
political  prosecution.  The  jury  was  intended  to  reflect  the  community,  and  to  function  in  many 
ways  independent  of  state  direction.  But  the  state  provides  the  structure  within  which  the  jury 
pperates:  no  one  can  get  together  with  eleven  friends  and  proclaim  themselves  a  jury. 
Similarly,  although  First  Amendment  associational  rights  may  provide  some  protection  for 
individuals  who  band  together  and  call  themselves  a  "militia,"  they  do  not  thereby  become  the 
well  regulated  militia  that  the  Second  Amendment  describes. 

Militia  groups  are  even  further  off  base  when  they  make  arguments  based  on  the  right 
of  revolt.  There  is  little  question  that  the  Framers  believed  that  citizens  had  the  right  to  revolt 
against  a  tyrannical  government;  after  all,  they  had  done  so  themselves.  And  Framing-era  state 
constinjtions  explicitly  enshrine  such  a  right  as  well.'°  But  the  militia  movement  —  or  at  least 
those  fringe  elements  talking  about  armed  revolt  ~  has  it  seriously  wrong  if  they  think  that 
today's  circumstances  justify  a  revolt. 

There  are  two  reasons  for  this.  The  first  is  that  the  primary  way  in  which  the  militia  was 
intended  to  serve  as  a  bulwark  against  oppression  was  passive.  Since,  at  the  time  of  the 
framing,  the  primary  means  of  executing  the  law  or  quelling  insurrection  was  by  calling  out  the 
militia,  a  simple  refusal  on  the  part  of  the  militia  to  perform  its  duties  would  be  enough  to 
frustrate  tyranny  pretty  thoroughly.  Obviously,  this  does  not  apply  to  private  groups  without 
state  sanction,  since  they  would  not  be  called  out  to  enforce  the  law  anyway.  Second,  and 
perhaps  more  importantly,  today's  theorists  of  revolt  pay  insufficient  attention  to  the  Framers' 
thoughts  on  the  subject.    A  good  short  description  follows: 

This  right  of  resistance  is  the  second  result  of  entrusting  force  to  the  militia.    It 
is  the  only  purpose  of  the  Second  Amendment  explicitly  mentioned  during  its 


As  David  Williams  puts  it,  "Republicans  did  not  intend  to  leave  the  universality  of  the 
militia  to  the  chance  decision  of  every  citizen  to  arm  herself.    The  state  was  supposed 
to  erect  the  necessary  scaffolding  on  which  the  militia  could  build  itself,  to  muster  the 
militia,  and  oblige  every  citizen  to  own  a  gun."    David  Williams,  The  Terrifying 
Second  Amendment.  101  Yale  L.J.  551,  593  (1991). 

See.  e.g.  Tenn.  Const,  art.  I  §2  ("That  government  being  instituted  for  the  common 
benefit,  the  doctrine  of  non-resistance  against  arbitrary  power  and  oppression  is 
absurd,  slavish,  and  dcitructive  of  the  good  and  happiness  of  mankind.");  New 
Hampshire  Const,  art.  1  §10  (same). 
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discussion  in  Congress.  .  .  . 

Republicans  were  aware  of  the  danger  implicit  in  vouchsafing  this  right  of 
resistance  in  the  citizenry  and  sensitive  to  the  charge  that  they  were  inciting 
violence.  They  developed  a  number  of  limits  on  the  right:  It  must  be  a  product 
of  the  "body  "  of  the  people,  i.e.,  the  great  majority  acting  by  consensus;  it  must 
be  a  course  of  last  resort;  its  inspiration  must  be  a  commitment  to  the  common 
good;  and  its  object  must  be  a  true  tyrant,  committed  to  large-scale  abuse,  not 
merely  randomly  unjust  or  sinful  in  private  life.  An  uprising  that  failed  to  meet 
these  criteria  was  considered  an  ilegitimate  rebellion,  rather  than  an  act  of  true 
republican  resistance." 

Thus,  there  can  be  no  claim  --  despite  what  some  militia  theorists,  and  some  militia  critics, 
maintain  ~  that  the  Second  Amendment  guarantees  a  right  for  any  individual  to  declare  war 
against  the  federal  government  whenever  he  or  she  thinks  the  government  is  unjust.  Quite  the 
contrary.  It  should  also  be  obvious  that  those  talking  armed  revolt  do  not  meet  any  part  of  the 
test  set  out  above. '- 

So  why  am  I  mentioning  all  of  this?  There  are  two  important  points  to  be  taken  from 
the  preceding.  First,  constitutional  theory  matters,  and  not  just  to  professors  of  Constitutional 
Law.  The  proper  understanding  of  the  Second  Amendment,  as  embodied  in  its  history  and 
explained  in  the  academic  literamre,  has  taken  quite  a  beating  at  the  hands  of  both  pro-  and  anti- 
gun  advocates,  with  consequences  that  we  see  today.  The  Second  Amendment  creates  an 
individual  right  to  arms;  the  "militia"  language  neither  expands  nor  contracts  that  right. '^  In 
light  of  the  Framers"  understanding,  this  makes  sense:  the  armed  citizenry  was  the  body  from 
which  the  well  regulated  militia  was  to  be  drawn,  but  the  right  of  revolt  could  not  be  exercised 
by  individual  citizens  or  small  groups,  only  by  the  people  as  a  whole. 


David  Williams.  The  Terrifying  Second  Amendment,  101  Yale  L.J.  551,  582  (1991). 

I  am  attaching  a  copy  of  my  Op/Ed,  Up  in  Arms  About  a  Revolting  Movement. 
Chicago  Tribune,  Jan.  30,  1995  at  All,  which  discusses  this  further. 

As  William  Van  Alstyne  of  Duke  University  Law  School  notes,  the  right  described  in 
the  Second  Amendment  is  the  right  to  keep  and  bear  arms,  not  the  right  to  belong  to  a 
militia.    "Rather,  the  Second  Amendment  adheres  to  the  guarantee  of  the  right  of  the 
people  to  keep  and  bear  arms  as  a  predicate  for  the  other  provision  to  which  it 
speaks,  i.e..  the  provision  respecting  a  militia."   William  Van  Alstyne,  The  Second 
Amendment  and  the  Personal  Right  to  Arms,  43  Duke  L.J.  1236,  1243-44  (1994). 
See  also  Robert  J.  Cottrol  &  Raymond  T.  Diamond,  The  Fifth  Auxiliary  Right.  104 
Yale  L.J.  995.  1002  (1994)  ("The  plain  language  of  the  first  clause  appears  to  impose 
no  legal  requirement  or  restriction  on  the  federal  government.    Only  the  sicond  clause 
indicates  a  right  that  the  government  caimot  infringe."). 
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Unfortunately,  some  gun-control  proponents  have  promulgated  the  notion  that  the  Second 
Amendment  only  protects  a  militia;  many  pro-gun  activists  have  responded  by  forming  militias 
in  the  hopes  that  doing  so  would  somehow  expand  their  constitutional  rights.  This,  coupled  with 
misunderstanding  of  the  purpose  of  the  Second  Amendment  on  the  part  of  both  groups,  has 
produced  a  situation  that  may  still  prove  dangerous.  And  that  is  the  second  lesson:  be  careful 
what  you  advocate  in  terms  of  constitutional  principles,  because  people  may  listen  to  you. 

These  are  two  lessons  that  apply  to  today's  debate  over  counterterrorism  legislation. 
Despite  occasional  complaints  from  legislators  about  constitutional  "nitpicking,"  constimtional 
law  matters.  We  should  not  adopt  an  overbroad  view  of  federal  power  to  suppress  "hate  speech" 
or  "subversive  activity,"  or  an  overly  narrow  view  of  individual  liberties,  because  we  may  wind 
up  having  to  live  with  the  consequences.  And  they  are  likely  to  be  worse  than  we  think.  This 
week,  after  all,  sees  the  twenty-fifth  anniversary  of  Kent  State. 

Conclusion 

I  hope  that  these  observations  are  helpful.  Perhaps  the  best  advice  comes  not  from  the 
academic  sources  that  I  have  quoted  above,  but  from  the  Hitchhiker's  Guide  to  the  Galaxy: 
'Don't  Panic! "  Our  nation  has  seen  numerous  acts  of  terrorism  and  craziness  over  the  centuries, 
but  in  general  our  overreaction  to  those  acts  has  done  more  harm  than  the  acts  themselves. 
Terrorism  and  political  violence  thrive  on  repression,  but  do  not  easily  take  root  in  an  opwn  and 
tolerant  society.  An  overreaction  to  the  Oklahoma  City  bombing  could  make  things  much 
worse;  a  measured  response  will  cause  the  forces  of  hate  and  violence  to  wither  on  the  vine. 


Glenn  Harlan  Reynolds 
Associate  Professor  of  Law 
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Up  in  arms  about  a  revolting  movement 


By  Glenn  Harlan  Reynolds 

Recently,  a  steady  drumbeat  of  print  reports 
and  net«'ork  news  stories  has  given 
national  attention  to  what  many  in  the 
South  and  West  already  knew:  that  some 
Amencans  are  arming  themselves  and 
organizing  into  militia  companies.  Part  of  a  so- 
called  "Patriot  Movement"  that  some  numtier  at  5 
million  merot>ers.  the  militia  movement  is  estimated 
by  press  accounts  as  having  somewhere  between 
100.000  and  300.000  members  under  arms.  Their  fear, 
based  on  all  sorts  of  rumors  about  "^lack 
helicopters"  and  foreign  forces  maneuvering  in 
remote  areas,  is  that  the  feds,  perhaps  in 
conjunction  with  the  United  Nations,  will  seize  their 
guns  and  establish  a  "new  world  order"  dictatorship 
that  will  take  control  over  their  lives.  Some  are  even 
talking  about  armed  revolt 

Militia  members  believe  their  actions  are 
authorized  by  the  U.S  Constitution.  They're  silly  to 
worry  atwut  the  UN,  which  cani  even  handle  the 
Serbs  They're  half  right  about  the  Constitution— but 
the  part  they  have  wrong  could  mean  trouble. 
Militia  advocates  point  to  the  Constitution's  2nd 
Amendment,  which  addresses  the  right  to  keep  and 
bear  arms,  and  to  the  framers'  general  views  in 
favor  of  an  armed  citizenry  as  a  check  on  tyrants. 
Here  they're  on  solid  ground.  There  is  no  question 
that  the  framers  supported  an  armed  citizenry  as  a 
way  of  preventing  tyrannical  govenunent 

But  the  militia  groups  haven't  thought  about  how 
the  framers  defined  t>Tannical  government  The  fact 
is  that  though  there  is  plenty  to  complain  about 
with  regard  to  the  expansion  of  government  in  the 
last  half-century,  just  about  all  of  it  was  with  the 
acquiescence — and  often  the  outright  endorsement— 
of  the  electorate  That  makes  a  big  difference. 
Although  many  militia  supporters  can  quote  the 
framers  at  great  length  on  the  right  to  bear  arms, 
few  seem  aware  that  the  framers  also  put  a  lot  of 
effon  mto  distinguishing  between  legitimate 
revolutions — such  as  the  American  Revolution — 
and  mere  "rebellions"  or  "insurrections."  The 
former  represented  a  right  even  a  duty,  of  the 
people  The  latter  were  illegitimate,  mere  outlawry. 
The  framers  developed  a  rather  sophisticated 
political  theory  for  distinguishing  between  the  two. 

The  most  i-nportant  aspect  of  this  theory  was 
representatio  i.  Those  who  were  not  represented 
lacked  the  citizen's  duty  of  loyalty.  A  government 


that  taxed  its  citizens  without  representation  was 
thus  no  better  than  an  outlaw,  and  citizens  eiuoyed 
the  same  right  of  resistance  against  its  ofQcers  as 
they  possessed  against  robbers. 

But  revolting  against  taxation  without 
representation  is  not  the  same  thing  as  revolting 
against  taxation,  penod.  Like  it  or  not,  the 
government  we  have  now  is  the  government  that 
most  citizens  at  least  thought  they  wanted. 

If  you  want  to  know  what  the  framers  considered 
grounds  for  revolt,  read  the  list  of  complaints  about 
George  m  in  the  Declaration  of  Independence. 

The  framers  understood  what  a  dangerous  thing  a 
revolution  was.  They  emt>arked  on  their  effort  with 
trepidation,  and  they  would  not  have  been  surprised 
to  learn  that  most  revolutions  that  came  after  theirs 
either  failed  or  produced  a  new  tyranny  worse  than 
the  old.  They  knew  that  once  let  out,  the  genie  of 
revolution  often  proves  both  destructive  and  hard  to 
rebottle.  As  the  militia  movement  says,  the  framers 
did  believe  in  the  right  to  revolution  .  But  they 
believed  that  such  strong  medicine  was  a  last  resort 
against  tyranny.  Today's  militia  members  would  be 
better  advised  to  organize  a  new  political  party,  or 
to  work  at  increasing  voter  turnout 

Such  counsel  may  seem  bland  beside  the  very  real 
romance  of  revolutioa  But  those  on  the  political 
right  (frvm  which  most  though  not  all  of  the  militia 
movement  comes)  should  know  better  than  to  yield 
to  that  romance.  Ever  since  the  idolization  of  Che 
Guevara,  a  large  chunk  of  the  American  left  has 
succumbed  to  revolutionary  romance,  while  those 
on  the  nght  have  fooised  on  workaday  politics.  'Hie 
relative  fortunes  of  those  two  movements  over  the 
last  25  years,  especially  after  November's  elections, 
suggest  which  approach  works. 

Having  said  this,  I  also  have  a  cautionary  note  for 
those  who  are  not  part  of  the  militia  movement 
When  large  numbers  of  citizens  begin  arming 
against  their  own  government  and  are  ready  to 
believe  even  the  silliest  rumors  atMut  that 
government's  willingness  to  evade  the  Constitution, 
there  is  a  problem  that  goes  beyond  gullibility.  This 
.  country's  poUtical  establishment  should  think  about 
what  it  has  done  to  inspire  such  distrust— and  what 
It  can  do  to  regain  the  trust  and  loyalty  of  many 
Americans  who  no  longer  grant  it  either. 


Glenn  Harlan  Reynolds  is  an  associau  professor  of 
law  at  the  University  of  Tennessee. 
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